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ABSTRACT

Since the introduction of Bitcoin in 2008 cryptocurrency and blockchain technology have drawn
increasing attention from research and industry alike. The probably most visible evidence of the
growing adoption of cryptocurrencies is the combined market capitalization which had reached over
USD 2.9 trillion in November 2021. While the market capitalization remains subject to high volatility
and has fallen since, the field has been growing steadily behind the scenes. Developer activity has
been growing over the last decade and multiple projects which had been started to improve over the
original design have reached maturity in recent years.

However, the introduction of new technologies is often accompanied by the emergence of equally
new design challenges. Despite the technological progress over the past years, cryptocurrencies have
earned a reputation of being hard to get started with and overall difficult to use. But what exactly are
the aspects that make them difficult to use? How do users manage their cryptocurrency in practice?
Which challenges do they need to overcome? And how can Human-Computer Interaction help over-
come these challenges? In several studies, this dissertation addresses these questions and explores
them through three different approaches:

(1) Cryptocurrency in Human-Computer Interaction: By systematically reviewing published Human-
Computer Interaction research since the inception of Bitcoin, we organize the existing research effort
and juxtapose it with the changing landscape of emerging technologies from practice to identify
avenues for future research. Our results show that existing research has overwhelmingly focused on
Bitcoin and Ethereum, while not addressing novel cryptocurrencies.

(2) Understanding User Behavior: By exploring user behavior through multiple lenses we shed light
on real-world practices of users and the challenges they face. We explore security and privacy prac-
tices through a qualitative interview study and triangulate the results in a delphi-study with 25 experts.
We conducted an interview study to understand a particularly relevant point for the adoption of cryp-
tocurrency – we investigate challenges first-time users face. Our results show that many usability
issues are not rooted in the technical aspects of blockchain technology and can be addressed through
Human-Computer Interaction research.

(3) Improving Application Usability: By evaluating different approaches on how to aid the develop-
ment of cryptocurrency applications we translate the findings of our empirical work into artifacts and
put them to the test. Our results show that onboarding in mobile apps can improve perceived usability
for first-time users under the right conditions, that Bitcoin Lightning can serve as a usable settle-
ment layer for everyday transactions, that education can support the next generation of developers
in building more useful applications, and that systems for rapid interface prototyping may speed up
development efforts.

Collectively, the contribution of this dissertation centers around the ongoing discussion on how to
build usable cryptocurrency systems. More precisely, this dissertation contributes (a) empirical stud-
ies that show how users manage their cryptocurrency in practice and which challenges they face in
doing so and (b) constructive approaches attempting to support the development of cryptocurrency
systems in the future. The work concludes by reflecting on the future role of Human-Computer Inter-
action research in the cryptocurrency and blockchain space.

iii





ZUSAMMENFASSUNG

Seit der Einführung von Bitcoin im Jahr 2008 haben Kryptowährungen und die Blockchain-
Technologie in der Forschung und der Industrie zunehmend an Aufmerksamkeit gewonnen. Der wohl
sichtbarste Beweis für die wachsende Akzeptanz ist die kombinierte Marktkapitalisierung, die im No-
vember 2021 über 2,9 Milliarden USD erreicht hatte. Während die Marktkapitalisierung einer hohen
Volatilität unterliegt und seitdem gesunken ist, ist das Feld hinter den Kulissen stetig gewachsen. Die
Zahl aktiver Entwickler hat in den letzten zehn Jahren zugenommen, und zahlreiche Projekte, die zur
Verbesserung der ursprünglichen Technologie begonnen wurden, haben die Marktreife erreicht.

Die Einführung neuer Technologien geht jedoch häufig mit dem Aufkommen ebenso neuer Desi-
gnherausforderungen einher. Trotz des technologischen Fortschritts haben Kryptowährungen den Ruf
erworben, schwer zugänglich und insgesamt schwierig zu bedienen zu sein. Doch was genau sind
die Aspekte, die die Nutzung erschweren? Wie verwalten Nutzer ihre Kryptowährungen in der Pra-
xis? Welche Herausforderungen müssen sie dabei bewältigen? Und wie kann die Mensch-Maschine-
Interaktion helfen, diese Herausforderungen zu meistern? In mehreren Studien geht diese Dissertation
diesen Fragen nach und untersucht sie durch drei verschiedene Linsen:

(1) Kryptowährungen in der Mensch-Computer-Interaktion: Durch eine systematischen Literaturana-
lyse der Mensch-Computer-Interaktion Forschung seit der Einführung von Bitcoin organisieren wir
die bestehenden Forschungsanstrengungen und stellen sie der sich verändernden Landschaft aufkom-
menden Technologien gegenüber, um Wege für die zukünftige Forschung zu identifizieren. Unsere
Ergebnisse zeigen, dass sich die bestehende Forschung überwiegend auf Bitcoin und Ethereum kon-
zentriert hat, während sie sich nicht mit neuen Kryptowährungen befasst.

(2) Verständnis des Nutzerverhaltens: Durch die Erforschung des Nutzerverhaltens aus verschiedenen
Blickwinkeln beleuchten wir die realen Praktiken der Nutzer und die Herausforderungen, denen sie
sich dabei stellen. Wir untersuchen Sicherheitspraktiken durch eine qualitative Interviewstudie und
triangulieren die Ergebnisse mit einer Delphi-Studie mit 25 Experten. Wir führen eine Nutzerstudie
durch, um einen besonders relevanten Punkt für die Annahme von Kryptowährungen zu verstehen –
die Herausforderungen, denen sich Erstnutzer gegenübersehen. Unsere Ergebnisse zeigen, dass viele
Herausforderungen nicht in den technischen Aspekten der Blockchain-Technologie verwurzelt sind
und mittels der Mensch-Computer-Interaktionsforschung adressiert werden können.

(3) Verbesserung der Benutzerfreundlichkeit von Anwendungen: Durch die Evaluierung verschiede-
ner Ansätze zur Unterstützung der Entwicklung von Kryptowährungsanwendungen setzen wir die
Erkenntnisse unserer empirischen Arbeit in Artefakte um. Unsere Ergebnisse zeigen, dass Onboar-
ding in mobilen Apps die Benutzerfreundlichkeit für Erstnutzer unter den richtigen Bedingungen
verbessern kann, dass Lehrkonzepte die nächste Generation von Entwicklern bei der Erstellung nütz-
licherer Anwendungen unterstützen kann und dass Systeme für schnelles Interface-Prototyping die
Entwicklung beschleunigen können.

Zusammenfassend adressiert diese Dissertation die Frage, wie benutzbare Kryptowährungssysteme
gebaut werden können: durch (a) empirische Studien, die zeigen, wie Benutzer ihre Kryptowährung
in der Praxis verwalten und welche Herausforderungen sie dabei meistern müssen, und (b) durch kon-
struktive Ansätze, die versuchen, die Entwicklung von zukünfitgen System zu verbessern. Die Arbeit
schließt mit einer Reflexion über die zukünftige Rolle der Mensch-Computer-Interaktionsforschung
im Kryptowährungs- und Blockchain-Bereich ab.
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1
Introduction

I am very intrigued by Bitcoin. It has all the signs. Paradigm shift,
hackers love it, yet it is described as a toy. Just like microcomputers.

Paul Graham, Hacker News, 2013

1.1 Thesis Statement

Over the past decade cryptocurrencies have emerged from being a technical curiosity into a global
phenomenon. The most visible indicator of the growing adoption is the combined market capitaliza-
tion, which reached an all time high of over USD 2.9 trillion in November 2021 [25]. While market
capitalization has been subject to volatility, the space has been steadily growing when looking at other
indicators such as user activity [24], developer activity [35, 124], or social media activity [35].

For advocates, cryptocurrency and its underlying technology, blockchain, are viewed as enabling
technology, often compared to the Internet [6, 24, 39, 87]. The open architecture of the Internet
[82, 143] allowed for almost unrestricted participation which in turn fueled competition and innova-
tion [143]. Driven by its open and decentralized architecture proponents of cryptocurrencies predict a
similar effect on innovation of financial services that will ultimately increase financial inclusion [106,
122, 144]. More than that, the ability to digitally transfer ownership is seen by some as a fundamental
paradigm-shift on which an entirely new class of internet applications can be realized [6]. The same
way the proliferation of the internet drastically reduced transaction costs for information, cyptocur-
rencies and blockchain technology are expected to bring down the costs to transfer ownership [13]
allowing people to build novel products and services. While many argue that the technology has the
potential to disrupt current business models, financial systems, and organizations [6, 37, 38, 66, 133]
this potential has yet to manifest itself.

Despite the space being characterized by a rapid pace of innovation there remain many challenges that
need to be overcome. Current issues revolve around four themes: legality, scalability, usability, and
acceptability [141]. Cryptocurrencies have been criticized to aid illicit activities [58, 136]. The speed
and cost of transactions has for now remained behind those of centralized payment systems [141, 145]
while being more complicated to use [3]. And against the backdrop of the fight against climate change
the energy consumption of proof-of-work (PoW) blockchains has been a major point of discussion
[34, 53, 130], with regulators going as far a proposing a complete ban within Europe [127]. However,
these points of critique are not as black-and-white as they might seem at first glance. There are
complex interdependent issues underlying them that are often misunderstood by examining them
through the lens of any one discipline. For example, while country-level adoption of cryptocurrencies
was shown to correlate with corruption [2], it is not clear that cryptocurrencies are the cause of said
corruption. The stronger adoption of cryptocurrencies could equally be driven by the lower trust in
formal institutions or less developed existing financial systems in these countries.
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Introduction

To address these interdependent challenges, a recent commentary in Nature puts forward nine focus
points to move research on cryptocurrencies forward [141]: criminality, regulation, energy use, trans-
action speed, volatility, security, fee management, privacy, and education of users. Many of these
points connect with core topics of Human-Computer Interaction research, echoing the calls from
within our research community to engage with cryptocurrency and blockchain and to play an active
role in shaping the use of these technologies [39, 40, 49]. However, these points also highlight the
need for further research across disciplines. In doing so, they underline that cryptocurrencies, for
now, remain a technology that is still under active development.

The growing adoption over the past decade cannot not hide the fact that cryptocurrencies have earned
a reputation of being difficult to use (e.g. [3, 56, 147, 148]). The decentralized and pseudonymous
nature of the technology raises both technical and social challenges, connected to long-standing issues
in Human-Computer Interaction [39]. Key management has been recognized as a difficult task for the
majority of users [41, 152]. With a complex underlying technology mental models often diverge from
the technical reality [18, 90] opening the door for mistakes and exploitation. While being described
as a “trustless” technology, interacting with pseudonymous entities raises socio-technical challenges
[10] related to trust and collaboration [120, 121]. Collectively, these aspects impede users from
adopting cryptocurrencies, reduce users’ experience during use, and ultimately put them at risk of
accidental loss or malicious attacks.

The research presented in this dissertation contributes to addressing these issues with the objective
to better understand how we can build more usable cryptocurrency systems. Using the Technology
Acceptance Model (TAM) as a framework to theorize about the adoption of cryptocurrency, we do
so following three approaches: (1) We review the status quo of cryptocurrency research in Human-
Computer Interaction; (2) we investigate user behavior, security practices and challenges; and (3) we
explore constructive approaches to improve the usability and usefulness of cryptocurrency applica-
tions. Based on the combined results of the contributing publications we present a synopsis of our
findings. We synthesize where current systems fall short, discuss arising design implications, and
propose avenues for future research. In summary, the studies included in this dissertation collectively
contribute to our understanding of how users interact with cryptocurrencies, which challenges they
face while doing so, and how solutions to overcome them could look like.

1.2 Contributing Publications

The results of this cumulative dissertation have been published in individual publications before.
This dissertation, therefore, serves as a summary of all projects to situate the results in the overall
scientific discourse and to present a concluding reflection. The contributing publications are listed in
chronological order in the reference list below.

Citations of these publications are marked with a “P” (e.g. [P4]). Seven out of the eight publications
have been published as full papers at conferences [P1, P2, P3, P4, P5, P6, P8]. [P7] is an Extended
Abstract. [P4] received an Honourable Mention Award at DIS ’21. [P8] received a Best Paper Award
at ICL ’22.

The original publications are fully attached in Appendix: Original Publications.
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Dissertation Structure

Contributing Publications
[P1] Michael Froehlich, Felix Gutjahr, and Florian Alt. “Don’t Lose Your Coin! Investigating Security

Practices of Cryptocurrency Users”. In: Proceedings of the 2020 ACM Designing Interactive Systems
Conference. Association for Computing Machinery, 2020, pp. 1751–1763. DOI: 10.1145/3357236.
3395535 (cited on pp. x, xi, 2, 6, 8–11, 15, 17, 20–22, 25, 26, 29–36, A 1).

[P2] Michael Froehlich, Philipp Hulm, and Florian Alt. “Under Pressure. A User-Centered Threat Model
for Cryptocurrency Owners”. In: 2021 4th International Conference on Blockchain Technology and
Applications. ICBTA 2021. Association for Computing Machinery, 2021, pp. 39–50. DOI: 10.1145/
3510487.3510494 (cited on pp. x, xi, 2, 6, 8–11, 15, 17, 20, 21, 29, 30, 33, A 1).

[P3] Michael Froehlich, Maurizio Raphael Wagenhaus, Albrecht Schmidt, and Florian Alt. “Don’t Stop Me
Now! Exploring Challenges Of First-Time Cryptocurrency Users”. In: Designing Interactive Systems
Conference 2021. DIS ’21. Association for Computing Machinery, 2021, pp. 138–148. DOI: 10 .
1145/3461778.3462071 (cited on pp. x, xi, 2, 6, 8–11, 15, 17, 20, 22, 24–26, 29–34, 36, A 1).

[P4] Michael Froehlich, Charlotte Kobiella, Albrecht Schmidt, and Florian Alt. “Is It Better With On-
boarding? Improving First-Time Cryptocurrency App Experiences”. In: Designing Interactive Systems
Conference 2021. DIS ’21. Association for Computing Machinery, 2021, pp. 78–89. DOI: 10.1145/
3461778.3462047 (cited on pp. x, xi, 2, 6, 8, 10, 11, 17, 24, 25, 29, 31, 32, A 1).

[P5] Michael Froehlich, Franz Waltenberger, Ludwig Trotter, Florian Alt, and Albrecht Schmidt.
“Blockchain and Cryptocurrency in Human Computer Interaction: A Systematic Literature Review
and Research Agenda”. In: Designing Interactive Systems Conference. DIS ’22. Association for Com-
puting Machinery, 2022, pp. 155–177. DOI: 10.1145/3532106.3533478 (cited on pp. x, xi, 2, 6, 7,
9–11, 13, 15–19, 26, 27, 29–36, A 1).

[P6] Michael Froehlich, Jose Vega, Florian Alt, and Albrecht Schmidt. “Implementation and Evaluation
of a Point-Of-Sale Payment System Using Bitcoin Lightning”. In: ACM Nordic Human-Computer
Interaction Conference (NordiCHI ’22). NordiCHI ’22. Association for Computing Machinery, 2022.
DOI: 10.1145/10.1145/3546155.3546700 (cited on pp. x, xi, 2, 6, 8–11, 17, 26, 27, 29, 31, 34, A
1).

[P7] Michael Froehlich, Benjamin Moser, Florian Alt, and Albrecht Schmidt. “Supporting Interface Ex-
perimentation for Blockchain Applications”. In: Adjunct Proceedings of the 2022 Nordic Human-
Computer Interaction Conference (NordiCHI Adjunct ’22). NordiCHI Adjunct ’22. Association for
Computing Machinery, 2022. DOI: 10.1145/10.1145/3547522.3547676 (cited on pp. x, xi, 2, 6,
8–11, 17, 24, 27, 29, 31–33, A 1).

[P8] Michael Froehlich, Jose Vega, Amelie Pahl, Sergej Lotz, Florian Alt, Albrecht Schmidt, and Isabell
Welpe. “Prototyping With Blockchain: A Case Study For Teaching Blockchain Application Develop-
ment at University”. In: Learning in the Age of Digital and Green Transition - Proceedings of the 25th
International Conference on Interactive Collaborative Learning (ICL2022). Springer International
Publishing, 2022, p. 12 (cited on pp. x, xi, 2, 6, 9–11, 17, 24, 27–29, 31, 33, 35, A 1).

1.3 Dissertation Structure

The chapters in this dissertation are structured as follows. Chapter 1 begins by presenting the over-
all motivation for and relevance of the conducted research. It provides an overview of the included
publications, the theoretical framework underlying the conducted studies, and presents our overall re-
search approach. Chapter 2 details how the three guiding research questions for this dissertation were
chosen, how they connect with each other and existing research. Chapter 3 briefly summarizes each
of the included publications. Accompanied by a preview of the first page we explain the motivation,
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Introduction

approach, and findings under the larger umbrella of this dissertation and delineate the contribution
of each individual author. Finally, Chapter 4 discusses the collective results of this dissertation. It
provides a synthesis of the combined findings by discussing where cryptocurrency systems today
fall short and what design implications arise from that. It reflects on the larger contribution of this
dissertation in the context of the development of cryptocurrency technology over the past years and
speculates about avenues for future work.

1.4 Theoretical Framework

Understanding which aspects influence the adoption of new information technologies is a central
theme in Human-Computer Interaction research [60]. The Technology Acceptance Model (TAM) is
often adopted as the theoretical framework through which to do so [31, 32]. Originally developed by
Fred D. Davis in 1985 to empirically test the acceptance of end-user facing information systems [31],
the model has since found widespread application in research [60, 93]. In the following, it lends itself
as a valuable tool through which to examine the adoption of cryptocurrency technology and connect
the contributions of the presented publications.

At its core, the Technology Acceptance Model suggests that two cognitive processes are crucial for
users to form the intention to use a technology: their perceived usefulness and their perceived ease-of-
use. The more useful and easy-to-use people perceive a technology, the more likely they are to form
the intention to use it and eventually do so [31, 32]. More importantly, the model suggests that the
manipulation of any external variables influences the intention to use only indirectly. Consequently,
to accelerate the adoption of a technology one would need to increase the perceived usefulness and
ease-of-use by manipulating relevant external variables [33]. Figure 1.1 illustrates this conceptual
relationship.

Perceived 
Usefulness

Perceived 
Ease-Of-

Use

Attitude 
Toward 
Using

Intention to 
Use

Actual 
System 

Use

External 
Variables

Figure 1.1: The original Technology Acceptance Model (TAM). (Figure adapted from [33], p. 4)

The original TAM does not elaborate which specific variables antecede perceived usefulness and
perceived ease-of-use. As a consequence many studies have since evaluated and proposed different
external variables [60, 93]. The most relevant extension regarding this dissertation, was the integra-
tion of perceived risk as equal antecedent to users’ intention in the context of distributed e-commerce
by Pavlou in 2003 [109], which has since found widespread adoption in research concerning the
web [48]. While from today’s perspective the comparison to e-commerce may seem far-fetched, the
addition of perceived risk is motivated by “the implicit uncertainty of the e-commerce environment”
([109], p. 1). Information systems and Human-Computer Interaction research on cryptocurrencies re-
veal a similar uncertain environment [120, 121] and argue for the importance of perceived risk when
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Theoretical Framework

reasoning about cryptocurrencies [1, 48]. Hence, following this theoretical framework three vari-
ables are crucial to examine why users adopt cryptocurrency: perceived risk, perceived usefulness,
and perceived ease-of-use.

Perceived Risk: Cryptocurrencies deal directly with monetary value. Security is therefore a neces-
sary feature to avoid unauthorized access. Thus, cryptocurrency systems can only be usable in the
long term if they provide the necessary security to mitigate risks that may otherwise lead to direct
loss. As a consequence, it is to be expected that the more risks users perceive, the lower their in-
tention to use the technology [48, 79, 109]. From research on usable security [5, 83] we know that
building secure systems has implications on their usability and vice versa. For security features to
be successful they need to be usable to the extent that users can routinely and automatically apply
them [5, 119]. In other words, security and usability are dependent aspects of digital technologies.
While security is of importance in the long term, security features often stand in the way of what
users want to achieve in the moment [28]. For example, improving the security of cryptocurrency
systems might decrease perceived risk, but at the same time also decrease the perceived ease-of-use.
When interacting with cryptocurrencies in practice, users need to balance these competing objectives.
Security features that are deployed without the appropriate understanding of how their users resolve
the tensions between perceived risk and ease-of-use may therefore be ignored or circumvented by
users in practice [44, 83]. Consequently, it is important to understand which risks exist surrounding
the use of the technology, how users deal with security in practice, and which design challenges for
building usable cryptocurrency systems arise from this.

Perceived Ease-Of-Use: The current lack of perceived usability documented in literature (e.g. [3,
62, 99, 147, 148]) indicates that the design of usable cryptocurrency applications is not well un-
derstood. This is problematic for several reasons: As the Technology Acceptance Model [31, 32]
suggests, it may slow down adoption at large, potentially in areas where the technology could bring
forward applications that are an improvement over existing solutions. While cryptocurrencies are not
without problems today, this dissertation builds on the assumption that cryptocurrency technology
will be beneficial for society in the long run. A high technical entry barrier can block users with
low technology affinity from benefiting from participating and ultimately hinder inclusion. As doc-
umented incidents from other domains show, poor design can also directly cause errors that results
in substantial damage [115]. With cryptocurrencies the potential negative impact of even minor user
interface issues can be significant as it may lead to the direct loss of monetary value. Therefore it
is crucial to directly investigate where the usability of cryptocurrency systems today falls short and
what implications for design and research arise from that.

Perceived Usefulness: The Technology Acceptance Model emphasizes that ease-of-use alone is not
sufficient to understand user adoption. A technology additionally needs to be perceived as useful
[31, 32]. In simple words, it is necessary to understand the motivation of users to interact with
cryptocurrencies and juxtapose it with whether using the systems lives up their expectations. Litera-
ture emphasizes that cryptocurrency systems should provide a genuine benefit over systems without
blockchain technology [56] to be perceived as useful. However, this is where many applications fall
short [137] as practitioners appear to struggle to answer the question for which use cases this is the
case [85, 157]. To build not only usable but also useful cryptocurrency applications, it is therefore
necessary to look beyond the end-user to the developer of cryptocurrency systems [48].
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1.5 Research Approach

Grounded in the theoretical foundation of the Technology Acceptance Model, we summarize our
overall research approach. The contributing publications can be structured along two dimensions:
their thematic focus and their methodological approach. Figure 1.2 illustrates the relationship be-
tween publications.

Thematic Organization

The thematic axis organizes the contributing publications along the anteceding variables discussed
in our theoretical framework. The primary focus of [P1] and [P2] lies in understanding Security
Practices of users. By organizing the risks cryptocurrency users perceive and integrating them into
a conceptual model in [P1] we directly contribute to the perceived risk variable. Motivated by these
findings, [P2] systematically organizes the threat landscape from which these risks emerge.

The primary focus of [P3, P4] and [P6] lies on the Usability of cryptocurrency systems, directly
relating to the perceived ease-of-use variable. [P1] identified a research gap in understanding novice
users and motivated our work in [P3] focusing on challenges of first-time users. In [P4] we continue
this work by exploring the design of onboarding as potential solution to increase the usability during
initial use. [P6] then explores the usability of cryptocurrencies as means-of-payment at the example
of Bitcoin Lightning. The motivation for this study originated from several sources: In [P1] users
expressed interest in using cryptocurrency as payment more often. In [P3] slow transactions and high
fees emerged as limiting factors for usability. Bitcoin Lightning claimed to address these issues, yet
previous research had not explored newer cryptocurrencies and evaluated these claims [P5].

The primary focus of [P5, P7] and [P8] shifts the focus on Developer Support. In a systematic liter-
ature review [P5] summarizes and organizes the field for researchers and practitioners. Motivated by
the lack of studies prototyping with cryptocurrencies other than Bitcoin and Ethereum, [P7] reasons
that lowering the deverlopers’ effort to experiment with different blockchains may increase usability
in the future. Finally, [P8] consolidates the insights generated throughout this dissertation in an in-
terdisciplinary university course aimed at teaching how to build both usable and useful applications,
thus addressing the perceived usefulness variable.

Methodological Organization

The methodological axis comprises three categories: understanding the current State of Research,
Empirical studies, and Constructive approaches. With a systematic literature review we attempt
to capture and organize the existing research body on cryptocurrency and blockchain research in
Human-Computer Interaction [P5]. The second methodological theme concerns creating a better
understanding of how users interact with cryptocurrency systems and the arising implications thereof.
The publications that fall under this theme [P1, P2, P3, P5] aim at creating generalizable knowledge
about how cryptocurrencies are being used in practice. The third methodological theme concerns
the exploration of solutions to improve the usability of cryptocurrency systems through prototyping,
implementation, and evaluation. The publications that fall under this theme [P4, P6, P7, P8] produce
original artifacts, test, and evaluate them. Although some of the projects underlying these publications
were conceived in a non-linear and iterative way, to some degree, these themes can be viewed as
subsequent steps in our research process. Earlier empirical work influenced and inspired the later
development of artifacts.
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ABSTRACT
In recent years, cryptocurrencies have increasingly gained
interest. The underlying technology, Blockchain, shifts the
responsibility for securing assets to the end-user and requires
them to manage their (private) keys. Little attention has been
given to how cryptocurrency users handle the challenges of
key management in practice and how they select the tools to
do so. To close this gap, we conducted semi-structured in-
terviews (N=10). Our thematic analysis revealed prominent
themes surrounding motivation, risk assessment, and coin man-
agement tool usage in practice. We found that the choice of
tools is driven by how users assess and balance the key risks
that can lead to loss: the risk of (1) human error, (2) betrayal,
and (3) malicious attacks. We derive a model, explaining how
risk assessment and intended usage drive the decision which
tools to use. Our work is complemented by discussing design
implications for building systems for the crypto economy.

Author Keywords
usable security, blockchain, cryptocurrency, key management

CCS Concepts
•Security and privacy → Usability in security and privacy;

INTRODUCTION
Driven by the rise in popularity of cryptocurrencies, Block-
chain technology is receiving increased interest from practi-
tioners and researchers alike. By the end of 2019, the number
of wallet users has grown to exceed 42 million [49]. A total
of 4993 cryptocurrencies are tracked on http://coinmarketcap.
com/, with a combined market capitalization exceeding 195 bil-
lion USD. Despite the large body of alternative coins, Bitcoin
[42] remains by far the most widespread cryptocurrency, with
a market capitalization of 130 billion USD [15].

While cryptocurrencies remain the predominant application of
Blockchain technology, there is considerable ongoing develop-
ment in both industry and research. Advocates of blockchain
view the technology as potentially transformative [21]. Swan
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on the first page. Copyrights for components of this work owned by others than the
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republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.
DIS ’20, July 6–10, 2020, Eindhoven, Netherlands.
© 2020 Copyright is held by the owner/author(s). Publication rights licensed to ACM.
ACM 978-1-4503-6974-9/20/07. . . $15.00
DOI: http://dx.doi.org/10.1145/3357236.3395535

discusses three stages of blockchain evolution: Blockchain 1.0
as digital currency, Blockchain 2.0 as digital economy, and
Blockchain 3.0 as digital society [48]. Efanov and Roschin
discuss the all-pervasive impact of blockchain technology and
propose use cases in the fields of art, science, education, public
goods, culture, and communication [18]. Elsden et al. provide
the first topology of Blockchain applications for HCI, iden-
tify seven overarching ‘families’ of Blockchain applications –
underlying infrastructure, currency, financial services, proof-
as-a-service, property and ownership, identity management
and governance – and argue for an active role of the HCI
community in the Blockchain domain [21].

At the same time, cryptocurrencies users still face major un-
solved challenges: user interfaces suffer from usability issues
[8, 22, 27, 37], there remain fundamental trust challenges [6,
26, 34, 44, 45], cryptocurrencies are complex to understand
[21, 22] and have a high entry-barrier for people with less
technical knowledge [31]. With more blockchain-based ser-
vices emerging, it is important to understand which challenges
people face – to ultimately design solutions around them and
facilitate the development of more inclusive systems that allow
users without deep technical knowledge to participate in the
crypto economy of tomorrow.

A large part of the complexity originates from private / public
key cryptography Blockchain builds on. It shifts the responsi-
bility to securely manage private keys to the end-user. Cryp-
tocurrencies today offer a valuable opportunity to investigate
how users manage arising security challenges in practice. Pre-
vious research of key management in the context of cryptocur-
rencies focused on the available tools [3, 22] and providing a
quantitative macro view of security practices of Bitcoin users
[37]. However, there remains a lack of qualitative insight into
the security practices of cryptocurrency users.

To address this, we conducted semi-structured interviews with
10 users, investigating their experiences and security practices
using cryptocurrencies. We identified 3 themes through the-
matic analysis concerning (1) motivation, (2) risk assessment
and (3) coin management tool (CMT) usage.

We found that users’ knowledge and understanding of security
practices influence the choice of CMTs, as does the intent
to use as an asset or as a currency. Not all users have either
the motivation or knowledge to securely manage their keys
on their own. Custodial CMTs, abstracting key management
away from the end-user, are seen as a convenient alternative
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ABSTRACT
Cryptocurrencies have increasingly gained interest in practice and
research alike. Current research in the HCI community predomi-
nantly focuses on understanding the behavior of existing cryptocur-
rency users. Little attention has been given to early users and the
challenges they encounter. However, understanding how interfaces
of cryptocurrency systems support, impede, or even prevent adop-
tion through new users is essential to develop better, more inclusive
solutions. To close this gap, we conducted a user study (n=34) explor-
ing challenges !rst-time cryptocurrency users face. Our analysis
reveals that even popular wallets are not designed for novice users’
needs, stopping them when they would be ready to engage with the
technology. We identify multiple challenges ranging from general
user interface issues to !nance and cryptocurrency-speci!c ones.
We argue that these challenges can and should be addressed by
the HCI community and present implications for building better
cryptocurrency systems for novice users.

CCS CONCEPTS
• Human-centered computing → Empirical studies in HCI ; • Se-
curity and privacy → Usability in security and privacy; • Applied
computing → Digital cash.
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1 INTRODUCTION
Driven by the rising popularity of cryptocurrencies, blockchain
technology is receiving increased interest from practitioners and
researchers. By January 2021, the number of Bitcoin wallet users
has grown to exceed 65 million [10]. Over 8300 cryptocurrencies
with a market capitalization exceeding 1 trillion USD are tracked
on CoinMarketCap1. Accounting for 635 billion USD [9], Bitcoin
[32] indisputably remains the most popular cryptocurrency.

Beyond cryptocurrencies, there is considerable ongoing devel-
opment to improve blockchain technology. Advocates view the
technology as transformative, comparing its potential impact to
the Internet [11] and going as far as discussing a decentralized
digital society [45]. At the same time, cryptocurrency systems still
face major unsolved challenges: user interfaces su#er from us-
ability issues [5, 12, 15, 18, 27], there remain fundamental trust
challenges [4, 17, 22, 41, 42], cryptocurrencies are complex to un-
derstand [11, 12] and have a high entry barrier for people with
less technical knowledge [19]. The HCI community has started to
address these challenges — Elsden et al. presented the !rst topology
of blockchain applications in the context of HCI and argue for an
active role of HCI in the domain [11]. However, research has missed
taking a closer look at novice cryptocurrency users, predominantly
focusing on users already acquainted with the technology.

This leaves a gap in understanding what challenges novice users
face. What barriers need to be overcome between the decision
to buy cryptocurrency and making use of it for the !rst time?
Understanding how interfaces of current cryptocurrency systems
support, impede, or even prevent the adoption through new users
is essential to develop better, more inclusive solutions in the future.
To address this, we have conducted a qualitative user study with 34
participants. In a think-aloud study, we recorded participants during
three tasks, each essential for new users: account registration, the
!rst acquisition of Bitcoin, and spending them in an online shop. We
triangulate our observations with semi-structured interviews with
all participants. Contrary to previous research, our study focuses
on custodial wallets, being the likely entry point for users without
technical understanding of blockchain technology. Doing so, our
study complements previous work investigating key management
challenges [1, 12, 15].

Our analysis identi!ed multiple challenges novice users need to
overcome. We present three categories: (1) general user interface
challenges; (2) !nance-related challenges; and (3) cryptocurrency

1https://coinmarketcap.com/ (last accessed 15.05.2021)
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ABSTRACT
Engaging !rst-time users of mobile apps is challenging. Onboard-
ing task "ows are designed to minimize the drop out of users. To
this point, there is little scienti!c insight into how to design these
task "ows. We explore this question with a speci!c focus on !-
nancial applications, which pose a particularly high hurdle and
require signi!cant trust. We address this question by combining
two approaches. We !rst conducted semi-structured interviews
(n=16) exploring users’ meaning-making when engaging with new
mobile applications in general. We then prototyped and evaluated
onboarding task "ows (n=16) for two mobile cryptocurrency apps
using the minimalist instruction framework. Our results suggest
that well-designed onboarding processes can improve the perceived
usability of !rst-time users for feature-rich mobile apps. We dis-
cuss how the expectations users voiced during the interview study
can be met by applying instructional design principles and reason
that the minimalist instruction framework for mobile onboarding
insights presents itself as a useful design method for practitioners
to develop onboarding processes and also to identify when not to.

CCS CONCEPTS
• Human-centered computing → Empirical studies in HCI ; • Se-
curity and privacy → Usability in security and privacy; • Applied
computing → Digital cash.
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1 INTRODUCTION
A user’s initial interaction with a mobile app is critical to reaching
subsequent adoption [47]. Industry reports indicate that as much as
25% of apps are abandoned after only the !rst use [48]. So it is not
surprising that mobile app designers regularly resort to onboarding
task "ows to help their users discover application functionality and
show them how they could bene!t from it [47].

While popular among UX practitioners, the overall usefulness of
mobile app onboarding appears to be a disputed topic in the research
community [30]. Some scholars view them as an opportunity to
educate users [25, 47], Others argue that mobile apps should be
intuitive by themselves [36]. For practitioners, there is an obvious
trade-o# to consider: Does onboarding help new users get started
and increase engagement, or does it actually stand in the way of it?
The scienti!c literature on the topic is sparse [47]. However, recent
work by Strahm et al. proposing a systematic design method for
developing mobile app onboarding [47] o#ers an opportunity to
address this question. When does mobile onboarding provide value
for new users?

Financial applications are especially interesting to look at in
this context, as users may perceive them as critical and hold addi-
tional expectations regarding trust and security. With cryptocur-
rency apps being particularly challenging, we selected them to
evaluate the impact onboarding processes can have. According
to literature, cryptocurrency applications are di$cult to use (e.g.,
[4, 16, 20, 22, 35]), especially for new users [2, 32, 40] who do not
exhibit an above-average technology a$nity [23], and users often
hold misconceptions about how they work [39].

To investigate user expectations and properties of e$cient on-
boarding, we combined two studies. We conducted semi-structured
interviews (n=16) exploring users’ experiences, behaviors, and opin-
ions engaging with new mobile applications. The results of the study
informed the planning and execution of the subsequent user study.
While most users indicated skipping the onboarding processes in
general, some expressed appreciation in speci!c situations – in
new types of apps and when engaging with feature-rich apps. We
then created and evaluated onboarding processes with 16 additional
participants for two cryptocurrency apps using the minimalist in-
struction framework [47]. Based on our interviews, we selected
two apps that di#ered in the richness of their features.

Our results indicate that onboarding processes can improve the
perceived usability of feature-rich apps for !rst-time users while
holding less value for apps with fewer features. While onboard-
ing can support the initial learning process for !rst-time users of
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ABSTRACT
Cryptocurrencies have gained popularity in recent years. However,
for many users, keeping ownership of their cryptocurrency is a com-
plex task. News reports frequently bear witness to scams, hacked
exchanges, and fortunes beyond retrieval. However, we lack a sys-
tematic understanding of user-centered cryptocurrency threats, as
causes leading to loss are scattered across publications. To address
this gap, we conducted a focus group (n=6) and an expert elicitation
study (n=25) following a three-round Delphi process with a hetero-
geneous group of blockchain and security experts from academia
and industry. We contribute the "rst systematic overview of threats
cryptocurrency users are exposed to and propose six overarching
categories. Our work is complemented by a discussion on how the
human-computer-interaction community can address these threats
and how practitioners can use the model to understand situations in
which users might "nd themselves under the pressure of an attack
to ultimately engineer more secure systems.

CCS CONCEPTS
• Human-centered computing → Empirical studies in HCI ; • Se-
curity and privacy → Usability in security and privacy; • Applied
computing → Digital cash.

KEYWORDS
cryptocurrency, blockchain, threat model, user-centered, hci
ACM Reference Format:
Michael Fröhlich, Philipp Hulm, and Florian Alt. 2021. Under Pressure. A
User-Centered Threat Model for Cryptocurrency Owners. In 2021 4th Inter-
national Conference on Blockchain Technology and Applications (ICBTA 2021),
December 17–19, 2021, Xi’an, China. ACM, New York, NY, USA, 12 pages.
https://doi.org/10.1145/3510487.3510494

1 INTRODUCTION
There are more than 73 million Bitcoin wallets [12], over 10, 000
di#erent cryptocurrencies with a combined market capitalization of
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over 1.3 trillion USD (8.4 trillion CNY). With 640 billion USD (4.1 tril-
lion CNY), corresponding to 47% of the total market capitalization
[9], Bitcoin [36] is inarguably the most prevalent cryptocurrency.
While researchers and practitioners see great potential in several
areas for the technology behind cryptocurrencies – blockchain
– [6], the rapid growth in popularity and invested capital is ac-
companied by frequent reports of global scams, hacked exchanges,
and tales of cryptocurrencies lost forever. Scienti"c publications
have started to investigate these challenges both from a user- and
technology-centric perspective. Multiple publications investigate
security and privacy practices of users [15, 16, 20, 29]. Presenting
the "rst quantitative account, Krombholz et al. report that 22% have
already lost cryptocurrency, most of them due to human failure
[29]. Mai et al. explore mental models of cryptocurrency users and
potential threats they are aware of [32]. Reddy et al. argue that cryp-
tocurrencies are both a tool and a target for crime [39], and Saad
et al. take a technology-centric approach and explore the attack
surface of blockchain [40]. While these contributions are valuable
on their own, we still lack a systematic overview of threats cryp-
tocurrency end-users may face. To address this gap, we conducted
an expert elicitation study to develop and validate a user-centered
threat model for cryptocurrency owners. Building on a focus group
(n=6) and existing literature, we developed a "rst version of the
threat model and iteratively re"ned and validated it in a three-round
Delphi process [11] with 25 experts. To include a broad set of per-
spectives, we recruited experts from industry and academia from
the "elds of security, usability, cryptocurrency, and blockchain. The
proposed model comprises six categories of threats: (1) Acciden-
tal Threats, (2) Privacy Threats, (3) Physical Threats, (4) Financial
Fraud Threats, (5) Social Threats, and (6) Technical Threats. To
ensure the practical relevance of the model, we collected examples
of real-world incidents and discussed both practical relevance and
potential mitigation strategies for each threat. Our work comple-
ments existing empirical research on privacy and security practices
by providing the "rst threat landscape in which cryptocurrency
users "nd themselves in. We discuss how the presented threats
can be addressed by the human-computer-interaction community
and draw up directions for future research. We expect that the
proposed model will present itself as a valuable tool for researchers
and practitioners to discuss security challenges of cryptocurrency
systems — both from a technical and user-centered perspective —
and ultimately contribute to the development of usable and secure
cryptocurrency systems.
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ABSTRACT 
We present a systematic literature review of cryptocurrency and 
blockchain research in Human-Computer Interaction (HCI) pub-
lished between 2014 and 2021. We aim to provide an overview of 
the !eld, consolidate existing knowledge, and chart paths for future 
research. Our analysis of 99 articles identi!es six major themes: (1) 
the role of trust, (2) understanding motivation, risk, and percep-
tion of cryptocurrencies, (3) cryptocurrency wallets, (4) engaging 
users with blockchain, (5) using blockchain for application-speci!c 
use cases, and (6) support tools for blockchain. We discuss the fo-
cus of the existing research body and juxtapose it to the changing 
landscape of emerging blockchain technologies to highlight future 
research avenues for HCI and interaction design. With this review, 
we identify key aspects where interaction design is critical for the 
adoption of blockchain systems. Doing so, we provide a starting 
point for new scholars and designers and help them position future 
contributions. 

CCS CONCEPTS 
• Applied computing → Digital cash; • Human-centered com-
puting → Human computer interaction (HCI); Interaction 
design. 

KEYWORDS 
blockchain, cryptocurrency, distributed ledger, dlt, dapps, web3, 
trust, human computer interaction, hci, systematic literature review 

∗Also with LMU Munich, University of the Bundeswehr Munich. 
†Also with Technical University of Munich. 

This work is licensed under a Creative Commons Attribution International 
4.0 License. 

DIS ’22, June 13–17, 2022, Virtual Event, Australia 
© 2022 Copyright held by the owner/author(s). 
ACM ISBN 978-1-4503-9358-4/22/06. 
https://doi.org/10.1145/3532106.3533478 

ACM Reference Format: 
Michael Fröhlich, Franz Waltenberger, Ludwig Trotter, Florian Alt, and Al-
brecht Schmidt. 2022. Blockchain and Cryptocurrency in Human Computer 
Interaction: A Systematic Literature Review and Research Agenda. In De-
signing Interactive Systems Conference (DIS ’22), June 13–17, 2022, Virtual 
Event, Australia. ACM, New York, NY, USA, 23 pages. https://doi.org/10. 
1145/3532106.3533478 

1 INTRODUCTION 
First introduced in 2008 as a peer-to-peer electronic cash system 
[97], blockchain technology has since drawn broad attention from 
research and industry alike. A growing body of literature envi-
sions how its decentralized approach can disrupt current business 
models, !nancial systems, organizations, and civic governance 
[33, 34, 68, 121]. Arguably, the most visible evidence of growth 
is the combined market capitalization of over USD 1.7 trillion cryp-
tocurrencies have accumulated by January 2022 [23]. Furthermore, 
developer activity has been steadily growing over the last decade 
[29], multiple projects have been started to improve over the origi-
nal design (e.g. [15, 69, 138, 140]), and blockchain technology has 
been explored for a wide range of di#erent applications and domains 
[35]. Through technical innovations, blockchains have advanced 
towards performance soon comparable to existing distributed sys-
tems – e.g. the Solana blockchain aims for a throughput of up to 
710,000 transactions per second [140]. 

Despite these improvements, more than a decade after the launch 
of the Bitcoin network, blockchain technology seems to be far away 
from its envisioned omnipresence. In spite of avid calls from Human-
Computer Interaction (HCI) scholars to engage with blockchain 
[35, 45], immature interaction concepts appear to hold back users 
with less technological a$nity and present a barrier for wider adop-
tion: Blockchain applications are hard to get started with [49, 52], 
confront both beginners and experienced users with misconcep-
tions [87, 133], and are largely di$cult to use [132]. While there 
have been systematic reviews of blockchain research in adjacent 
!elds – e.g. security and privacy [144], current theories and mod-
els [58], and decentralized !nance (DeFi) [92] – there is not yet a 
complete overview of HCI research pertaining to blockchain. To 
date, Elsden et al. arguably provide the most complete overview, 
yet without following a systematic approachand including only 
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Abstract. Blockchain technology is believed to have a potential for in-
novation comparable to the early internet. However, it is difficult to
understand, learn, and use. A particular challenge for teaching software
engineering of blockchain applications is identifying suitable use cases:
When does a decentralized application running on smart contracts offer
advantages over a classic distributed software architecture? This ques-
tion extends the realms of software engineering and connects to funda-
mental economic aspects of ownership and incentive systems. The lack
of usability of today’s blockchain applications indicates that often ap-
plications without a clear advantage are developed. At the same time,
there exists little information for educators on how to teach applied
blockchain application development. We argue that an interdisciplinary
teaching approach can address these issues and equip the next genera-
tion of blockchain developers with the skills and entrepreneurial mindset
to build valuable and usable products. To this end, we developed, con-
ducted, and evaluated an interdisciplinary capstone-like course grounded
in the design sprint method with N=11 graduate students. Our pre-
/post evaluation indicates high efficacy: Participants improved across all
measured learning dimensions, particularly use-case identification and
blockchain prototyping in teams. We contribute the syllabus, a detailed
evaluation, and lessons learned for educators.

Keywords: blockchain application development, design sprint, capstone
course, interdisciplinary, case study

1 Introduction

Cryptocurrency and blockchain technology has gauged the interest of researchers
and practitioners alike. Over 65 million Bitcoin wallets [2], and over 15.500 cryp-
tocurrencies [6] exist. Ongoing development efforts aim to advance blockchain
technology further. Smart-contract blockchains established themselves among
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ABSTRACT
There is an increasingly diverse range of smart-contract blockchains
on which decentralized applications (dApps) are built. However,
HCI research has so far failed to address them, focusing primar-
ily on Bitcoin and Ethereum. This is problematic as these new
blockchains come with an increasingly diverse set of properties
that in!uence the usability of dApps for end-users. For blockchain
interface design guidelines to be valuable for practitioners, they
need to acknowledge the heterogeneity of blockchains. However,
evaluating novel interface concepts across di#erent blockchains is
resource-intensive as each blockchain has to be integrated manu-
ally, slowing down research. To address this challenge, we propose
a system to support interface experimentation for blockchain appli-
cations. The system allows researchers and developers to connect
interfaces to a uni"ed API simulating di#erent blockchains and
facilitates the con"guration, distribution, and evaluation of online
experiments. A preliminary evaluation showed promising results.

CCS CONCEPTS
• Human-centered computing → Human computer interac-
tion (HCI); • Applied computing → Digital cash; • Informa-
tion systems → Digital cash; • General and reference → Ex-
perimentation.
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1 INTRODUCTION
There is an increasingly diverse landscape of blockchain applica-
tion platforms to develop with [Fröhlich et al. 2022]. While a few
years ago Ethereum was the only smart-contract blockchain avail-
able, today alternatives like Cosmos, Solana, Polkadot, or Polygon
have emerged and gained traction among developers [Shen and
Garg 2022]. At the same time, extant interaction design research
on blockchain and cryptocurrency has overwhelming focused on
Bitcoin and Ethereum, neglecting other chains [Fröhlich et al. 2022].
This gap is problematic as these new blockchains o#er developers
fundamentally di#erent properties – for example w.r.t. transaction
speed, throughput, and fees – which in turn in!uence how end-
users can interact with the built decentralized applications (dApps).
Taking the researchers’ perspectives it is not di$cult to see how this
gap has formed: Prototyping and evaluating interfaces for di#er-
ent blockchains requires substantial resources, as each blockchain
needs to be manually integrated. This consequently makes it costly
to experiment with interface concepts on several blockchains and,
as a "eld, has kept us from understanding the heterogeneous e#ects
di#erent blockchain properties may have on application design.

Let’s take the design of interface elements for the communication
of transaction stati as an example: Previous literature documents
that users "nd transactions hard to understand and misconceptions
are frequent (see e.g. [Froehlich et al. 2021c; Fröhlich et al. 2020;
Mai et al. 2020; Voskobojnikov et al. 2021]). For designers and devel-
opers this begs the question, how to best design interface elements
that communicate the status and expected completion of a trans-
action clearly and unambiguously. The non-deterministic nature
of blockchains – validating nodes can independently decide which
transactions to include in the next block – makes this a non-trivial
task. The completion of a transaction may depend on the frequency
at which blocks are created, the current state of the network, and
the amount of fees allocated for the speci"c transaction. These
properties are all connected to the infrastructure provided by the
underlying blockchain a dApp is built on. For example, even simple
transactions may take between tens of minutes (e.g. Bitcoin), a
few minutes (e.g. Ethereum), and a few seconds (e.g. Bitcoin Light-
ning or Solana) depending on the blockchain. Design guidelines
for such interface elements would thus need to acknowledge the
heterogeneity of blockchains and their properties to be valuable
for practitioners.

Consequently, to create such guidelines for blockchain interfaces,
it is necessary to design interfaces and evaluate them across di#er-
ent blockchains. To address this challenge, we propose a system
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ABSTRACT
Cryptocurrencies have the potential to improve "nancial inclusion.
However, the technology is complex to understand and di#cult to
use. Human-Computer-Interaction (HCI) can play a vital role in
improving accessibility by identifying and overcoming challenges
that hold users back. However, most HCI studies have focused
only on Bitcoin and Ethereum so far. Newer blockchains promise
transaction speeds comparable to traditional payment systems, en-
abling the use of cryptocurrencies as a medium of exchange for
everyday transactions. To explore the viability of cryptocurrency-
based point-of-sale solutions through a human-centered lens, we
used Bitcoin Lightning to implement a payment system and eval-
uated it in a mixed-methods study. Our results show that Bitcoin
Lightning is a usable alternative to traditional solutions and that
friction aggregates at the interface to existing payment systems, i.e.
when purchasing Bitcoin. We discuss qualitative insights and derive
implications for deploying cryptocurrencies as payment solutions.
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• Human-centered computing → Human computer interac-
tion (HCI); • Applied computing → Digital cash.
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1 INTRODUCTION
Cryptocurrencies have gained growing interest in the last years
[Dixon and Lazzarin 2020] and are increasingly pushing into the
mainstream. Recent industry reports indicate that more than 300
million people own cryptocurrencies [Crypto.com 2022] and adop-
tion rates are to continue as fast as early Internet user growth
[Coinbase 2021]. While previously often understood as investment
opportunity [Abramova et al. 2021; Fröhlich et al. 2020; Mattke et al.
2020], the introduction of Bitcoin as legal tender in El Salvador
has paved the way for cryptocurrencies to be used as a medium of
exchange [Sigalos 2021]. Despite this growth cryptocurrencies are
not without critique. The high energy-demand of proof-of-work
blockchains has become a point of recent discussions [de Vries et al.
2022; Gallersdörfer et al. 2020] and cryptocurrencies are still per-
ceived as an opaque and technically complex topic that is connected
to many misconceptions and confusion.

The Human-Computer-Interaction (HCI) community has rec-
ognized its responsibility in making the technology accessible to
all users by helping to overcome technical obstacles that would
otherwise exclude people with less technical experience from partic-
ipating in the growing crypto-economy [Alshamsi and Andras 2019;
Froehlich et al. 2021b,c]. HCI researchers have set out to identify
and address human-centered challenges connected to cryptocur-
rency and blockchain systems (e.g. [Abramova et al. 2021; Froehlich
et al. 2021b; Voskobojnikov et al. 2021b]). While cryptocurrencies
are shown to be hard to understand [Mai et al. 2020] and di#cult
to use [Froehlich et al. 2021c; Voskobojnikov et al. 2020, 2021b], the
existing research body also seems to lack behind current develop-
ments in industry [Fröhlich et al. 2022]. To date, the majority of
HCI research focuses on Bitcoin [Nakamoto 2008] and Ethereum
[Buterin et al. 2013], whose technical architectures are constrained
by comparably slow transaction speeds or high transaction fees. For
example, one block on the Bitcoin blockchain takes on average 10
minutes to be mined [Nakamoto 2008], making it rather impractical
for point-of-sale use cases. Newer layer-1 blockchains, like Solana
[Yakovenko 2018], or layer-2 solutions, like Bitcoin Lighting [Poon
and Dryja 2016] or Polygon [Polygon Technology 2021], promise to
improve these technical limitations by providing transaction settle-
ments at near real time speeds and low transaction costs. These new
systems thus provide properties comparable to traditional payment
networks, while at the same time o$ering the advantages of an
open ecosystem for anyone to participate in and build on top of it.

However, they yet have to "nd their way into HCI research.
To our knowledge, there are no studies available implementing
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Figure 1.2: Methodological and thematic relationships between the contributing publications.

Research Methods

We employed a variety of research methods. The following section aims to provide an overview and
brief rationale of the used methods. All studies contributing to this dissertation where conducted
between 2019 and 2022. As a consequence of the global COVID-19 pandemic during this period,
some of the studies and interviews were conducted virtually or used out-of-the-lab approaches to
collect data [4]. We focused primarily on qualitative methods to understand what problems manifest
themselves, explore their underlying causes, and prototype solutions.

Systematic Literature Review: All included publications are embedded in existing research
through literature analyses. In [P5] our objective was to capture all relevant literature at the time
of writing in a systematic and repeatable way. We were motivated to do so, since both practice and
research on cryptocurrency had accelerated in recent years and believed that a well-written overview
article could organize the field and help spark new research. Therefore, we followed the PRISMA
framework [98] to identify relevant publications and qualitatively analyzed and summarize them.
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Introduction

Semi-Structured Interviews: We used semi-structured interviews as the primary method of data
collection in [P1]. With [P1] our goal was deepen the understanding of how user interact with cryp-
tocurrencies in practice. Therefore, we chose semi-structured interviews as they allowed us to investi-
gate the phenomenon in depth while maintaining a balance between structure and flexibility [77]. The
explorative character of the study revealed multiple new insights and motivated several of the subse-
quent studies. In addition, we also used interviews in combination with other methods to triangulate
[111] the investigated phenomena in [P3, P4, P6].

Delphi Panel: [P1] revealed how perceived risks influence the behavior of cryptocurrency users.
Building on these results, we wanted to build a comprehensive understanding of the threat landscape
from which these perceived risks emerged. In a fast evolving space, we therefore selected an expert
elicitation study as the appropriate method. The Delphi method [30] is well established in social
sciences to lead a structured discussion with a panel of experts. In [P1] we used it in a three-round
process with a heterogeneous panel of blockchain and security experts to develop and validate the
model. Feedback during each round of the process was collected with questionnaires.

Focus Groups: All studies contributing to this theses were preceded by informal discussions with
relevant stakeholders. For [P2] we conducted a formal focus group to discuss the initial idea of
the threat model. We decided for a focus group, because we wanted observe whether a discussion
between experts from different fields on the topic could lead to fruitful outcomes. The results from
the focus groups strengthened the idea that the Delphi method would work.

Lab Studies: To understand the challenges of first-time users [P3] and evaluate the efficacy of
onboarding to increase usability during initial use [P4] we conducted lab studies [77]. What is note-
worthy about both studies is that they were conducted remotely [4] during the height of the COVID-19
pandemic. To collect data we provided detailed briefings to participants and utilized screen-recording
features on mobile and desktop devices while participants used the think-aloud technique to share
their thoughts [77]. In [P3] we additionally used the recordings to elicit further qualitative insights
in interviews with participants after the tasks were completed. To ensure the generalizability of our
observations, we included multiple wallets in both studies.

Field Studies: In [P6] we deployed the developed point-of-sale (PoS) system in an office-like setting
at university and evaluated it in a field study. From previous studies we knew that users voiced their
interest in using cryptocurrency not just as store of value, but also as a means of transaction. However,
the limited availability of merchants accepting cryptocurrencies restricted options to conduct a study
in the wild. By developing a point-of-sale system, we could deploy self-service terminals where par-
ticipants could make purchases and observe users’ behavior over several weeks. The data collecting
during the field study comprised several mixed methods, including think-aloud data collection with
recorded videos, contextual inquiry, observations, weekly questionnaires and log analysis [77].

Online Studies: In [P7] we evaluated the proposed approach in an online experiment on Amazons’
Mechanical Turk platform. The goal of the study was to demonstrate the feasibility of running ex-
periments with variable interface elements on the prototyped system. We therefore did not collect
qualitative data, instead focusing on simulating how developers would be able to run an experiment
on the developed platform. Participants were provided with task descriptions directly within the pro-
totype. Data was collected with questionnaires before and after the tasks and via log analysis [77].

Prototyping and Artifacts: We contribute several artifacts. In [P4] we developed an interface pro-
totype, which allowed us to quickly explore different approaches and improve the interface in several
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Research Approach

iterations. In [P6] and [P7] we developed functional systems to deploy and test them under realistic
conditions. [P6] comprised several components, with a mobile wallet constituting the core develop-
ment effort whereas the prototype developed in [P7] was a web-based application. As consequence
of the functional implementation of both prototypes, we could complement their evaluation with the
collection of log-data.

Course Design: In [P8] we use the Design Sprint [69] as theoretical foundation to design a uni-
versity course for usable and useful blockchain application development. While not directly situated
within the typical contributions found in Human-Computer Interaction research, this project was mo-
tivated by insights from several studies [P2, P3, P5] all indicating that education about blockchain
applications will be necessary to reduce existing misconceptions. By putting our focus on the next
generation of developers and empowering them to identify useful use cases with user-centered meth-
ods, we hope to create compounding effects that eventually lead to better applications in the future.

Questionnaires: All studies were accompanied by questionnaires collecting structured data on
demographics and, in some cases, additional qualitative information. For the pre/post evaluation of
[P8] questionnaires were the primary method of data collection. We used several validated scales
throughout our studies, including the Affinity of Technology Interaction scale (ATI) [8, 51], the
User Experience Questionnaire (UEQ) [76], the System Usability Scale (SUS) [15], and blockchain
specific items adapted from Abramova et al. [1].

Research Contribution

The publications included in this dissertation each contribute to the scientific conversation surround-
ing the usability of cryptocurrency systems. A recent essay by Oulasvirta and Hornbæk distinguishes
Human-Computer Interaction problems into three subtypes: empirical, conceptual, and constructive
[107]. The chronologically earlier publications in this dissertation contribute largely to the empirical
side. Their contribution is “aimed at creating or elaborating descriptions of real-world phenom-
ena related to human use of computing.” ([107], p. 3). The chronologically later publications shift
their contribution increasingly to the constructive side. Their contribution is “aimed at producing
understanding about the construction of an interactive artifact for some purpose in human use of
computing” ([107], p. 3). Table 1.1 details the contributions of the included publications.

This dissertation’s contributions can be organized along three research questions following the
methodological axis. The individual questions will be developed in Chapter 2 in more detail.

With guidance of RQ1 – “What is the current state of blockchain and cryptocurrency research in
the Human-Computer-Interaction domain?” – this dissertation contributes an extensive analysis of
the state of research through a systematic literature review. Based on the analysis of 99 publications
identified from ACM, IEEE, and Springer we consolidate the existing research body into six com-
mon themes. The review serves as an overview of the current state of research for researchers and
practitioners. In addition, it discusses current research gaps and proposes future research directions.

With guidance of RQ2 – “How do users interact with cryptocurrency systems and what implications
arise from that?” – this dissertation contributes new insights into the behavior of cryptocurrency users
in practice. Based on the results of three empirical studies, we shed light on the challenges first-time
users encounter [P3], the threat landscape they face [P2], and the security and privacy practices they
deploy [P1]. From these observations we derive and contribute design implications for practitioners
and research implications for open issues.
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With guidance of RQ3 – “How can we build with and for cryptocurrency?” – this dissertation con-
tributes three prototypes of cryptocurrency systems and one approach to teaching applied blockchain
application development. [P4] contributes and evaluates an interface prototype testing the efficacy
of onboarding to improve perceived usability of wallets under different conditions. [P6] and [P7]
present functional systems that build with and for cryptocurrency. After understanding the current
state of research, conducting own inquiries into cryptocurrency use in practice, and building systems
ourselves, [P8] consolidates and translates these findings into a university course teaching students
how to build usable and useful cryptocurrency and blockchain applications.

Synopsis

In combination these studies have advanced the research conversation on usable cryptocurrency sys-
tems over the past years. We provide a synopsis of the cumulative findings of all publications below.
A more detailed version can be found in Chapter 4.

Cryptocurrency user differ along the motivation to engage with cryptocurrency and their knowledge
and motivation to deploy security measures [P1, 1]. Misconceptions are common among both expe-
rienced and inexperienced users [P1, P3], which exposes them to a range of threats exploiting these
misconceptions [P2]. While key management is a challenge for most users [P1, 41], the broad range
of usability issues originates only in parts from the underlying blockchain technology [P3, 148]. Cur-
rent systems fall short for several other reasons: They overwhelm users with many new concepts at
once and do not support their learning process [P3, P4, 56]. Getting started is further aggravated as
many usability issues originate at the edge of established systems [P3, P6]. During use, free-market
dynamics have resulted in general properties – e.g. volatility, uncertain and long transactions times,
and expensive transaction fees – that make cryptocurrencies ill-suited for their original purpose as
“internet money” [P3, P6]. As a result many users, within our European study context, do not see
how cryptocurrencies offer a clear benefit over existing means of payment [P6].

From these results, several design implications for practitioners arise: With many usability issues not
connected to the underlying technology, existing heuristics and human-centered methods are effective
tools to build more usable cryptocurrency systems [P3, P8], which practitioner should make use of.
They should understand their users and build their applications with a clear target group [P1] and
use-case in mind to provide a clear benefit [P1, P8]. In building their applications they should aim
to understand the learning process of their users and help them progress through it [P4, P5]. Beyond
these design implications the research conducted over the course of this dissertation also showed that
not all of the current issues can be solved with interface and interaction concepts. Education needs to
be part of the solution to reduce misconceptions of users [P2, 141] and, in conjunction with the right
support tools, to enable developers to build better products [P7, P8].

This dissertations also shows that Human-Computer Interaction research on cryptocurrencies still
trails the developments in practice [P5]. This does not diminish the relevance of existing research,
but highlights its importance. As practitioners bring forward many new concepts at an impressive
rate, the Human-Computer Interaction community can provide tremendous value by clearing the fog
and understanding which approaches work under which conditions. By doing so, future research
may work towards a set of cryptocurrency specific guidelines that helps practitioners consistently
solve many of the reoccurring questions [P2, P5]. To achieve this research on cryptocurrencies needs
to move beyond the lab [P6], extend research on emerging cryptocurrencies [P5, P6, P7], and deepen
the understanding of user groups and how the balance their needs [P1, P5].

10



Research Approach

Table 1.1: Overview of publications organized by research question, methods, and contribution type.

Research Question Methods Contribution

Empirical Conceptual Constructive

RQ1: What is the current state of blockchain and cryptocurrency research in the Human-Computer-Interaction domain?

[P5] What is the state of
blockchain and cryp-
tocurrency research in
the HCI?

• systematic literature
review identifying 99
publications between
2014 and 2021

• organization of the
current research body of
blockchain in HCI

• synthesis of research
gaps and future research
avenues

–

RQ2: How do users interact with cryptocurrency systems and what implications arise from that?

[P1] What are security and
privacy practices of
established cryptocur-
rency users?

• semi-structured inter-
views (N=10)
• thematic analysis

• qualitative accounts of
cryptocurrency users’
security practices

• a conceptual model
integrating risk assess-
ment, intended usage,
and users’ tool choice

• synthesis of design
implications

[P2] Which threats do cryp-
tocurrency owners face
and how can they be ad-
dressed?

• focus group (N=6)
• delphi panel (N=25)

• systematic account of
cryptocurrency threats

• a model organizing
threats into six cate-
gories

–

[P3] What challenges do
first-time cryptocur-
rency users face?

• think-aloud study
(N=34)
• thematic analysis

• qualitative accounts
how first-time users in-
teract with cryptocur-
rencies

• classification of chal-
lenges of first-time
cryptocurrency users

• synthesis of design
implications

RQ3: How can the design of usable cryptocurrency applications be supported?

[P4] How can we support
first-time users during
their initial interaction
with cryptocurrency
apps?

• semi-structured inter-
views (N=16)
• iterative interface de-
velopment (N=16)

• analysis of users be-
havior and opinions on
mobile onboarding
• evaluation of onboard-
ing protoypes

• discussion in which
cases onboarding is
beneficial

• implementation of on-
boarding prototypes for
two mobile wallets

[P6] How can cryptocur-
rency be used for
everday payments?

• prototyping/ imple-
mentation
• two-week long mixed-
methods study (N=31)

• evaluation of system • reference implementa-
tion and system archi-
tecture for cryptocur-
rency PoS system

• implementation of a
Bitcoin Lightning PoS
system

[P7] How can we facilitate
the development of us-
able cryptocurrency ap-
plications?

• prototyping/ imple-
mentation
• online experiment
(N=160)

• evaluation of devel-
oped system with a
quantitative online ex-
periment on mTurk

• proposition of a new
method to evaluate
blockchain interfaces

• implementation of a
rapid experimentation
system for cryptocur-
rency interfaces

[P8] How can usable
blockchain application
development be taught
at university?

• development of new
course format
• pre/post assessment
of learning outcomes
(N=11)

• evaluation educational
impact of the course

• course curriculum
• discussion of lessons-
learned

• design of an inter-
disciplinary course for
teaching blockchain ap-
plication development

Notes: The contribution types follow Laudan’s taxonomy [75] adapted for HCI by Oulasvirta and Hornbæk [107]. Publications are
listed in order of presentation in this dissertation. The publications at the top focus on understanding user behavior and challenges. The
publications towards the bottom of the table shift their focus increasingly towards building and testing constructive approaches.
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2
Guiding Research Questions

The Web took off in all its glory because it was a royalty-free
infrastructure . . . When I invented the Web, I didn’t have to ask anyone’s
permission. Now, hundreds of millions of people are using it freely.

Sir Tim Berners-Lee, Web Foundation, 2017

After presenting the overall structure of this dissertation, this chapter develops the guiding research
questions to which each of the included publications contribute.

2.1 Cryptocurrency and Human-Computer Interaction

Bitcoin was first introduced in 2008 in a whitepaper titled “Bitcoin: A Peer-to-Peer Electronic Cash
System” [101]. Since then many new cryptocurrencies have been introduced to the market, developer
activity has been steadily growing [35, 124], and new projects were started to improve the technical
architecture underlying different cryptocurrencies and to serve different uses cases (e.g. [17, 67, 154,
158]). As of 2022, some of these new state-of-the-art blockchains claim to have a similar perfor-
mance as existing distributed payment systems. For example, the Solana blockchain aims to reach
a throughput of up to 710,000 transactions per second [158]. For comparison, Visa reported to have
the capacity to manage up to 65,000 transactions per second in 2018 [145]. As a consequence of the
evolving underlying blockchain technology, cryptocurrencies seem to have started to outgrow their
original purpose as digital money. New use cases have started to emerge on top of the smart-contract
infrastructure and gain traction: Decentralized finance (DeFi) [95], Decentralized Autonomous Or-
ganizations (DAOs) [150], and Non-Fungible Tokens (NFTs) [149] appear to be drawing in entirely
new groups of users.

This decade characterized by fast-paced innovation raises the question how research has advanced at
the same time. Taking a look at Human-Computer Interaction research seems particularly interesting
given that cryptocurrencies have gained a reputation of being hard to use [56, 147, 148]. Both re-
search [20, 99, 147] and practice [50, 57, 84] stress poor interaction concepts and bad usability to be
major barriers for wider adoption. While scholars have called for the active engagement of the HCI
community with cryptocurrency and blockchain in the past [39, 49], there has not been an effort to
systematically consolidate the produced research findings.

While systematic literature reviews about cryptocurrency and blockchain have been published in
adjacent fields – for example, in decentralized finance (DeFi) [95], current theories and models [61],
and security and privacy [160] – there has not been an article organizing the collective research on
cryptocurrency and blockchain in Human-Computer Interaction. Preceding the publication of [P5],
the most complete overview of literature can be found in Elsden et al.’s article “Making Sense of
Blockchain Applications: A Typology for HCI” [39]. Their paper focuses on the construction of
a typology of blockchain applications considering application domains and distinguishing features.
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However, their literature analysis does not follow a systematic process and included only literature
up to 2018. In a field evolving at a rapid pace, we thus see the need for a systematic review of the
Human-Computer Interaction literature to understand the past, present, and future of the field.

The first research question we pose is:

Research Question 1
“What is the current state of blockchain and cryptocurrency research in the Human-Computer-
Interaction domain?”

2.2 Understanding User Behavior in Practice

As new technologies emerge, they are usually accompanied by novel design challenges. While they
solve one problem, they also create other ones in different areas. Empirical research in Human-
Computer Interaction [107, 153] aims to produce insight into the nature of problems that exist when
users interact with new technologies. In HCI empirical contributions typically aim to either generate
knowledge on how people use a system or about the people themselves [153].

Generating a research body of empirical knowledge about who interacts how with a new technol-
ogy and which problems they encounter along the way is important for several reasons: Emerging
technologies are often based on new design paradigms. How the technology actually works likely
diverges from the mental model users have [18]. Designing user interfaces for new technologies also
confronts designers with challenges that have not been solved previously. Poorly designed interfaces
can lead to unexpected problems and, at the extreme, even contribute to catastrophic events [115].
The first step to avoid this and create the preconditions for building great user interfaces is thus to
investigate and organize the design challenges that exist.

Cryptocurrencies are a relatively recent technology. While ideas about digital money have been
discussed since the 1980s [22, 89, 91], cryptocurrencies have been around in their current form for
just a little more than ten years [101]. Understanding who uses cryptocurrencies for what reasons,
what works, and what does not through a human-centered lens is particularly important. Any mistake
can ultimately lead to direct loss of monetary value and thus even minor problems can have substantial
negative consequences for users.

From practitioner reports and the emerging research body we know that cryptocurrencies are per-
ceived as hard to use (see e.g. [1, 73, 90, 147]). Accounts of lost [16, 73, 155] or stolen [58, 72,
73] cryptocurrencies are frequently reported news. There is an emerging body of research in Human-
Computer Interaction that has started to explore how people use cryptocurrency in practice. Common
themes surround the socio-technical role of trust in an arguably trustless system (e.g. [27, 70, 71,
120, 121, 146]), users’ motivation, risk, and perception (e.g. [1, 54, 68, 73, 90, 146, 147]) as well as
the usability of cryptocurrency wallets (e.g. [3, 56, 63, 65, 99, 148]).

However, there are still significant gaps in understanding how people use cryptocurrencies in practice.
While first studies explored this question at a quantitative level [14, 73], deep understanding of typical
problems and their causes are sparse and research attempting to fill this gap has only recently started
to emerge [1, 148]. While threats are frequently mentioned in the public media, we know little
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Building Usable Cryptocurrency Applications

about the the context in which they occur and how they might be addressed. Given the sensitive
nature of cryptocurrencies, users may hold additional expectations regarding trust and security. We
also miss knowledge on how users balance the tensions arising from competing needs for usability,
security, and privacy. In other words, we do not know enough about how people use cryptocurrency
in practice and what problems they encounter while doing so. With Human-Computer Interaction
being uniquely positioned to investigate and describe the real-world phenomena related to human use
of cryptocurrencies, our second research question is:

Research Question 2
“How do users interact with cryptocurrency systems and what implications arise from that?”

2.3 Building Usable Cryptocurrency Applications

The human-centered design process [105] recognizes four essential steps to building products con-
nected in a cyclic relationship: Idea Generation, Prototyping, Testing, and Observation.

Typically, new technologies have originated from controlled research environments, often universi-
ties, where idea generation, prototyping, and testing precede observations in the field. The maybe
most prominent example following this path is the development of the Internet: Original ideas about
a global communication network emerged at MIT in the early 1960s. The first concept for a computer
network, ARPANET, was published in 1967. Funded by DARPA the development of ARPANET re-
sulted in the first two computers being connected in 1969 between UCLA and Stanford university.
The development of ARPANET continued for another two decades, driven by research, before the
commercialization of the technology started in the late 1980s and public use of the internet as we
know it today emerged [82].

In contrast, cryptocurrency technology follows a very different path. With the publication of the
Bitcoin whitepaper in 2008 [101] the technology was released directly to the world and has been
used in practice since then [103]. The development of the field until now has arguably been driven
more by practice than by research. It was the growing usage in practice that then motivated scientific
research to take interest in the phenomenon. Across different research communities, bibliometric
analyses trace the first scientific publications back to as early as 2012 [94] with an increase in the
number of publications after 2017 [47, 102, 129]. Research in Human-Computer Interaction has
been published only from 2014 onwards [P5].

Given the availability of a real-world phenomenon to observe, most research on cryptocurrencies in
our domain has so far been of empirical nature [P5]. For example, Sas and Khairuddin qualitatively
explore trust and motivations of Bitcoin users [68, 120, 121], Abramova et al. shed light on differ-
ent types of user groups based on their risk perception [1], and Voskobojnikov et al. investigate the
user experience of cryptocurrency wallets [148]. Similarly, our own publications explore security
and privacy [P1, P2] and challenges of first-time users [P3] from a user-centered perspective. These
empirical studies contribute to a better understanding of the phenomena surrounding the technol-
ogy. From their observations they often derive design implications or recommendations for various
actors and use-cases. For example, Sas and Khairuddin argue for tools to support Two-way Trans-
actions, Reversible Transactions, and Materializing Trust [120]. Abramova et al. argue for different
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types of user profiles and personalization to better serve the needs of a heterogeneous user base [1].
Voskobojnikov et al. recommend that developers should Mimic Existing Payment Systems, Allow
Wallet Personalization, and Improve Users’ Understanding of Cryptocurrencies to increase the user
experience of wallets [148].

While these recommendations grounded in observations of existing systems are a valuable starting
point, we also need research actively designing, building, and evaluating prototypes to close the loop.
At the moment, there remains a gap in studies using constructive approaches to build and evaluate
cryptocurrency applications. While prototypes integrating blockchain to solve specific use cases have
been published – e.g. conditional giving [138, 139], location-aware services [134, 135], or energy
trading [36, 123] – there are hardly any artifact contributions for cryptocurreny in HCI (for a detailed
discussion please refer to [P5]).

Without implementing the recommendations brought forward by empirical research and putting them
to the test we therefore lack an essential part of the human-centered design process [105]. This leaves
a gap in understanding the context under which these recommendations are useful and which trade-
offs need to be considered when attempting to build usable cryptocurrency applications. Therefore,
our third research question is:

Research Question 3
“How can we build with and for cryptocurrency?”
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Publications

On the Internet, it’s survival of the easiest. Give users a good experience
and they’re apt to turn into frequent and loyal customers. But it’s easy to
turn to another supplier in the face of even a minor hiccup. Only if a site
is extremely easy to use will anybody bother staying around.

Jakob Nielsen

After developing the guiding research questions for this thesis, the following chapter outlines the
individual contributing publications. All publications are summarized, accompanied by a preview of
the first page, and a clarification of my personal contribution. The publications are ordered by the
overarching research questions they aim to address. Table 3.1 provides an overview.

Table 3.1: Overview of publications contributing to this dissertation, used methods, and key outcomes.

Publication Title and Publishing Venue Type Method(s) Key Outcome

A Review of Cryptocurrency Research in Human-Computer Interaction

[P5] “Blockchain and Cryptocurrency in Human
Computer Interaction: A Systematic Literature
Review and Research Agenda”
in DIS ’22

Full Paper
(23 pages)

Systematic Literature
Review (N=99)

Summary of extant literature, ad-
dressed research questions, and a
discussion of promising future re-
search avenues

Empirical Studies Exploring User Behavior

[P1] “Don’t lose your coin! Investigating
Security Practices of Cryptocurrency Users”
in DIS ’20

Full Paper
(13 pages)

Semi-Structured
Interviews (N=10),
Thematic Analysis

Insight into user behavior, key risks
that can lead to loss, a conceptual
model how users balance these risks

[P2] “Under Pressure. A User-Centered Threat
Model for Cryptocurrency Owners”
in ICBTA ’21

Full Paper
(12 pages)

Focus Group (N=6),
Delphi Study (N=25)

A model providing an overview of
user-centered threats and mitigation
strategies

[P3] “Don’t Stop Me Now! Exploring Challenges Of
First-Time Cryptocurrency Users”
in DIS ’21

Full Paper
(11 pages)

Think-Aloud Study,
Interviews, and Ob-
servation (N=34)

Challenges of first-time cryptocur-
rency users, and design implica-
tions for research and practice

Constructive Approaches Improving Application Usability

[P4] “Is It Better With Onboarding? Improving First-
Time Cryptocurrency App Experiences”
in DIS ’21

Full Paper
(12 pages)

Interview (N=16),
Prototype Design and
Evaluation (N=16)

Insight into how and when onboard-
ing can improve the usability of
cryptocurrency mobile apps

[P6] “Implementation and Evaluation of a Point-Of-
Sale Payment System Using Bitcoin Lightning”
in NordiCHI ’22

Full Paper
(12 pages)

Prototype Develop-
ment and Evaluation
(N=31)

Reference implementation of a
Bitcoin-Lightning based Point-Of-
Sale system

[P7] “Supporting Interface Experimentation for
Blockchain Applications”
in NordiCHI ’22

Extended
Abstract
(5 pages)

Prototype Develop-
ment, Experimental
Evaluation (N=160)

Implementation of a prototype for
conducting blockchain interface ex-
periments

[P8] “Prototyping with Blockchain: A Case Study
For Teaching Blockchain Application Develop-
ment at University”
in ICL ’22

Full Paper
(12 pages)

Course Design
and Survey-based
Pre/Post Evaluation
(N=11)

Insight into how to teach us-
able blockchain application devel-
opment, a course syllabus, and eval-
uation of learning outcomes

17



Publications

3.1 A Review of Cryptocurrency Research in Human-Computer
Interaction

Cryptocurrency and Blockchain technology were first introduced in 2008 with the publication of a
whitepaper titled “Bitcoin: A Peer-to-Peer Electronic Cash System” by pseudonymous author Satoshi
Nakamoto [101]. Since then both practice and research have increasingly taken interest in the technol-
ogy. The objective of [P5] was to analyze the extant research body of cryptocurrency and blockchain
studies in the Human-Computer Interaction field, provide an overview of addressed topics and syn-
thesize promising avenues for future research, addressing the following research question:

RQ1: “What is the current state of blockchain and cryptocurrency research in the Human-Computer-
Interaction domain?”

[P5] Blockchain and Cryptocurrency in Human Computer Interaction: A Systematic
Literature Review and Research Agenda

Blockchain and Cryptocurrency in Human Computer 
Interaction: A Systematic Literature Review and Research 

Agenda 
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ABSTRACT 
We present a systematic literature review of cryptocurrency and 
blockchain research in Human-Computer Interaction (HCI) pub-
lished between 2014 and 2021. We aim to provide an overview of 
the �eld, consolidate existing knowledge, and chart paths for future 
research. Our analysis of 99 articles identi�es six major themes: (1) 
the role of trust, (2) understanding motivation, risk, and percep-
tion of cryptocurrencies, (3) cryptocurrency wallets, (4) engaging 
users with blockchain, (5) using blockchain for application-speci�c 
use cases, and (6) support tools for blockchain. We discuss the fo-
cus of the existing research body and juxtapose it to the changing 
landscape of emerging blockchain technologies to highlight future 
research avenues for HCI and interaction design. With this review, 
we identify key aspects where interaction design is critical for the 
adoption of blockchain systems. Doing so, we provide a starting 
point for new scholars and designers and help them position future 
contributions. 
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1 INTRODUCTION 
First introduced in 2008 as a peer-to-peer electronic cash system 
[97], blockchain technology has since drawn broad attention from 
research and industry alike. A growing body of literature envi-
sions how its decentralized approach can disrupt current business 
models, �nancial systems, organizations, and civic governance 
[33, 34, 68, 121]. Arguably, the most visible evidence of growth 
is the combined market capitalization of over USD 1.7 trillion cryp-
tocurrencies have accumulated by January 2022 [23]. Furthermore, 
developer activity has been steadily growing over the last decade 
[29], multiple projects have been started to improve over the origi-
nal design (e.g. [15, 69, 138, 140]), and blockchain technology has 
been explored for a wide range of di�erent applications and domains 
[35]. Through technical innovations, blockchains have advanced 
towards performance soon comparable to existing distributed sys-
tems – e.g. the Solana blockchain aims for a throughput of up to 
710,000 transactions per second [140]. 

Despite these improvements, more than a decade after the launch 
of the Bitcoin network, blockchain technology seems to be far away 
from its envisioned omnipresence. In spite of avid calls from Human-
Computer Interaction (HCI) scholars to engage with blockchain 
[35, 45], immature interaction concepts appear to hold back users 
with less technological a�nity and present a barrier for wider adop-
tion: Blockchain applications are hard to get started with [49, 52], 
confront both beginners and experienced users with misconcep-
tions [87, 133], and are largely di�cult to use [132]. While there 
have been systematic reviews of blockchain research in adjacent 
�elds – e.g. security and privacy [144], current theories and mod-
els [58], and decentralized �nance (DeFi) [92] – there is not yet a 
complete overview of HCI research pertaining to blockchain. To 
date, Elsden et al. arguably provide the most complete overview, 
yet without following a systematic approachand including only 
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Summary: This paper contributes an overview of existing
blockchain and cryptocurrency research in Human-Computer In-
teraction and discusses promising avenues for future research.
The motivation for this paper emerged from reflections on a miss-
ing overview of design challenges for blockchain and cryptocur-
rency applications over the course of the dissertation. While this
article was published towards the end of the dissertation the un-
derlying research questions and the identified gaps in the body of
existing literature influenced many of the publications published
chronologically earlier. With this article our objective was to pro-
vide new scholars a starting point to understand the research field
and help them position future contributions.

We conducted a systematic literature review including 99 articles
published between 2014 and 2021. Our analysis identifies six
major themes that have been addressed by Human-Computer Interaction research: (1) the role of trust,
(2) understanding motivation, risk, and perception of cryptocurrencies, (3) cryptocurrency wallets,
(4) engaging users with blockchain, (5) using blockchain for application-specific use cases, and (6)
support tools for blockchain. Organized by these themes, figure 3.1 provides a visual overview of
the Human-Computer Interaction research on cryptocurrency and blockchain that has been published
between 2014 and 2021.

By juxtaposing the existing research body with the landscape of emerging blockchain technologies
we discuss research avenues for HCI and interaction design moving forward. We identify research
to (1) better understand blockchain users, (1) taking an active approach to designing wallets, (3)
adopting new blockchains as design material, (4) engaging with web3 and decentralized applications,
and (5) exploring digital identity as promising future directions.
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A Review of Cryptocurrency Research in Human-Computer Interaction

Author Contributions: I determined the overall research question and research design together with
Ludwig Trotter, Florian Alt, and Albrecht Schmidt. I managed the collection of relevant literature.
To automize data collection during the initial keyword-search across all literature databases (ACM,
IEEE, Springer) I reused a script written by Benjamin Moser during his Master thesis. I screened all
1413 publications and applied inclusion and exclusion criteria to narrow down the final 99 publica-
tions included in the review. I read and analyzed all publications and iteratively coded them along
multiple dimensions. I determined the overarching structure of the manuscript. Franz Waltenberger
and Ludwig Trotter supported in writing the manuscript and helped create the figures. All authors
contributed feedback on the manuscript. I managed the final editing and publication process.

2014 2015 2016 2017 2018 2019 2020 2021

Cryptocurrency: Motivation, Risk, and Perception

Cryptocurrency: Wallets

Blockchain: Engaging Users

Blockchain: Specific Application Use Cases

Blockchain: Support Tools

ACM IEEE Springer Other blockchain focus cryptocurrency focus Icon size corresponds to the number of citations. Multiple themes per publication possible.

Trust in a Trustless System

Figure 3.1: Overview of HCI research 2014 – 2021 by theme. (Originally published in [P5], p. 5)
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3.2 Empirical Studies Exploring User Behavior

Following our review of the existing body of research, we present three publications aimed to improve
our understanding of how users interact with cryptocurrencies in practice. First by looking into
security and privacy practices [P1, P2] and then by zooming in on the challenges of new users [P3].
Collectively these publications address the second research question:

RQ2: “How do users interact with cryptocurrency and blockchain systems and what implications
arise from that?”

In line with our theoretical framework discussed in Chapter 1, we identified security and privacy as
particular relevant factors as they are essential elements of the technology. By focusing on challenges
of first-time users we wanted to understand what factors reduce ease-of-use in beginners eyes. In the
case of cryptocurrency the initial barrier to enter excludes people with less technical aptitude and we
therefore wanted to address this particular gap in current research.

3.2.1 Security and Privacy

Early literature (e.g. [41, 73]) highlights security and privacy as substantial challenges for cryptocur-
rency users, often relating it back to challenges of key management. We wanted to gain a qualitative
understanding of how security and privacy affect users in practice. We designed two studies to address
this question. [P1] explores user behavior through deep qualitative interviews. Complementing the
data collected directly from users, [P2] elicits security and privacy threats from an expert panel using
the Delphi method [30]. Together they address the following research question: “Which security and
privacy challenges do cryptocurrency owners face?”

[P1] Don’t Lose your coin! Investigating Security Practices of Cryptocurrency Users

Don’t Lose Your Coin! Investigating Security Practices of
Cryptocurrency Users

Michael Fröhlich1,2, Felix Gutjahr3, Florian Alt1

1Bundeswehr University / Research Institute CODE, Munich, Germany, {firstname.lastname}@unibw.de
2CDTM, Munich, Germany, {lastname}@cdtm.de

3LMU Munich / Media Informatics Group, Munich, Germany, {firstname.lastname}@campus.lmu.de

ABSTRACT
In recent years, cryptocurrencies have increasingly gained
interest. The underlying technology, Blockchain, shifts the
responsibility for securing assets to the end-user and requires
them to manage their (private) keys. Little attention has been
given to how cryptocurrency users handle the challenges of
key management in practice and how they select the tools to
do so. To close this gap, we conducted semi-structured in-
terviews (N=10). Our thematic analysis revealed prominent
themes surrounding motivation, risk assessment, and coin man-
agement tool usage in practice. We found that the choice of
tools is driven by how users assess and balance the key risks
that can lead to loss: the risk of (1) human error, (2) betrayal,
and (3) malicious attacks. We derive a model, explaining how
risk assessment and intended usage drive the decision which
tools to use. Our work is complemented by discussing design
implications for building systems for the crypto economy.

Author Keywords
usable security, blockchain, cryptocurrency, key management
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INTRODUCTION
Driven by the rise in popularity of cryptocurrencies, Block-
chain technology is receiving increased interest from practi-
tioners and researchers alike. By the end of 2019, the number
of wallet users has grown to exceed 42 million [49]. A total
of 4993 cryptocurrencies are tracked on http://coinmarketcap.
com/, with a combined market capitalization exceeding 195 bil-
lion USD. Despite the large body of alternative coins, Bitcoin
[42] remains by far the most widespread cryptocurrency, with
a market capitalization of 130 billion USD [15].

While cryptocurrencies remain the predominant application of
Blockchain technology, there is considerable ongoing develop-
ment in both industry and research. Advocates of blockchain
view the technology as potentially transformative [21]. Swan
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discusses three stages of blockchain evolution: Blockchain 1.0
as digital currency, Blockchain 2.0 as digital economy, and
Blockchain 3.0 as digital society [48]. Efanov and Roschin
discuss the all-pervasive impact of blockchain technology and
propose use cases in the fields of art, science, education, public
goods, culture, and communication [18]. Elsden et al. provide
the first topology of Blockchain applications for HCI, iden-
tify seven overarching ‘families’ of Blockchain applications –
underlying infrastructure, currency, financial services, proof-
as-a-service, property and ownership, identity management
and governance – and argue for an active role of the HCI
community in the Blockchain domain [21].

At the same time, cryptocurrencies users still face major un-
solved challenges: user interfaces suffer from usability issues
[8, 22, 27, 37], there remain fundamental trust challenges [6,
26, 34, 44, 45], cryptocurrencies are complex to understand
[21, 22] and have a high entry-barrier for people with less
technical knowledge [31]. With more blockchain-based ser-
vices emerging, it is important to understand which challenges
people face – to ultimately design solutions around them and
facilitate the development of more inclusive systems that allow
users without deep technical knowledge to participate in the
crypto economy of tomorrow.

A large part of the complexity originates from private / public
key cryptography Blockchain builds on. It shifts the responsi-
bility to securely manage private keys to the end-user. Cryp-
tocurrencies today offer a valuable opportunity to investigate
how users manage arising security challenges in practice. Pre-
vious research of key management in the context of cryptocur-
rencies focused on the available tools [3, 22] and providing a
quantitative macro view of security practices of Bitcoin users
[37]. However, there remains a lack of qualitative insight into
the security practices of cryptocurrency users.

To address this, we conducted semi-structured interviews with
10 users, investigating their experiences and security practices
using cryptocurrencies. We identified 3 themes through the-
matic analysis concerning (1) motivation, (2) risk assessment
and (3) coin management tool (CMT) usage.

We found that users’ knowledge and understanding of security
practices influence the choice of CMTs, as does the intent
to use as an asset or as a currency. Not all users have either
the motivation or knowledge to securely manage their keys
on their own. Custodial CMTs, abstracting key management
away from the end-user, are seen as a convenient alternative
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Summary: Security and usability are often connected aspects of
software systems. Our motivation for conducting this study was
that previous literature mentioned security and privacy aspects of
cryptocurrencies, like key management, as substantial challenges
[41]. However, little was known about how users meet these
challenges in practice. To close this gap, we conducted semi-
structured interviews (N=10) with cryptocurrency users. The
thematic analysis of the interviews identified themes surround-
ing motivation and risk assessment. We found that the choice of
tools is driven by how users assess and balance the key risks that
can lead to loss: the risk of (1) human error, (2) betrayal, and
(3) malicious attacks. We derived a conceptual model, explain-
ing how risk assessment and the intended use cases influence tool
choice. We propose that cryptocurrency users are not a homoge-
neous group of people. Drawing from literature we propose to
distinguish cryptocurrency users based on their attitudes towards
security and privacy practices, which was later picked up and developed further by Voskobojnikov et
al. [1, 146, 148]. Figure 3.2 illustrates how user choice between custodial and self-managed wallets
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is influenced by their individual risk assessment and motivation and self-efficacy toward security. The
paper closes by discussing the design implications that arise from the presented findings. Given the
exploratory character of this paper, it motivated several of the subsequent research questions.

Author Contributions: I determined the overall research question, research design, and positioning
within existing literature. Under my supervision, Felix Gutjahr conducted the user interviews as
part of his Bachelor thesis and transcribed them. I independently conducted the thematic analysis
based on the interview transcripts, wrote the paper, and managed the publication process. All authors
contributed feedback on the manuscript. Florian Alt provided feedback throughout the process.

“I am dependent”

“It is convenient”

“I have control”

“It is complicated”

Fundamentalist 
(High Motivation, High Knowledge)

Marginally Concerned 
(Low Motivation, Low Knowledge)

Self-
Managed 

CMT

Custodial
CMT

High Risk
of Betrayal

Low Risk of 
Human Error

Low Risk of
Betrayal

High Risk of
Human Error

Figure 3.2: Conceptual model showing how security personas and individual risk assessment influence
users’ choice of Coin Management Tools (CMT). (Originally published in [P1], p. 8)
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ABSTRACT
Cryptocurrencies have gained popularity in recent years. However,
for many users, keeping ownership of their cryptocurrency is a com-
plex task. News reports frequently bear witness to scams, hacked
exchanges, and fortunes beyond retrieval. However, we lack a sys-
tematic understanding of user-centered cryptocurrency threats, as
causes leading to loss are scattered across publications. To address
this gap, we conducted a focus group (n=6) and an expert elicitation
study (n=25) following a three-round Delphi process with a hetero-
geneous group of blockchain and security experts from academia
and industry. We contribute the �rst systematic overview of threats
cryptocurrency users are exposed to and propose six overarching
categories. Our work is complemented by a discussion on how the
human-computer-interaction community can address these threats
and how practitioners can use the model to understand situations in
which users might �nd themselves under the pressure of an attack
to ultimately engineer more secure systems.
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1 INTRODUCTION
There are more than 73 million Bitcoin wallets [12], over 10, 000
di�erent cryptocurrencies with a combined market capitalization of
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over 1.3 trillion USD (8.4 trillion CNY). With 640 billion USD (4.1 tril-
lion CNY), corresponding to 47% of the total market capitalization
[9], Bitcoin [36] is inarguably the most prevalent cryptocurrency.
While researchers and practitioners see great potential in several
areas for the technology behind cryptocurrencies – blockchain
– [6], the rapid growth in popularity and invested capital is ac-
companied by frequent reports of global scams, hacked exchanges,
and tales of cryptocurrencies lost forever. Scienti�c publications
have started to investigate these challenges both from a user- and
technology-centric perspective. Multiple publications investigate
security and privacy practices of users [15, 16, 20, 29]. Presenting
the �rst quantitative account, Krombholz et al. report that 22% have
already lost cryptocurrency, most of them due to human failure
[29]. Mai et al. explore mental models of cryptocurrency users and
potential threats they are aware of [32]. Reddy et al. argue that cryp-
tocurrencies are both a tool and a target for crime [39], and Saad
et al. take a technology-centric approach and explore the attack
surface of blockchain [40]. While these contributions are valuable
on their own, we still lack a systematic overview of threats cryp-
tocurrency end-users may face. To address this gap, we conducted
an expert elicitation study to develop and validate a user-centered
threat model for cryptocurrency owners. Building on a focus group
(n=6) and existing literature, we developed a �rst version of the
threat model and iteratively re�ned and validated it in a three-round
Delphi process [11] with 25 experts. To include a broad set of per-
spectives, we recruited experts from industry and academia from
the �elds of security, usability, cryptocurrency, and blockchain. The
proposed model comprises six categories of threats: (1) Acciden-
tal Threats, (2) Privacy Threats, (3) Physical Threats, (4) Financial
Fraud Threats, (5) Social Threats, and (6) Technical Threats. To
ensure the practical relevance of the model, we collected examples
of real-world incidents and discussed both practical relevance and
potential mitigation strategies for each threat. Our work comple-
ments existing empirical research on privacy and security practices
by providing the �rst threat landscape in which cryptocurrency
users �nd themselves in. We discuss how the presented threats
can be addressed by the human-computer-interaction community
and draw up directions for future research. We expect that the
proposed model will present itself as a valuable tool for researchers
and practitioners to discuss security challenges of cryptocurrency
systems — both from a technical and user-centered perspective —
and ultimately contribute to the development of usable and secure
cryptocurrency systems.
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Summary: Motivated by the relevance of individual risk assess-
ment for user behavior, we wanted to understand what real-world
threats exist and in how far they matched with perceived risks.
The objective for this paper was to understand the landscape of
threats cryptocurrency owners may face and understand poten-
tial approaches to deal with them. While technology-centric ap-
proaches to organize cryptocurrency and blockchain threats ex-
isted [113, 118], there was no systematic overview of threats end-
users may face.

To fill this gap, we conducted an expert elicitation study. Tak-
ing existing literature and a focus group as starting point, we
conducted a three-round Delphi process [30] with 25 experts
to systematically develop ans validate the model. To ensure a
broad set of perspectives we recruited experts from industry and
academia, from the fields of security, usability, cryptocurrency,
and blockchain.
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The final model identifies six categories of threats for end-users: (1) accidental threats, (2) privacy
threats, (3) physical threats, (4) financial fraud threats, (5) social threats, and (6) technical threats.
We additionally collected examples of real-world incidents and discussed the practical relevance and
potential mitigation strategies.

Author Contributions: I determined the overall research question and research design, oversaw
the collection of data from the Delphi panel, and the iterative creation of the threat model. I led
writing the paper and its publication process. Philipp Hulm supported in the acquisition of the expert
panel, the distribution of the survey, and in writing and revising the manuscript. Florian Alt provided
feedback throughout the process, particularly at the conceptual phase and the manuscript revision.

3.2.2 Challenges of New Users

Building on insights from our initial work [P1] and findings reported in literature [3, 54] we identified
novice cryptocurrency users as a particular relevant group to look at, since challenges during initial
use would likely have a high impact on subsequent adoption behavior. While existing research had
often used inexperienced cryptocurrency users in their studies (e.g. [3, 54, 65, 99]), the field lacked
a deeper understanding of which challenges users face during their first use and a framework to
organize them. With [P3] we addressed this gap and identified challenges of first-time cryptocurrency
users. The identified challenges and their categorization into general challenges, finance-specific
challenges, and cryptocurrency-specific challenges was confirmed by research published around the
same time by Voskobojnikov et al., who distinguish general UX issues and domain-specific UX issues
[148] in a similiar manner after analysis of a large corpus of mobile app reviews. In summary, [P3]
addresses the following research question: “What challenges do users face when interacting with
cryptocurrrency applications for the first time?”
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ABSTRACT
Cryptocurrencies have increasingly gained interest in practice and
research alike. Current research in the HCI community predomi-
nantly focuses on understanding the behavior of existing cryptocur-
rency users. Little attention has been given to early users and the
challenges they encounter. However, understanding how interfaces
of cryptocurrency systems support, impede, or even prevent adop-
tion through new users is essential to develop better, more inclusive
solutions. To close this gap, we conducted a user study (n=34) explor-
ing challenges �rst-time cryptocurrency users face. Our analysis
reveals that even popular wallets are not designed for novice users’
needs, stopping them when they would be ready to engage with the
technology. We identify multiple challenges ranging from general
user interface issues to �nance and cryptocurrency-speci�c ones.
We argue that these challenges can and should be addressed by
the HCI community and present implications for building better
cryptocurrency systems for novice users.

CCS CONCEPTS
• Human-centered computing ! Empirical studies in HCI ; • Se-
curity and privacy ! Usability in security and privacy; • Applied
computing ! Digital cash.

KEYWORDS
cryptocurrency, blockchain, �rst-time users

ACM Reference Format:
Michael Fröhlich, Maurizio Wagenhaus, Albrecht Schmidt, and Florian Alt.
2021. Don’t Stop Me Now! Exploring Challenges Of First-Time Cryptocur-
rency Users. In Designing Interactive Systems Conference 2021 (DIS ’21), June
28-July 2, 2021, Virtual Event, USA. ACM, New York, NY, USA, 11 pages.
https://doi.org/10.1145/3461778.3462071

∗Also with Ludwig Maximilian University, Bundeswehr University Munich,.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for pro�t or commercial advantage and that copies bear this notice and the full citation
on the �rst page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior speci�c permission
and/or a fee. Request permissions from permissions@acm.org.
DIS ’21, June 28-July 2, 2021, Virtual Event, USA
© 2021 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 978-1-4503-8476-6/21/06. . . $15.00
https://doi.org/10.1145/3461778.3462071

1 INTRODUCTION
Driven by the rising popularity of cryptocurrencies, blockchain
technology is receiving increased interest from practitioners and
researchers. By January 2021, the number of Bitcoin wallet users
has grown to exceed 65 million [10]. Over 8300 cryptocurrencies
with a market capitalization exceeding 1 trillion USD are tracked
on CoinMarketCap1. Accounting for 635 billion USD [9], Bitcoin
[32] indisputably remains the most popular cryptocurrency.

Beyond cryptocurrencies, there is considerable ongoing devel-
opment to improve blockchain technology. Advocates view the
technology as transformative, comparing its potential impact to
the Internet [11] and going as far as discussing a decentralized
digital society [45]. At the same time, cryptocurrency systems still
face major unsolved challenges: user interfaces su�er from us-
ability issues [5, 12, 15, 18, 27], there remain fundamental trust
challenges [4, 17, 22, 41, 42], cryptocurrencies are complex to un-
derstand [11, 12] and have a high entry barrier for people with
less technical knowledge [19]. The HCI community has started to
address these challenges — Elsden et al. presented the �rst topology
of blockchain applications in the context of HCI and argue for an
active role of HCI in the domain [11]. However, research has missed
taking a closer look at novice cryptocurrency users, predominantly
focusing on users already acquainted with the technology.

This leaves a gap in understanding what challenges novice users
face. What barriers need to be overcome between the decision
to buy cryptocurrency and making use of it for the �rst time?
Understanding how interfaces of current cryptocurrency systems
support, impede, or even prevent the adoption through new users
is essential to develop better, more inclusive solutions in the future.
To address this, we have conducted a qualitative user study with 34
participants. In a think-aloud study, we recorded participants during
three tasks, each essential for new users: account registration, the
�rst acquisition of Bitcoin, and spending them in an online shop. We
triangulate our observations with semi-structured interviews with
all participants. Contrary to previous research, our study focuses
on custodial wallets, being the likely entry point for users without
technical understanding of blockchain technology. Doing so, our
study complements previous work investigating key management
challenges [1, 12, 15].

Our analysis identi�ed multiple challenges novice users need to
overcome. We present three categories: (1) general user interface
challenges; (2) �nance-related challenges; and (3) cryptocurrency

1https://coinmarketcap.com/ (last accessed 15.05.2021)
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Summary: What barriers need to be overcome between the deci-
sion to buy cryptocurrency and making use of it for the first time?
Understanding how interfaces of current cryptocurrency systems
support, impede, or even prevent the adoption by new users is
essential to develop better, more inclusive solutions in the future.
This paper addresses this question by taking a dedicated look at
how first-time cryptocurrency users interact with wallets. Being
the likely entry point for users without previous experience of
blockchain technology, our study focused on custodial wallets.

In a qualitative think-aloud user study with 34 participants we
recorded participants during three tasks, each essential for new
users: account registration, the first acquisition of Bitcoin, and
spending them in an online shop. We triangulated [111] our ob-
servations with semi-structured interviews with all participants.
To ensure the generalizability of our findings we included multi-
ple wallets in our study.
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We identified multiple challenges novice users need to overcome and organized them into three cate-
gories: (1) general user interface challenges; (2) finance-related challenges; and (3) cryptocurrency-
related challenges. To our surprise, most challenges are not rooted in technical constraints of
blockchain technology and can, therefore, be addressed with HCI methods. Our discussion presents
implications for research and practice.

Author Contributions: I determined the overall research question and research design. I enabled
the study through close supervision and frequent discussions throughout conceptualization and data
collection. Maurizio Wagenhaus conducted the user study and transcribed the collected data. Maur-
izio Wagenhaus and I equally contributed in the thematic analysis of the data. I led writing the paper
and its publication process. Albrecht Schmidt and Florian Alt supported with their feedback from
conceptualization to publication. All authors provided feedback for the revision of the manuscript.
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3.3 Constructive Approaches Improving Application Usability

While the first two sections of this chapter focus on understanding the existing research body as well
as user behavior in practice, the remaining publications in this dissertation explore how to translate
these findings into action. They focus on the following research question:

RQ3: “How can we build with and for cryptocurrency?”

We addressed this research question from three perspectives. We investigated the potential bene-
fits of onboarding for mobile cryptocurrency applications [P4], developed a functional system for
point-of-sale transactions with Bitcoin Lightning [P8], and explored how future developers could be
supported through enabling rapid interface experimentation [P7] and through novel education formats
at university [P8]. These publications show that user-centered methods can improve the usability of
cryptocurrency systems, that newer cryptocurrencies provide properties that enable use for everyday
payments, and that interdisciplinary education may help developers build more useful applications.
Doing so, the provide a foundation from which future work may map the larger design space beyond
use cases as store of value and means of payment.

3.3.1 Onboarding of New Users

The initial experience users have when interacting with an app has a large influence on subsequent
adoption [131]. 25% of apps are opened only one time [140] and within the first three days mobile
apps lose 77% of their daily active users [23]. The first-time mobile app experience of cryptocurrency
applications is therefore interesting when attempting to lower technological entry barriers. With
cryptocurrency applications being challenging to get started with for new users [3, P3, 99], especially
for those with below-average technology affinity [56], understanding how to improve the initial user
experience of cryptocurrency apps could benefit the technology adoption.

Among practitioners, the question how to onboard new users to mobile apps has been of great interest
[131]. However, while learnability has been a longstanding topic in the HCI community, the value
of onboarding flows in mobile applications appears to be disputed among scholars [64]. While some
view them as an opportunity to educate users [59, 131], others argue that mobile apps should be intu-
itive by themselves [80]. A recent studies with 60 experts in human-computer interactions confirms
a large variance in the perceived usefulness of mobile app onboarding [64].

Overall, the scientific literature on how to design mobile application onboarding is sparse. While
scholars evaluated onboarding for specific applications – e.g. a photo editing extension [52], a citizen
science platform [19], gaming [110] and education [86] – the first systematic design method was
presented by Strahm et al. in 2018: They characterized nascent practitioner guidance, discussed it in
the context of the minimalist instruction theory [142], and proposed a context-free design method for
creating onboarding processes for mobile applications [131].

While most previous practitioner resources have been comprised of rather general recommendations
[131], Strahm et al.’s recent work provides an opportunity to look at onboarding experiences in a
more systematic way. With [P4] we apply their methodological framework to cryptocurrency mobile
apps. This allows us not only to explore how to improve first-time experience in this specific domain,
but also offers an opportunity to address the following question through a more general lens: “When
does mobile onboarding provide value for new users?”
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ABSTRACT
Engaging �rst-time users of mobile apps is challenging. Onboard-
ing task �ows are designed to minimize the drop out of users. To
this point, there is little scienti�c insight into how to design these
task �ows. We explore this question with a speci�c focus on �-
nancial applications, which pose a particularly high hurdle and
require signi�cant trust. We address this question by combining
two approaches. We �rst conducted semi-structured interviews
(n=16) exploring users’ meaning-making when engaging with new
mobile applications in general. We then prototyped and evaluated
onboarding task �ows (n=16) for two mobile cryptocurrency apps
using the minimalist instruction framework. Our results suggest
that well-designed onboarding processes can improve the perceived
usability of �rst-time users for feature-rich mobile apps. We dis-
cuss how the expectations users voiced during the interview study
can be met by applying instructional design principles and reason
that the minimalist instruction framework for mobile onboarding
insights presents itself as a useful design method for practitioners
to develop onboarding processes and also to identify when not to.
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1 INTRODUCTION
A user’s initial interaction with a mobile app is critical to reaching
subsequent adoption [47]. Industry reports indicate that as much as
25% of apps are abandoned after only the �rst use [48]. So it is not
surprising that mobile app designers regularly resort to onboarding
task �ows to help their users discover application functionality and
show them how they could bene�t from it [47].

While popular among UX practitioners, the overall usefulness of
mobile app onboarding appears to be a disputed topic in the research
community [30]. Some scholars view them as an opportunity to
educate users [25, 47], Others argue that mobile apps should be
intuitive by themselves [36]. For practitioners, there is an obvious
trade-o� to consider: Does onboarding help new users get started
and increase engagement, or does it actually stand in the way of it?
The scienti�c literature on the topic is sparse [47]. However, recent
work by Strahm et al. proposing a systematic design method for
developing mobile app onboarding [47] o�ers an opportunity to
address this question. When does mobile onboarding provide value
for new users?

Financial applications are especially interesting to look at in
this context, as users may perceive them as critical and hold addi-
tional expectations regarding trust and security. With cryptocur-
rency apps being particularly challenging, we selected them to
evaluate the impact onboarding processes can have. According
to literature, cryptocurrency applications are di�cult to use (e.g.,
[4, 16, 20, 22, 35]), especially for new users [2, 32, 40] who do not
exhibit an above-average technology a�nity [23], and users often
hold misconceptions about how they work [39].

To investigate user expectations and properties of e�cient on-
boarding, we combined two studies. We conducted semi-structured
interviews (n=16) exploring users’ experiences, behaviors, and opin-
ions engaging with new mobile applications. The results of the study
informed the planning and execution of the subsequent user study.
While most users indicated skipping the onboarding processes in
general, some expressed appreciation in speci�c situations – in
new types of apps and when engaging with feature-rich apps. We
then created and evaluated onboarding processes with 16 additional
participants for two cryptocurrency apps using the minimalist in-
struction framework [47]. Based on our interviews, we selected
two apps that di�ered in the richness of their features.

Our results indicate that onboarding processes can improve the
perceived usability of feature-rich apps for �rst-time users while
holding less value for apps with fewer features. While onboard-
ing can support the initial learning process for �rst-time users of

78

Summary: In this paper, we explore the efficacy of onboarding
for mobile cryptocurrency applications. The motivation for this
paper arose from the empirical findings and observations of our
preceding studies [P1, P3] and is the first attempt to design and
evaluate solutions.

In this paper, we present the results of two studies: First, we
explored users’ experiences, behaviors, and opinions when en-
gaging with new mobile applications through semi-structured in-
terviews (n=16). The results of the study informed the planning
and execution of the subsequent user study where we applied
Strahm et al.’s minimalist instruction framework [131] to iter-
atively design and evaluate onboarding processes for two mo-
bile cryptocurrency apps with differing levels of feature-richness.
Our results indicate that onboarding processes can improve the
perceived usability of feature-rich apps for first-time users while
holding less value for apps with fewer features. In particular,
with the developed onboarding the SUS score [15] of the feature-rich app increased from 57.5 to
78.8 while in the feature-low app it remained stable. We discuss how the expectations users voiced
during the interview study can be met by applying instructional design principles and reason that the
minimalist instruction framework for mobile onboarding presents itself as a useful design method for
practitioners to develop onboarding processes.

Author Contributions: I determined the overall research question and research design. I enabled
the study with close supervision and frequent discussions. Charlotte Kobiella and me conducted the
interviews. Charlotte Kobiella designed the interfaces and evaluated them in the subsequent user
study. I took the leading role in writing the paper and its subsequent publication process. Albrecht
Schmidt and Florian Alt supported with their feedback from conceptualization to publication. All
authors provided feedback for the revision of the manuscript.
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Figure 3.3: The interfaces of one prototyped onboarding process. (Originally published in [P4], p. 8)
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3.3.2 Cryptocurrency for Everyday Payments

In its original white paper, Bitcoin was described as “peer-to-peer electronic cash” [101]. Despite
the ongoing proliferation of Bitcoin as store of value over the past decade, it has not found much
real-world application as means of transaction [P1, 73]. Part of the reason may be found in techni-
cal constraints. For example, Bitcoin is characterized by comparably slow transaction speeds. By
design, mining one block takes on average 10 minutes. This makes it rather impractical to facilitate
transactions in the real world, where goods and money would be exchanged at the same time. How-
ever, newer blockchains promise to overcome these technical limitations [P5]. For instance, Bitcoin
Lightning promises “near real time” transactions [112] comparable to traditional payment networks.
However, these claims have yet to be tested. Emerging empirical work indicates that while nodes
within the Lightning network tend to behave in fair manner [159], payments also often fail [151].
This leaves the question whether Bitcoin Lightning can be a viable alternative to centralized systems,
and taking a human-centered perspective, how it is perceived during use by end-users. With [P6] we
address this gap and implement a functional point-of-sale system using Bitcoin Lightning as settle-
ment layer. Doing so, we explore the question: “Is Bitcoin Lightning a viable technology to facilitate
everyday point-of-sale transactions?”

[P6] Implementation and Evaluation of a Point-Of-Sale Payment System Using Bitcoin
Lightning
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ABSTRACT
Cryptocurrencies have the potential to improve �nancial inclusion.
However, the technology is complex to understand and di�cult to
use. Human-Computer-Interaction (HCI) can play a vital role in
improving accessibility by identifying and overcoming challenges
that hold users back. However, most HCI studies have focused
only on Bitcoin and Ethereum so far. Newer blockchains promise
transaction speeds comparable to traditional payment systems, en-
abling the use of cryptocurrencies as a medium of exchange for
everyday transactions. To explore the viability of cryptocurrency-
based point-of-sale solutions through a human-centered lens, we
used Bitcoin Lightning to implement a payment system and eval-
uated it in a mixed-methods study. Our results show that Bitcoin
Lightning is a usable alternative to traditional solutions and that
friction aggregates at the interface to existing payment systems, i.e.
when purchasing Bitcoin. We discuss qualitative insights and derive
implications for deploying cryptocurrencies as payment solutions.
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1 INTRODUCTION
Cryptocurrencies have gained growing interest in the last years
[Dixon and Lazzarin 2020] and are increasingly pushing into the
mainstream. Recent industry reports indicate that more than 300
million people own cryptocurrencies [Crypto.com 2022] and adop-
tion rates are to continue as fast as early Internet user growth
[Coinbase 2021]. While previously often understood as investment
opportunity [Abramova et al. 2021; Fröhlich et al. 2020; Mattke et al.
2020], the introduction of Bitcoin as legal tender in El Salvador
has paved the way for cryptocurrencies to be used as a medium of
exchange [Sigalos 2021]. Despite this growth cryptocurrencies are
not without critique. The high energy-demand of proof-of-work
blockchains has become a point of recent discussions [de Vries et al.
2022; Gallersdörfer et al. 2020] and cryptocurrencies are still per-
ceived as an opaque and technically complex topic that is connected
to many misconceptions and confusion.

The Human-Computer-Interaction (HCI) community has rec-
ognized its responsibility in making the technology accessible to
all users by helping to overcome technical obstacles that would
otherwise exclude people with less technical experience from partic-
ipating in the growing crypto-economy [Alshamsi and Andras 2019;
Froehlich et al. 2021b,c]. HCI researchers have set out to identify
and address human-centered challenges connected to cryptocur-
rency and blockchain systems (e.g. [Abramova et al. 2021; Froehlich
et al. 2021b; Voskobojnikov et al. 2021b]). While cryptocurrencies
are shown to be hard to understand [Mai et al. 2020] and di�cult
to use [Froehlich et al. 2021c; Voskobojnikov et al. 2020, 2021b], the
existing research body also seems to lack behind current develop-
ments in industry [Fröhlich et al. 2022]. To date, the majority of
HCI research focuses on Bitcoin [Nakamoto 2008] and Ethereum
[Buterin et al. 2013], whose technical architectures are constrained
by comparably slow transaction speeds or high transaction fees. For
example, one block on the Bitcoin blockchain takes on average 10
minutes to be mined [Nakamoto 2008], making it rather impractical
for point-of-sale use cases. Newer layer-1 blockchains, like Solana
[Yakovenko 2018], or layer-2 solutions, like Bitcoin Lighting [Poon
and Dryja 2016] or Polygon [Polygon Technology 2021], promise to
improve these technical limitations by providing transaction settle-
ments at near real time speeds and low transaction costs. These new
systems thus provide properties comparable to traditional payment
networks, while at the same time o�ering the advantages of an
open ecosystem for anyone to participate in and build on top of it.

However, they yet have to �nd their way into HCI research.
To our knowledge, there are no studies available implementing

Summary: In this paper we describe a reference implementa-
tion for a point-of-sale system integrating Bitcoin Lightning as
settlement layer. The motivation for this paper arose from the
findings of our previous studies [P1, P3] and our literature re-
view [P5]. While users articulated that they would like to use
cryptocurrency to make purchases [P1], there was only little re-
search exploring its viability as means of transaction. Since
newer solutions, such as Bitcoin Lightning, offer faster trans-
action speeds and lower fees compared to Bitcoin [P5], facilitat-
ing everyday transactions would now be possible for merchants
and consumers. However, there has not been research exploring
whether the promises made by Bitcoin Lightning would actually
hold in practice and how users would perceive using it. To ad-
dress this, we implemented a point-of-sale system and deployed
it in an office-like setting at university to evaluate it in a mixed-
methods study over a period of two weeks. Our results show that users find it reasonably easy to
make payments once their wallet is set up. However, the initial purchasing of Bitcoin and configu-
ration of their wallet before is error-prone and cumbersome. We discuss the system’s performance
concerning ease-of-use, speed, transaction fees, and reliability and present implications for adoption
of cryptocurrency based payment systems.

Author Contributions: I determined the overall research question and research design. I designed
the system architecture and implemented the entire system. I led the user study, data collection, the
analysis of the results, writing the paper and its subsequent publication process. Jose Vega supported
in conducting the user study, in the analysis of the results, and the revision of the manuscript. Albrecht
Schmidt and Florian Alt supported with their feedback from conceptualization to publication.
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Figure 3.4: The subsystems of the proposed point-of-sale (PoS) system and their relationships to each
other. (Originally published in [P6], p. 5)

3.3.3 Enabling Usable Blockchain Application Development

The final two approaches through which we explore how to facilitate the development of usable cryp-
tocurrency applications shift the focus on the developer. Being essential for every software project,
enabling developers to design for better usability could have compounding second-order effects for
future applications. [P7] presents the implementation of a support system for developers of cryp-
tocurrency and blockchain applications that enables rapid interface experimentation. [P8] explores
how interdisciplinary education formats can be used to equip the next generation of developers with
the necessary skills to develop useful blockchain applications. Together, [P7] and [P8] explore how
developers can be supported during the design and development process of blockchain and cryp-
tocurrency applications. They address the following research question: “How can the development of
usable blockchain applications be supported?”
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ABSTRACT
There is an increasingly diverse range of smart-contract blockchains
on which decentralized applications (dApps) are built. However,
HCI research has so far failed to address them, focusing primar-
ily on Bitcoin and Ethereum. This is problematic as these new
blockchains come with an increasingly diverse set of properties
that in�uence the usability of dApps for end-users. For blockchain
interface design guidelines to be valuable for practitioners, they
need to acknowledge the heterogeneity of blockchains. However,
evaluating novel interface concepts across di�erent blockchains is
resource-intensive as each blockchain has to be integrated manu-
ally, slowing down research. To address this challenge, we propose
a system to support interface experimentation for blockchain appli-
cations. The system allows researchers and developers to connect
interfaces to a uni�ed API simulating di�erent blockchains and
facilitates the con�guration, distribution, and evaluation of online
experiments. A preliminary evaluation showed promising results.

CCS CONCEPTS
• Human-centered computing ! Human computer interac-
tion (HCI); • Applied computing ! Digital cash; • Informa-
tion systems ! Digital cash; • General and reference ! Ex-
perimentation.
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1 INTRODUCTION
There is an increasingly diverse landscape of blockchain applica-
tion platforms to develop with [Fröhlich et al. 2022]. While a few
years ago Ethereum was the only smart-contract blockchain avail-
able, today alternatives like Cosmos, Solana, Polkadot, or Polygon
have emerged and gained traction among developers [Shen and
Garg 2022]. At the same time, extant interaction design research
on blockchain and cryptocurrency has overwhelming focused on
Bitcoin and Ethereum, neglecting other chains [Fröhlich et al. 2022].
This gap is problematic as these new blockchains o�er developers
fundamentally di�erent properties – for example w.r.t. transaction
speed, throughput, and fees – which in turn in�uence how end-
users can interact with the built decentralized applications (dApps).
Taking the researchers’ perspectives it is not di�cult to see how this
gap has formed: Prototyping and evaluating interfaces for di�er-
ent blockchains requires substantial resources, as each blockchain
needs to be manually integrated. This consequently makes it costly
to experiment with interface concepts on several blockchains and,
as a �eld, has kept us from understanding the heterogeneous e�ects
di�erent blockchain properties may have on application design.

Let’s take the design of interface elements for the communication
of transaction stati as an example: Previous literature documents
that users �nd transactions hard to understand and misconceptions
are frequent (see e.g. [Froehlich et al. 2021c; Fröhlich et al. 2020;
Mai et al. 2020; Voskobojnikov et al. 2021]). For designers and devel-
opers this begs the question, how to best design interface elements
that communicate the status and expected completion of a trans-
action clearly and unambiguously. The non-deterministic nature
of blockchains – validating nodes can independently decide which
transactions to include in the next block – makes this a non-trivial
task. The completion of a transaction may depend on the frequency
at which blocks are created, the current state of the network, and
the amount of fees allocated for the speci�c transaction. These
properties are all connected to the infrastructure provided by the
underlying blockchain a dApp is built on. For example, even simple
transactions may take between tens of minutes (e.g. Bitcoin), a
few minutes (e.g. Ethereum), and a few seconds (e.g. Bitcoin Light-
ning or Solana) depending on the blockchain. Design guidelines
for such interface elements would thus need to acknowledge the
heterogeneity of blockchains and their properties to be valuable
for practitioners.

Consequently, to create such guidelines for blockchain interfaces,
it is necessary to design interfaces and evaluate them across di�er-
ent blockchains. To address this challenge, we propose a system

Summary: In this extended abstract we present a prototype that
supports interface experimentation for blockchain applications.
The system allows researchers and developers to connect inter-
faces to a unified API simulating different blockchains and fa-
cilitates the configuration, distribution, and evaluation of online
experiments. The idea for this paper emerged as a result of the
relative lack of HCI research on blockchains other than Bitcoin or
Ethereum [P5]. To a certain degree, the contribution of this pub-
lication can be viewed as a methodological one. In essence, we
wanted to make it easier for interface designers and researchers
to experiment with different blockchains and accelerate their de-
velopment and research workflows. We tested the feasibility of
our approach by running a small experiment on mTurk (N=160).
The findings, while generally positive, showed several points to
improve the system.
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Author Contributions: I determined the overall research question and research design. I enabled
the study through close supervision and frequent discussions throughout conceptualization, data col-
lection, and analysis of the results. Benjamin Moser implemented the prototype, conducted the user
study, and analyzed the results. I wrote the paper and led its subsequent publication process. Al-
brecht Schmidt and Florian Alt supported with their feedback from conceptualization to publication.
All authors provided feedback for the revision of the manuscript.
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Abstract. Blockchain technology is believed to have a potential for in-
novation comparable to the early internet. However, it is di�cult to
understand, learn, and use. A particular challenge for teaching software
engineering of blockchain applications is identifying suitable use cases:
When does a decentralized application running on smart contracts o↵er
advantages over a classic distributed software architecture? This ques-
tion extends the realms of software engineering and connects to funda-
mental economic aspects of ownership and incentive systems. The lack
of usability of today’s blockchain applications indicates that often ap-
plications without a clear advantage are developed. At the same time,
there exists little information for educators on how to teach applied
blockchain application development. We argue that an interdisciplinary
teaching approach can address these issues and equip the next genera-
tion of blockchain developers with the skills and entrepreneurial mindset
to build valuable and usable products. To this end, we developed, con-
ducted, and evaluated an interdisciplinary capstone-like course grounded
in the design sprint method with N=11 graduate students. Our pre-
/post evaluation indicates high e�cacy: Participants improved across all
measured learning dimensions, particularly use-case identification and
blockchain prototyping in teams. We contribute the syllabus, a detailed
evaluation, and lessons learned for educators.

Keywords: blockchain application development, design sprint, capstone
course, interdisciplinary, case study

1 Introduction

Cryptocurrency and blockchain technology has gauged the interest of researchers
and practitioners alike. Over 65 million Bitcoin wallets [2], and over 15.500 cryp-
tocurrencies [6] exist. Ongoing development e↵orts aim to advance blockchain
technology further. Smart-contract blockchains established themselves among

Summary: In this paper we present an interdisciplinary
blockchain application development course at university. We
designed the curriculum based on our observation that many
emerging blockchain applications fail to articulate what ben-
efits arise from integrating a blockchain. Thus, our objec-
tive was to design a course that addresses this aspect by com-
bining perspectives from different disciplines when evaluat-
ing blockchain use cases: technical feasibility (software engi-
neering), value-creation (entrepreneurship), and user experience
(human-computer-interaction). With this approach we hoped to
enable participants to identify useful applications of blockchain
technology, connecting back to second antecedent of the Tech-
nology Acceptance model [31, 32]. We used the Design Sprint
[69] method as theoretical basis for creating the course. Our eval-
uation with N=11 students showed promising results: The course
was well-perceived by participants and effective in improving participants ability to distinguish use
cases (not) suited for the technology. We close the paper with lessons learned for educators.

Author Contributions: I determined the overall research question and research design, managed
the data collection, and conducted the analysis of the results. I led writing the paper and its sub-
sequent publication process. Jose Vega, Amelie Pahl, and Sergej Lotz supported the positioning of
the research question through joint discussions, the execution of the course, and the revision of the
manuscript. Albrecht Schmidt, Florian Alt, and Isabell Welpe supported with their feedback from
conceptualization to publication.

Figure 3.5: Impressions of the conducted course format. (Originally published in [P8], p. 4)

28



4
Conclusion

Think of all the things people have envisioned and were told were
impossible. Phones, cars, light bulbs, planes... the list goes on and on.
The inventors and people with limitless minds found a way to make them
happen.

Arnold Schwarzenegger

The overall goal of this dissertation was to advance our understanding of how to build usable cryp-
tocurrency applications. Grounded in the eight publications this dissertation is composed of, it offers
multiple contributions to this overarching question.

We started by consolidating and organizing the existing body of research following a systematic
approach [P5]. We investigated user behavior in practice with a focus on privacy and security. From
our observations we contribute a generalized description of cryptocurrency usage behavior and derive
conceptual models to make these insights accessible to researchers and practitioners [P1, P2]. We
explored challenges of first-time users through a qualitative evaluation of existing cryptocurrency
wallets. We organize the identified challenges into three domains revealing the heterogeneity of
causes for the lacking usability of current cryptocurrency wallets [P3]. Building on these results, we
developed an interface prototype for onboarding new users to cryptocurrency wallets and evaluated
its efficacy under different contextual circumstances. In doing so, we show that onboarding can be
effective to reduce the entry barriers for users and contribute a discussion under which conditions
this will be the case [P4]. Building on the insights from our previous studies and related work,
we are the first to use Bitcoin Lightning as underlying settlement layer to implement a functional
point-of-sale system. Our evaluation in a field study indicates that Bitcoin Lightning is becoming
a viable alternative to proprietary transaction networks for small everyday transactions. Our study
also reveals that much of the friction slowing the adoption of cryptocurrency as means of payment
is likely situated at the transition points between existing financial systems and decentralized ones
[P6]. Taking a step back, we shift our focus from the end-user to the developer. We implement a
support system to enable cryptocurrency and blockchain developers to increase the speed at which
they can test the usability of their application interfaces [P7]. Finally, we consolidate the knowledge
accumulated throughout the publications of this dissertation into an interdisciplinary university course
to educate and empower the next generation of developers to build usable and useful blockchain
applications [P8].

Collectively these contributions have advanced the research conversation within the Human-
Computer Interaction community on usable cryptocurrency systems over the past years. During the
time the studies in this dissertation were conducted and published the larger cryptocurrency space has
advanced as well: new cryptocurrencies have emerged, blockchain technologies have been improved,
and new use-cases have attracted an increasingly diverse population of users. In this final chapter,
we discuss key learnings of this dissertation, point to directions for future research, and reflect on the
contributions against the backdrop of the changing landscape of cryptocurrency technology.
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4.1 Discussion

The following section summarizes the cumulative learnings of this dissertation. As any aggregation
of data comes at the cost of nuance, detailed discussions can be found in the individual publications.

How Users Interact With Cryptocurrency

Our empirical studies shed light on how users interact with cryptocurrencies in practice [P1, P3].
Most importantly, they highlight that cryptocurrency users are not one homogeneous group [P1, 1].
Users are interested in using cryptocurrency for different reasons. On a high level motivation can be
grouped into either ideological, technological, or financial interest [P1]. At the individual level the
specific motivation to engage with cryptocurrencies varies between people. While some do so to be at
the forefront of technological innovation, some want to invest or protect their wealth from inflation,
and others want to use it to make purchases [P1]. In line with contemporary research, our results
show that in addition to their intended use, risk assessment, and perceived self-efficacy influence user
behavior [P1, 1]. These results underline the relevance of perceived risk as preceding variable for
technology acceptance [48, 109]. We identified three key risks users need to balance to avoid the
loss of their cryptocurrency: the risk of human error, the risk of betrayal, and the risk of malicious
attacks. Depending on how users assess these risks in relation to their own abilities to securely handle
cryptocurrencies they will choose the tools to do so [P1]. While tech-savvy individuals may prefer to
follow the “not your key, not your crypto” ethos, beginners may overall fare better to trust a custodial
wallet provider to reduce their risk of loss through human error [P1, P3, P5]. Our expert panel further
underscores the relevance of human errors as source of loss of cryptocurrencies [P2]. Missing or in-
complete understanding of how the blockchain technology behind cryptocurrencies work are common
[P1, 90] and put users at risk of accidental loss or malicious attacks [P1, P2]. In practice key manage-
ment remains a point of struggle for both new and existing users [P1, 41]. While innovative concepts,
such as mnemonics [108] or hierarchical deterministic key generation [156], have been introduced to
reduce the burdens of key management, incorrect mental models [90, 148], missing knowledge about
security practices [P1], or missing motivation [P1] limit their benefits. However, key management is
not the sole source of usability issues of cryptocurrenies. Users perceive cryptocurrencies as difficult
to use, even when passing key management on to custodial services [P3].

Where Today’s Systems Fall Short

Our studies reveal that cryptocurrency applications today suffer from a range of usability issues. Their
cause is only partly found in the technical constraints of the underlying blockchain technology.

New users are confronted with (too) many new concepts. Cryptocurrencies users face a steep
learning curve along which they are confronted with many unfamiliar aspects within a short time that
can easily feel overwhelming [P1, P3, 148]. Even before interacting with cryptocurrencies the first
time, users need to answer several questions to move from intention to action [31, 32]: Where to
buy cryptocurrencies? Which cryptocurrencies to acquire? How to do so? While the web has many
resources to offer that address these questions, users struggle to find a starting point [56] since they
first need to learn to discern which resources are trustworthy and which recommendations address
their specific needs. The applications investigated in the included publications do not recognize
the complexity of getting started with cryptocurrencies. Instead, their interfaces build on concepts
from the finance or cryptocurrency domain that many users are not familiar with and consequently
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exacerbate their use. Technical language and metaphors are confusing for users [P1, P3, 41, 147] and
technology specific abstractions require users to update their mental models [P3]: What are addresses
and how do they look like? How do fees work? What determines the speed and cost of transactions?
How do you maintain basic security? Answering these questions is additionally complicated as there
are subtle differences between cryptocurrencies [P7].

Friction accumulates at the edge to established systems. The initial use of cryptocurrency systems
is further exacerbated since much of the friction originates at the edge to established systems [P3,
P4, P6]. Our studies showed that Know-Your-Customer (KYC) and Anti-Money-Laundering (AML)
verification processes demanded by regulators are often only weakly integrated into the underlying
products and increase the hurdles when first setting up an account [P3]. The primary goal of most
users when first using crypotocurrency applications is to purchase cryptocurrency, yet instead they
need to overcome a long and complicated setup process [P4]. Often cryptocurrencies have to be
bought via third-party exchanges introducing additional unfamiliar elements and uncertainty [P3].
During our research it was not uncommon that users’ bank and credit card providers blocked the
purchase of cryptocurrency [P3, P6]. Making online purchases with Bitcoin proved difficult due to
missing integration between wallet and merchant: Manual data entry was complicated and error-
prone. Additionally, inconsistent exchange rates to fiat currency confused users and led to incorrect
balances being transacted [P3]. While not being part of the presented studies, the reimbursement of
participants’ remaining wallet balances after our field study [P6] was similarly cumbersome.

Free-market dynamics complicate everyday use. While the rise of cryptocurrencies’ market valu-
ations and prices have made them attractive targets to invest in, they introduced hurdles for everyday
use. The high valuation of Bitcoin and other cryptocurrencies have resulted in price points that are
so low that they are difficult to handle for everyday purchases. For example, distinguishing between
EUR 2 and EUR 20 is almost effortless. In contrast, spotting the difference between BTC 0.0000861
and BTC 0.000861 requires active concentration [P3, P6]. High volatility connected with uncertainty
when transactions are going to be completed make it difficult to determine price points for purchases.
As both users and merchants are used to thinking in fiat currencies, this leads to inconsistent exchange
rates being used between merchants and users’ wallets [P3]. The limited throughput of leading cryp-
tocurrencies causes surging fee prices if demand is high [45], making small transactions expensive
and economically unviable in many cases. Newer cryptocurrencies attempt to address some of these
issues [P5, P6, P8]. However, as of now we lack the empirical evidence whether the proposed solu-
tions are a viable alternative in practice [P5, P6].

Cryptocurrency systems fail to offer a clear benefit. Beyond being an investment vehicle cryp-
tocurrency systems need to offer a benefit to users to incentivize everyday use. While some users
voiced their excitement about using cryptocurrency to pay [P1], some argued that they do not see any
advantages compared to established systems such as Paypal [P3, P6]. If there are trusted centralized
payment providers in a region cryptocurrencies face an uphill battle against these market incumbents
protected by network effects [96]. This also indicates that the perceived utility of cryptocurrencies
may not only depend on their internal properties, but also the availability of alternatives [88]. In other
words, when aiming to understand the adoption and perceived usefulness of cryptocurrencies through
the lens of the Technology Acceptance Model [31, 32, 48], the surrounding cultural, geographic, and
socioeconomic context should be considered as moderating variables. Participants in the presented
payment studies [P3, P6] were situated primarily in Germany and surrounding central European na-
tions, where alternative payment systems are well established and the limited options to pay with
cryptocurrencies failed to provide a clear benefit. These results do not speak against the suitability of
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cryptocurrency as means of payment in itself, but highlight the platform dynamics cryptocurrencies
need to overcome to deliver a clear benefit.

Implications For the Design of Usable Cryptocurrency Systems

The results of this dissertation offer several implications for the design of usable cryptocurrency
systems. Practitioners should follow established design guidelines, build products with a clear focus
on target groups and use cases, and consider users’ learning process in their application designs.

Make use of established design guidelines. A sizeable portion of usability issues with cryptocur-
rency applications is not caused by constraints of the underlying technology and can be addressed by
adhering to established design guidelines and design practices [P3]. Multiple publications show that
established methods such as usability walkthroughs can catch a lot of these general issues [P3, P5,
41, 42, 99, 148]. Our own studies show that user-centered design methods offer a promising method-
ological framework through which more usable applications can be realized [P4]. In very practical
terms, this means that practitioners should familiarize themselves with interface heuristics [125] and
follow a human-centered design process integrating iterative testing with users [105].

Build with a target group in mind. Cryptocurrency users are not one uniform group of people but
meaningfully differ in their behavior [P1, 1]. Hence, practitioners should consider this heterogeneity
in the design and development of applications to better meet the needs of the specific subgroups using
them. In this dissertation we identified security knowledge and motivation as well as the resulting
risk perception as relevant dimensions along which to segment user groups [P1] and point to the
special challenges first-time cryptocurrency users face [P1, P3]. To build more usable cryptocurrency
applications, practitioners should therefore first aim to understand the needs of the specific target
groups for which they are building. Knowledge along which dimensions groups differ, will help to
build products that balance the competing needs between security and convenience in alignment with
users’ preferences [P1].

Build with a use-case in mind. Users’ motivations to engage with cryptocurrency have a direct
influence on how they intend to use it [P1]. While cryptocurrencies have been primarily used as store
of value [P1], alternative use cases are emerging [P5]. With fundamental properties that approach
the performance of existing distributed systems new blockchains provide the technical platform to
support an increasingly diverse set of use cases [P4, P5, P7]. These different use cases – store
of value, everyday payments, DeFi, NFTs, DAOs, identity – will attract users with different needs
[P5]. To maximize usability, practitioners should thus aim to build products with a specific use
case in mind instead of building one-size-fits-all solutions [1]. Since users are willing to use several
wallets in parallel [P1], this will help to build a competitive advantage over general purpose systems
by providing more utility for the relevant target groups. Concentrating development efforts on one
vertical will also allow for more resources to flow in the identification and integration of relevant
adjacent services, which may help reduce the friction that accumulates at the edge of today’s systems.

Support users’ learning process. Cryptocurrency applications confront users with many new con-
cepts at once, often overwhelming them [P3, 148]. Application onboarding can be one solution to
focus users’ attention to the relevant aspects and improve first-use usability [P4]. However, practi-
tioners should consider how their applications can be designed to progressively onboard new users
and support their learning process beyond first-use [P4]. Users’ preferences between control and con-
venience may vary depending on their experience and motivation [P1]. For beginners default options

32



Discussion

may reduce information overload and decision fatigue. With increasing experience and knowledge
of how cryptocurrencies work, users may want to adjust and tweak settings (e.g. transaction fees) to
their liking. Interfaces should aim to support the typical learning journey through which their users
transition. In general, interfaces should aim for simplicity through useful abstraction and default pa-
rameters. Advanced configuration may be added through progressive disclosure [104], by providing
user profiles [148], or options to personalize interfaces [1, 148]. Hybrid wallets that help users transi-
tion from custodial to self-managed ones as users progress have been suggested as another approach
[P1, P5]. For this to be effective, practitioners should aim to understand the specific progression of
their users’ learning journey.

Lesson’s Beyond Usability

Our results revealed several insights that transcend the core field of Human-Computer Interaction and
underline the importance of contributions from multiple disciplines.

Education needs to be part of the solution. Some usability issues as well as arising mistakes and
threats originate from users’ mental model mismatching the technical reality. While some of these
misconceptions are caused by ill-designed interfaces, others result from a wrong understanding of
how the blockchain technology powering cryptocurrency works [P2, P3, 90, 148]. Issues rooted in
such fundamental misconceptions will neither be resolved through technical innovation nor improved
interface and interaction concepts. Instead, we need to find a way to educate users [141] and correct
misconceptions in their mental models. The results of [P1] indicate that educational interventions
can be effective. A particular challenge to this end will be education on secure key management,
which remains a challenge for most users [P1, 41]. Closing this gap is not only important to improve
usability and adoption of cryptocurrencies in the long run, but also to protect existing users from
threats that exploit their misunderstanding [P2].

Empower developers to build usable and useful applications. One goal of this dissertation was to
provide practitioners with actionable insights on how they can improve the usability of their systems.
Most available research addresses this objective by focusing on how users interact with cryptocur-
rencies. However, to advance the adoption of cryptocurrencies not only ease-of-use but also the
usefulness of applications is critical [31, 32]. As practitioners appear to struggle to identify relevant
use cases [85, 157], our work shows that human-centered methods are effective to support them to
this end [P8]. This requires to shift the research focus away from end-users to the developers of cryp-
tocurrency systems. Could the poor usability of cryptocurrency applications [P3, 62, 148] at least in
part be caused by a lack of methods and support tools for those building them? Based on our tentative
findings [P7, P8], researching and creating supporting tools and methods to enable developers could
be a promising approach to improve the usability and usefulness of cryptocurrency applications.

Research on cryptocurrency is trailing practice. Our literature review shows that Human-
Computer Interaction research on cryptocurrency systems trails the development in practice [P5].
In parts the reason for this is that cryptocurrencies are arguably the first technology that has the eco-
nomic incentives for its own future development embedded in itself. By improving the blockchain in
which a developer is invested in, they improve the value of the platform itself, which is reflected in
the future value of the cryptocurrency. As a consequence, there are many cryptocurrency applications
available for users today. While in general, the usability of cryptocurrency apps is perceived as subpar
[P3, 62, 148], there might be specific applications that provide a good usability and introduce promis-
ing interaction concepts. In this shifting landscape, the Human-Computer Interaction community can

33



Conclusion

provide value by focusing on cutting through the fog. Research can shed light on which approaches
explored by practice are promising, develop these concepts further, and possibly formalize them in
thoroughly tested guidelines for practitioners [P5].

4.2 Future Work

The contribution of this dissertation represents a step towards better understanding how to design
for and with cryptocurrencies. However, there remain unanswered questions and unresolved chal-
lenges. Arguably, the rapid development of the larger cryptocurrency space has opened up more
questions than this dissertation managed to address during the same time frame. The studies pre-
sented in this dissertation naturally face limitations, which are laid out in detail in the individual
publications. Overall, the presented insights resulted from studies conducted in Europe. Studies in
other geographical and political contexts may bring forward differences with regard to users behavior,
motivation, or perceived utility. Given the limited proliferation of cryptocurrencies during the time
the studies were conducted, most results originate from lab studies. While we are confident that the
presented results are robust to generalize to in-the-wild use, further research is needed to confirm this
assumption. Rooted in the presented findings, we therefore discuss how future Human-Computer
Interaction research may overcome these limitations and address new questions that have emerged
from the evolving cryptocurrency landscape.

Going Beyond The Lab

The projects presented in this dissertation started out in early 2019 [P1]. Since then cryptocurrencies
have grown their user base and proliferated into new areas [24, P5, 57]. Future research should
increasingly focus on moving beyond laboratory settings to explore cryptocurrency usage in the field.
While this was not possible before, the growing adoption in different regions of the world offers
up new possibilities. Several governments introduced Bitcoin as legal tender, most prominently El
Salvador, yet little is known about the real experiences there [P6, 126]. This new empirical context
offers unique opportunities to observe the everyday use of cryptocurrencies and may help overcome
some of the limitations of existing research. This is particularly interesting as much of the friction
connected to the use of cryptocurrencies appears to originate at the edge to established systems [P3,
P6]. Areas where cryptocurrencies have been adopted at country-level would allow for prolonged
observation in a context where paying with cryptocurrencies is the norm and could thus bring forward
exciting new insights.

Extending Research to Emerging Cryptocurrencies

Bitcoin provided the foundational technology for cryptocurrencies [101]. Ethereum advanced the
field by designing, deploying, and growing the first smart-contract platform [17]. Therefore, it is not
surprising that both cryptocurrencies have been the overwhelming focus of studies in recent years
[P5]. However, moving forward it will be important to extend research to the increasingly diverse
set of cryptocurrencies that have reached maturity over the past years [P5, 57]. New smart contract
cryptocurrencies provide improved features that exceed the performance of established cryptocurren-
cies and open up the designed space for new applications [55]. At the same time algorithmic stable
coins [97] and Central Bank Digital Currencies (CBDC) [9] address and arguably solve the volatility
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issue, opening a bridge to established financial systems. Exploring how these new cryptocurrencies
fare against established ones will extend our understanding of cryptocurrencies as design material.

Exploring Web3 Use Cases

Driven by recent innovations in blockchain technology, cryptocurrencies have started to outgrow
their original purpose as internet money and enable a set of new use cases. Dubbed web3 [13, P5,
P8] these applications typically run within the web browser and connect to an underlying blockchain
via browser based wallets such as Metamask [81]. Bringing cryptocurrencies to the web opened up
a broad and diverse set of use cases that have only been marginally explored by Human-Computer
Interaction research to date [P5]: Decentralized Finance (DeFi) [95], Decentralized Autonomous
Organizations (DAOs) [150], Non-Fungible Tokens (NFTs) [149], and identity service such as the
Ethereum Name Service (ENS) [12] are just a few of them. We lack a systematic understanding
of the design space surrounding these applications and poorly understand who is using these new
applications for what reasons [P5]. We hypothesize that the characteristics of these new users differs
from earlier users. At the same time, we expect that the discussed design implications are useful for
practitioners in the context of these new domains.

Balancing User-Needs

Much of the diversity of different blockchains rising to the market can be attributed to different
approaches addressing the so-called blockchain trilemma [29, P5, 100]. It refers to the theorem that
the decentralization, security, and scalability of blockchain are dependent features. Changing either
one of the three will require tradeoffs with regards of the others [29]. A recent example illustrating
this interdependence can be found in the switch of Ethereum from Proof-Of-Work (PoW) to Proof-of-
Stake (PoS). While designed to increase the scalability of the blockchain [43], it simultaneously raises
concerns to be less resistant against censorship [78]. Such tradeoffs are not easy to make and will
require sacrifices on some side. Ever so more important will it be to have a user-centered perspective
contributing to the discussion to contextualize the consequences these decisions will have for users.
Beyond contributing knowledge to architectural decisions, it will be equally relevant to understand
how users balance competing needs in practice. For example, [P1] proposes a model to explain how
the need for convenience and security may influence decision making of users. As use-cases evolve,
this balance may shift and expose both new opportunities and risks to users.

Cryptocurrency-Specific Design Guidelines

All of these points flow together as they may ultimately contribute to establishing cryptocurrency
specific guidelines to designing user interfaces [P5]. Such guidelines may provide a framework to
help practitioners in building usable user interfaces for cryptocurrency applications. To establish
such guidelines it will be necessary to better understand the dimensions along which cryptocurren-
cies meaningfully differ from each other. For example, does the average transaction speed make a
difference for how users would like to be informed about transaction stati? If so, which thresholds
can serve as signposts to assign cryptocurrencies into groups that should be treated differently with
regards to their representation in interfaces. To move towards a consistent and helpful set of guide-
lines research, it will be neccessary to both zoom in on specific user interface elements relevant for
cryptocurrencies while at the same time recognizing the heterogeneity of available cryptocurrencies.

35



Conclusion

4.3 Reflection

The cryptocurrency and blockchain space has seen rapid growth during the brief period of time in
which this dissertation was written [24, 124]. Drawing from our own anecdotal experience, it was
remarkably difficult to find and recruit existing cryptocurrency users for our first study in 2019 [P1].
During the past three years this has changed: The number of cryptocurrency users has grown to more
than 100 million globally [24]. Figure 4.1 illustrates the ongoing adoption of cryptocurrencies by
juxtaposing it with the historic growth of Internet users from 1990 to 2000.

Comparison of Internet and Crypto User Growth
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Figure 4.1: Comparison of Internet and crypto user growth. (Figure adapted from [24], p. 3)

The rising adoption shows that cryptocurrency and blockchain applications manage to increasingly
satisfy the needs of a growing population of users and provide value for them. By means of com-
parison these numbers also indicate at a macro-level what the findings presented in this dissertation
show at a user-level: Cryptocurrenies today are not a mature technology but one that is still under
development. The technology is difficult to get started with, new terminology and interaction models
are confusing for users, and transaction times are perceived as slow [P1, P3, P5].

Building on the comparison with the Internet in 1998, web usage then substantially differed in both
usability and use-cases from today. Then the web was hard to get started with, confronted users
with new concepts, and was slow: Connecting to the internet still required dial-up modems and
download speeds were around 56kbps [114]. And, as the rise of Napster in 1999 showed, many
regulatory issues at that time were unsolved [74]. Only over time, the technical infrastructure was
improved, interaction models and design guidelines were developed, users’ mental models adopted,
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and legislation was introduced to settle disputes. This development led to more useful and usable
applications being built on top of the Internet, which in turn resulted in more user growth and time
being spent online [116].

Extrapolating from this analogy, cryptocurrencies find themselves in a somewhat comparable spot
today. While the underlying infrastructure manages to support emerging use-cases, it is still evolving.
The breath of different cryptocurrency and blockchain projects that have emerged over the past years
and attracted substantial investments highlights that the field is still experimenting how to improve
and overcome its existing limitations [26, 57]. As the recent downfall of Terra Luna showed [117],
this experimentation will not proceed without some approaches failing. Ultimately only time will
show which solutions will emerge successfully.

Reflecting on this larger development, the findings presented in this dissertation need to be viewed as a
snapshot in time reflecting the usability of cryptocurrency applications in 2022. The results discussed
in our publications point to many of the issues that require further research and development to en-
able more usable cryptocurrency applications in the future. The heterogeneity of challenges we found
indicates that solutions to them will likely come from a variety of sources: technical innovations, de-
sign guidelines from within the HCI community, educational approaches, learning effects of users
over time, and regulatory approaches. It further highlights the importance of the Human-Computer
Interaction community to actively engage in the ongoing process of developing cryptocurrency tech-
nology by integrating the human-centered perspective into the discussion through both empirical,
conceptual, and constructive approaches.

4.4 Concluding Remarks

The best way to predict the future is to create it.
Peter Drucker

History is littered with predictions about the success or demise of technologies that turned out to be
spectacularly wrong (see e.g [128, 132]). While, with the power of hindsight, these past projections
are an amusing reminder of the past, they also tell us that predicting the future is not an easy feat.
History shows that extrapolating from today’s use cases to predict which new applications may arise
on top of emerging technologies is inherently difficult. When packet networks were developed in the
1960s [82] their creators probably did not think that one day their technology would enable instant
video calls around the globe [116], web applications connecting billions of people [46], or robotic
surgeries conducted by doctors in countries far apart [7, 11].

The public conversation surrounding cryptocurrencies today seems to be characterized by oscillating
predictions about either their soon-to-expect spectacular downfall (e.g. [21]) or their breathtaking
potential to challenge and overthrow existing financial systems (e.g. [92]). Reflecting on my learn-
ings over the past four years, I believe a moderated view is more appropriate to foster a constructive
discussion where the future of cryptocurrencies is headed. Cryptocurrencies today are rightfully crit-
icized for many aspects along which they fall short: their usability, their environmental impact, their
economic viability, and even their threat to established monetary systems. However, this criticism
does not speak for the inadequacy of the technology itself but rather its early stage. There is the
need for further research and development across disciplines. Only the interplay of technical, social,
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and regulatory fields will move the space forward. As with any new technology, there are risks and
opportunities that we just have started to understand. By practicing intellectual humility in exploring
the tradeoffs surrounding the use of the technology, we will be able to shape cryptocurrencies to serve
our society for the better.

I hope that the work presented in this dissertation contributes its humble part to this end and can
serve as a foundation for future research and practice. If anything, it shows that the usability of cryp-
tocurrencies is not fixed, but can be improved with user-centered methods: by better understanding
users, working with them to prototype solutions, and iteratively testing and improving them. There
are without doubt many questions and problems surrounding cryptocurrencies that are in need of
answers moving forward. But if history has shown anything, then that there is no limit to human
ingenuity. And while we cannot predict the future, we can proactively shape it.
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ABSTRACT
In recent years, cryptocurrencies have increasingly gained
interest. The underlying technology, Blockchain, shifts the
responsibility for securing assets to the end-user and requires
them to manage their (private) keys. Little attention has been
given to how cryptocurrency users handle the challenges of
key management in practice and how they select the tools to
do so. To close this gap, we conducted semi-structured in-
terviews (N=10). Our thematic analysis revealed prominent
themes surrounding motivation, risk assessment, and coin man-
agement tool usage in practice. We found that the choice of
tools is driven by how users assess and balance the key risks
that can lead to loss: the risk of (1) human error, (2) betrayal,
and (3) malicious attacks. We derive a model, explaining how
risk assessment and intended usage drive the decision which
tools to use. Our work is complemented by discussing design
implications for building systems for the crypto economy.

Author Keywords
usable security, blockchain, cryptocurrency, key management

CCS Concepts
•Security and privacy→Usability in security and privacy;

INTRODUCTION
Driven by the rise in popularity of cryptocurrencies, Block-
chain technology is receiving increased interest from practi-
tioners and researchers alike. By the end of 2019, the number
of wallet users has grown to exceed 42 million [49]. A total
of 4993 cryptocurrencies are tracked on http://coinmarketcap.
com/, with a combined market capitalization exceeding 195 bil-
lion USD. Despite the large body of alternative coins, Bitcoin
[42] remains by far the most widespread cryptocurrency, with
a market capitalization of 130 billion USD [15].

While cryptocurrencies remain the predominant application of
Blockchain technology, there is considerable ongoing develop-
ment in both industry and research. Advocates of blockchain
view the technology as potentially transformative [21]. Swan
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discusses three stages of blockchain evolution: Blockchain 1.0
as digital currency, Blockchain 2.0 as digital economy, and
Blockchain 3.0 as digital society [48]. Efanov and Roschin
discuss the all-pervasive impact of blockchain technology and
propose use cases in the fields of art, science, education, public
goods, culture, and communication [18]. Elsden et al. provide
the first topology of Blockchain applications for HCI, iden-
tify seven overarching ‘families’ of Blockchain applications –
underlying infrastructure, currency, financial services, proof-
as-a-service, property and ownership, identity management
and governance – and argue for an active role of the HCI
community in the Blockchain domain [21].

At the same time, cryptocurrencies users still face major un-
solved challenges: user interfaces suffer from usability issues
[8, 22, 27, 37], there remain fundamental trust challenges [6,
26, 34, 44, 45], cryptocurrencies are complex to understand
[21, 22] and have a high entry-barrier for people with less
technical knowledge [31]. With more blockchain-based ser-
vices emerging, it is important to understand which challenges
people face – to ultimately design solutions around them and
facilitate the development of more inclusive systems that allow
users without deep technical knowledge to participate in the
crypto economy of tomorrow.

A large part of the complexity originates from private / public
key cryptography Blockchain builds on. It shifts the responsi-
bility to securely manage private keys to the end-user. Cryp-
tocurrencies today offer a valuable opportunity to investigate
how users manage arising security challenges in practice. Pre-
vious research of key management in the context of cryptocur-
rencies focused on the available tools [3, 22] and providing a
quantitative macro view of security practices of Bitcoin users
[37]. However, there remains a lack of qualitative insight into
the security practices of cryptocurrency users.

To address this, we conducted semi-structured interviews with
10 users, investigating their experiences and security practices
using cryptocurrencies. We identified 3 themes through the-
matic analysis concerning (1) motivation, (2) risk assessment
and (3) coin management tool (CMT) usage.

We found that users’ knowledge and understanding of security
practices influence the choice of CMTs, as does the intent
to use as an asset or as a currency. Not all users have either
the motivation or knowledge to securely manage their keys
on their own. Custodial CMTs, abstracting key management
away from the end-user, are seen as a convenient alternative
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to self-managed solutions for some, while others categorically
advise against them. Those managing their keys themselves go
to great length to secure their backups resorting to redundancy
and also more traditional means, such as bank deposit boxes.
Contrary to previous research, financial interest revealed it-
self to be the predominant motivator of users. This indicates
that cryptocurrencies have started to move beyond the early
adopters (who did so out of ideological and technological in-
terest) to a broader audience (who does so out of utility). From
our findings, we distill a model explaining how the dynamics
can be used to better understand cryptocurrency users and
explore design implications for research and practice.

Contribution Statement: The main contributions of this
work are (1) a qualitative investigation of current cryptocur-
rency users’ security practices; (2) a model explaining how risk
assessment and intended usage influence users’ tool choice;
and (3) design implications for designing future systems.

BACKGROUND AND RELATED WORK
Our work draws from several strands of research, most notably
research on blockchain applications from an HCI perspective
as well as research on security and privacy practices of users.

Blockchain: Terms and Concepts
Bitcoin is a digital currency introduced by pseudonymous
identity Satoshi Nakamoto in 2008 as ‘a Peer-to-Peer Elec-
tronic Cash System’ [42]. Bitcoin allocates units of value
by maintaining a public distributed ledger of all transactions,
making use of a technology known as Blockchain. This ledger
is maintained by a decentralized network and makes use of
a novel method to reach consensus on the valid state of the
ledger, without the need for a trusted central authority. The
transaction validation within the system is called mining. Par-
ticipating actors compete for transaction fees and a reward for
being the first to validate a block of transactions [34].

A critical component for this to work is private / public key
cryptography. Bitcoin addresses are pseudonymous and de-
rived from the public key of an account. To prove ownership,
transactions are signed with the private key of the sending
account to be accepted by the system. Knowledge of a private
key grants access to the associated funds. Loss of a private key
results in loss of access to those funds. Owning cryptocurrency
in reality means, owning private keys to specific accounts on
the public blockchain. Consequently, it is a critical task for
users to maintain and secure these keys. This is done with
cryptocurrency clients, commonly known as wallets [22].

Since the introduction of Bitcoin, a substantial number of
alternative cryptocurrencies have been introduced. Bonneau
et al. provide a first systematic exposition of these second-
generation cryptocurrencies [10]. Initially, mining was the
only way to obtain cryptocurrencies. Today, there are many ex-
changes that allow users to buy, sell, and exchange these cryp-
tocurrencies. Some of these cryptocurrencies aim to provide
additional functionality, enabling ‘Smart Contracts’ and ulti-
mately ‘Decentralized Autonomous Organizations (DAOs)’.
Ethereum, one of the most advanced projects, aims to ‘to pro-
vide a blockchain with a built-in fully fledged Turing-complete
programming language’ [14].

There is a growing body of research surrounding Blockchain
technology, investigating the potential impact it could have on
future use cases. Swan’s discussion on the stages of blockchain
development – Blockchain 1.0 as digital currency, Blockchain
2.0 as digital economy, and Blockchain 3.0 as digital society
– is picked up by Elsden et al. and Efanov and Roschin [18,
21, 48]. In an aim to create the first topology of Blockchain
applications for the HCI community, Elsden et al. cataloged
over 200 applications of Blockchain and identified 7 overarch-
ing ‘families’: Underlying Infrastructure, Currency, Financial
Services, Proof-As-A-Service, Property and Ownership, Iden-
tity Management and Governance. They base their topology
on applications available or in development today and discuss
specific use cases in depth, including examples [21]. Efanov
an Roschin describe application use cases beyond currency
and financial use i.e. in the fields of art, science, education,
public goods, culture and communication and expand on M2M
interactions in the context of the Internet of Things (IoT) and
Digital Identity [18].

While the concept of a blockchain-based ‘Digital Economy’
may seem like in a distant future, the concept of a machine-to-
machine (M2M) electrical market is already being explored [2,
47]. Wu et al. showed the feasibility of using smart contracts
to manage the demand side of a grid by simulation [51].

Blockchain and HCI
There is an emerging body of research dealing with blockchain
in HCI. Elsden et al. provide the first broader summary on
Blockchain research in the HCI community [21].

Experiences and Motivation
Several publications report on the experiences and motivations
of Bitcoin users [27, 36, 37, 44]. Sas and Khairuddin focused
on Bitcoin-related practices in the context of a developing
country at the example of Malaysian Bitcoin users [36, 44].
Gao interviewed both users and non-users of Bitcoin in the
US [27]. Krombholz presents a survey of 990 Bitcoin users,
complemented by interviews with frequent users [37].

While the motivation of users is reported in most instances, re-
sults are difficult to compare as there is no common taxonomy.
Khairuddin et al. report the ‘Oncoming Monetary Revolution’,
‘Empowerment Associated With the Use of a Decentralized
Cryptocurrency’ and ‘Perceived (Material) Value’ [36]. Later,
Sas and Khairuddin reduce motivation to ‘Economic Ratio-
nale’, subsuming ‘distrust in financial institutions’, ‘security’
and ‘speculation’ [45]. Krombholz et al. identified ‘Decentral-
ized nature’ and ‘curiosity’ as main motivators [37].

Trust an Values
Sas and Khairuddin further explore the role of trust in the con-
text of Bitcoin, arguing for research into technological, social
and institutional trust as well as stakeholder groups (miners,
users, exchanges, merchants, governments) in the context of
Bitcoin [44]. They identified ‘the risk of insecure transactions’
dealing with ‘dishonest traders’ as the main trust challenge
for Bitcoin users [45] and further explore the trust challenges
of miners [35]. Auinger and Riedl argue that Blockchain sys-
tems, such as Bitcoin, are not purely technical systems, but
socio-technical systems and thus not trust-free technologies.
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They propose a trust framework similar to the one by Sas and
Khairuddin, with focus on the trust questions users have to
consider when using, buying, selling and owning Bitcoin [6].
Lustig and Nardi explored the concept of algorithmic author-
ity in Bitcoin online communities, identifying considerable
variance in how participants viewed the cryptocurrency and
what they valued it for. They concluded that trust in algorithms
cannot entirely substitute trust in humans [39].

Key Management
Key management has been a topic of interest in usable security
research since Whitten and Tygar first investigated the usability
of PGP 5.0 in 1999, revealing significant challenges users
faced with regards to key management [50]. More than 20
years later ’Johnny’ has found his way into the title of many
publications dealing with usable key management and email
encryption as the topic remains unsolved [5].

Eskandri et al. present the first review of key management
in the context of Bitcoin in 2015. They remark that users are
challenged to ensure their keys be simultaneously accessi-
ble, resistant to digital theft and resilient to loss. While they
conclude that Bitcoin key management shares fundamental
challenges of key management in general, they emphasize
their observations that ‘developers in the Bitcoin ecosystem
are making innovative attempts to solve decades-old problems
of usable key management’, calling for further investigation
user- behavior [22].

Krombholz et al. report on practices of Bitcoin management.
They found most users resort to a password-protected wallet.
Users of web clients have less background knowledge and
are less likely to have backed up their wallets. 22.5% of users
had to face a loss of Bitcoin, half of which were attributed
to self-induced errors. They conclude that managing Bitcoins
remains a major challenge for users [37].

Bonneau et al. identified strategies developers of Bitcoin soft-
ware deployed to mask the complexities of key management:
keys stored on device, password protected wallets, offline
storage, air-gapped and hardware storage and hosted wallets
[10]. Eskandari et al. propose an evaluation framework for
key management approaches [22]. Krombholz et al. propose
a methodology to categorize wallets based on their degree of
control over key management operations. They introduce the
term Coin Management Tool (CMT) as a name, capturing the
functionality Bitcoin clients offer, as the term ‘wallet’ was
defined as a ‘collection of private keys’ originally [32, 37].

We build on the proposed categorization approaches and dif-
ferentiate between self-managed and custodial CMTs. Self-
Managed CMTs require the user to manage their keys. Custo-
dial CMTs take over key management for end users.

User Attitudes Towards Security And Privacy
An important part of building secure systems is to understand
how users actually engage with those. This holds true for
cryptocurrency systems especially, given that they delegate
security-related tasks to the end user. Security and privacy re-
searchers have found that end users differ in their willingness
to deploy and use tools to secure themselves [1, 9, 16]. Barth
and De Jong describe the privacy paradox: While users claim

to be concerned about their privacy, they undertake but little to
protect it. They identify the risk-benefit calculation as major
decision-making process and discuss it through the different
lenses offered by the surveyed publications [7]. To better un-
derstand users, different measurement instruments have been
proposed to assess the attitude of users toward privacy [13]
and security [19, 20].

There have been also efforts to cluster users based on their
attitude towards security and privacy and identify common
types of users. Research from Westin [38] distinguishes three
types of users: (1) The Marginally Concerned, (2) the Fun-
damentalists and the (3) Pragmatic Majority. However, these
categories were shown to be bad predictors of user behavior.
Dupree et al. extend Westin’s model to 5 privacy personas that
differ in their knowledge of and motivation toward security
and privacy [17].

• Fundamentalists (High Knowledge, High Motivation)
• Lazy Experts (High Knowledge, Low Motivation)
• Technicians (Medium Knowledge, High Motivation)
• Amateurs (Medium Knowledge, Medium Motivation)
• Marginally Concerned (Low Knowledge, Low Motivation)

In the context of cryptocurrency it is interesting to consider
that users may differ in the motivation and ability to protect
themselves. Research indicates that cryptocurrency users are
not a homogeneous group, but that their perceptions of security
and risk differ substantially [37, 39].

Summary
From previous work, we can extract several learnings for the
context of this paper. Blockchain and cryptocurrencies remain
a complex topic to understand, primarily because they suffer
from the same challenges as key management in general. Sev-
eral accounts of Bitcoin users’ experiences provide insight
into their behavior and motivation, yet a thorough qualitative
account of how they manage security challenges is missing.
These reports have also come to age, exploring findings from
2016 and earlier, before the ‘run on cryptocurrencies‘ in 2017 –
this may have led to a different composition of cryptocurrency
users as well as a change in their behavior today. The work of
Dupree et al. shows that knowledge and motivation on how se-
curity differs between people, something worth also exploring
among cryptocurrency users. Eskandari et al. emphasized the
innovative approaches of developers in the Bitcoin ecosystem
back in 2015. Five years later, we think it is worth looking at
how users manage their cryptocurrency today.

METHOD
In this section, we describe our research approach, the appa-
ratus of questions guiding the semi-structured interviews and
the coding and analysis process.

Approach
We conducted semi-structured interviews via Skype1 between
September 4th and 28th, 2019. The interviews lasted between
37 and 54 minutes (in total 451 minutes), were conducted in
German language, audio-recorded and fully transcribed.
1https://skype.com
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Apparatus
The interviews explored the challenges users face when
managing cryptocurrencies in practice. The question cata-
logue was derived based on a qualitative analysis of posts
and discussion in online forums (reddit.com/r/bitcoin, bit-
coin.stackexchange.com and blockchainjournal.news) dealing
with challenges of managing cryptocurrencies securely, col-
lected during August 2019. We inquired about the following
topics during the interviews and probed deeper when interest-
ing topics emerged.

• Cryptocurrency ownership: Which cryptocurrencies do you
own? Why did you start to get involved with cryptocurren-
cies? How to you manage / use your cryptocurrencies?

• Wallet Usage: Which wallets do you use? How do you
use them? Why did you decide for these wallets? Can you
remember problems you encountered while using wallets?

• Backup Behavior: How do you approach backups in gen-
eral? How do you store mnemonics? Can you remember a
time, when you had to use your backup(s)? Do you think
your backups are stored securely?

• Demographic Information: Age, Gender, Highest Finished
Education, Affinity for Technology Interaction (ATI) scale
[4, 25], self-assessed experience with Blockchain (5-item
Likert scale)

Recruiting
For this study, we recruited 10 cryptocurrency users between
19 and 36 (mean 27.2) years old. Participants were recruited
using local networks in Munich, Germany. An initial outreach
to identify participants was shared via the local blockchain
meetup group and a university Slack2 channel. From initially
16 responses, 10 participants scheduled the interview.

Data Analysis
For data analysis, we used thematic analysis following the 6-
step process described by Braun and Clark, using an inductive
approach [11]. The initial data set consisted of the transcribed
interviews. To freely explore and organize emerging codes and
themes we performed the initial three steps with printed ver-
sions of the transcript, before digitizing the codes and themes
in subsequent iterations. As themes started to emerge during
the iterative process, we included the previously collected
dataset of online discussion to validate the identified themes.
Figure 1 provides a snapshot of the process.

FINDINGS
From 10 participants, 9 were male. 5 participants are students,
5 participants are employed or work in their own company.
Their highest finished education are High School (2), Bachelor
Degree (3), Masters Degree (5). Participants are all located in
Germany and Switzerland and have 3 different nationalities:
8 German, 1 Swiss and 1 US American. 5 participants are
from business administration related fields, 5 from IT-related
fields. 5 participants have worked with Blockchain technology
during their studies or current employment already.

2https://slack.com

Figure 1. We used thematic analysis to analyze data collected from inter-
views and from online forums. To freely explore the data sets the initial
steps were performed with printed transcripts.

The Affinity for Technology Interaction (ATI) score describes
a person’s tendency to actively engage in intensive technology
interaction, or to avoid it. A score of 6 represents a high affinity
for technology interaction and a score of 1 the opposite. Our
participants rank between 1.56 and 5.78 (mean 4.76), showing
a broad range of scores among the interviewees. [4, 25].

The participants have between 2 and 6 years (mean 3.6) of
experience with cryptocurrencies (two participants did not
disclose their experience in years). We asked participants to
self-select experience with cryptocurrencies on a Likert-Scale
from 1-5. The self-assessments range from 1 to 5 (mean 3.8).

All participants owned cryptocurrencies themselves. 7 par-
ticipants disclosed which cryptocurrencies they owned. The
number of different crypocurrencies listed per participant var-
ied between 2 and 15. All of them listed Bitcoin and Ethereum.
We further asked participants to provide a valuation in Euros
of their cryptocurrencies at the current point in time. 8 partici-
pants agreed to do so, providing estimates between EUR 50
and EUR 25.000 (mean EUR 10.534).

Through the interview process and subsequent analysis, promi-
nent themes emerged surrounding motivation, risks, and tool
usage. Interviewee statements are denoted with "P" and state-
ments from users in online forums with "W". Interview state-
ments (P) were translated into English. Statements from online
forums (W) were re-written to preserve their privacy [24, 12].

Motivation
The motivation to engage with cryptocurrencies varies be-
tween participants, though all of them could be attributed to
either (1) financial interest, (2) ideological interest or (3) tech-
nical interest. These motivators are not mutually exclusive and
most interviewees are motivated by a combination of them.

Financial Interest
We found financial interest to be the most frequently men-
tioned motivator for why people engage with cryptocurrencies
– 8 of the 10 mentioned it. P1 stated, "I view it as an invest-
ment, i.e. I expect an increase in value." and P7 shared that
he engaged with cryptocurrencies for "speculation". However,
they are not just seen as an investment opportunity, but also as
a means for value preservation. P4 stated that he asked himself,
"How can I make sure that I don’t lose what I have earned?".
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While it sounds trivial that people are motivated by financial in-
terest to engage with cryptocurrencies, this contradicts earlier
findings by Krombholz et al. who identified the "decentralized
nature" and "simple curiosity" as primary motivators [37].

Research indicates that cryptocurrencies are used primarily as
an asset and not as currency [27, 30, 45]. Our analysis indicates
the desire of practitioners to use it as a currency: P4 stated, "I
would like to use it on a day-to-day basis" and P10, "I would
like to spend it in the real world". However, practitioners agree
that a lack of options to spend cryptocurrency is holding them
back from doing so.

Ideological Interest
Some participants are motivated by ideology, i.e. the "decen-
tralized nature" of cryptocurrencies. However, nobody men-
tioned ideological reasons as sole motivation. P2 stated, "I do
believe in the technology [. . . ] but I also think the ideological
idea behind the movement is very interesting. Thus, a mix of
curiosity of ideology and technical and economic conviction.".
P4 added an interesting perspective by sharing, "I am from
Bulgaria. I know what could happen there. There was a hyper-
inflation. The people lost their entire savings [. . . ] I have been
very sceptical about central banks since the financial crisis.".

Krombholz et al. reported a similar case in their sample of
qualitative interviews. For one participant, Bitcoin presented
it as a secure alternative to receive money in Crimea during
the Ukrainian-Russian conflict [37]. Similarly, a 2019 report
on cryptocurrencies by the Dutch Bank ING surveying close
to 15.000 people in 15 countries found that 61% of respon-
dents from Turkey were most positive about the future of cryp-
tocurrencies. In comparison, only 20% of participants from
Germany and 31% from the US showed positive attitudes to-
wards the future of cryptocurrencies [33]. The socio-political
environment people find themselves in may have a significant
impact on their motivation and intent to use cryptocurrencies.

Technological Interest
Curiosity in the technology was the third motivator we iden-
tified. P10 explained, "[...] to try it out. To better understand
the technology. And especially with Ethereum to play around
with Smart Contracts". P2 stated, "I think it is exciting to be
at the technological frontline" and P8, "Mainly technical in-
terest. I started engaging with cryptos in practice. So, not just
with cryptocurrencies but with fundamental blockchain and
distributed ledger technology.". These statements are in line
with earlier findings. Krombolz et al. identified "curiosity" as
the second strongest motivator in their sample [37].

Risk Assessment
Krombholz et al. found that 22.5% of their sample had lost
cryptocurrencies. Of these incidents, 43.2% were account to
the fault of the user, 26.5% to a hardware failure, 24.4% to
a software failure and 18% to security breaches [37]. The
questions on how to best secure crypto assets and minimize
the risk of losing them are therefore vivid discussion points.

Our analysis identified three essential sources of risk that can
lead to the loss of cryptocurrency. Users have to deal with
the (1) Risk of Human Error, the (2) Risk of Betrayal and the

(3) Risk of Malicious Attacks. Previous research by Sas and
Kahiruddin interviewing 20 Malaysian Bitcoin users similarly
identified risks with the specific focus on transactions: (R1)
Risks due to User’s Challenges of Handling Passwords, (R2)
Risks Due to Hackers’ Malicious Attack, (R3) Risks due to
Failure to Recover from Human Error of Malice, (R4) Risks
from Dishonest Partner of a Transaction [45]. Our definitions
differ in that they are not limited to transactions, but apply
to cryptocurrency usage in general. Risk of Human Error en-
compasses all risk rooted in user behavior, including R1 and
R3. Risk of Trust includes all stakeholders involved directly or
indirectly with buying, selling and managing cryptocurrencies.
Risk of Malicious Attacks extended beyond the digital realm
and the risk of physical attacks as well.

Risk of Human Error
The decentralized nature of cryptocurrencies does not only
shift the control over assets but also the responsibility for
securing them to the end-user. Mistakes made by users can,
therefore, lead to the loss (of access) to the managed crypto
assets. Practitioners are generally aware of this, as P10 put it,
"If you lost your private key, your are f*cked".

P2 was generally afraid to not adequately handle technology.
He described his feeling when using his mnemonic recovery
key: "Whenever I do something with mnemonics, I have a
weird feeling even though there is not much that can go wrong.
It always feels just like there is this pressure, like, ’Oh God, if
you do something wrong now, in the worst case everything is
gone’. You cannot call anyone. You cannot reset anything.".

There is a fear of forgetting critical information to access
crypto assets, such as passwords, private keys or physical
backup location: "Memorization is not the best idea. I wrote
my seed phrase on paper and now I can’t remember where I
hid it." (W1).

Finally, there are the fears of inadequately storing or losing
critical information. Examples are losing the seed phrase, mis-
spelling the seed phrase, selecting the wrong storage medium
or location ultimately leading to breakdown or destruction
of the stored information. On how to store backup phrases
(mnemomics) P4 remarked: "Paper is sort of safe until you
think about what would happen if the apartment burnt down".

Risk Betrayal
While blockchain enables trustless consensus, social trust be-
tween stakeholders is still necessary [6, 44, 45]: "You always
need a gateway into the decentral system. So there will always
be someone" (P3). Placing one’s trust into a third party carries
an inherent risk that this third party may not act according to
expectations and ultimately betray one’s trust. This risk is not
necessarily unique to cryptocurrencies.

Custodial CMTs provide a way to participate in the crypto
economy without the need to deal with key management. How-
ever, for this to work there is the need to trust the custody
provider to handle one’s keys. Some participants expressed
distrust of these services, best captured by the phrase "not your
keys, not your crypto" (P1, P2, P8, P10). This sentiment is
rooted in a fear of placing trust in the wrong guardian. Using
a centralized service to manage assets is for some in direct
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conflict with the decentralized nature of blockchain technol-
ogy. P8 said, "Custodial wallets are pure fiction [. . . ] If they
are bankrupt or they want to betray you, they just take the real
hardware wallet and run away". However, this risk is not lim-
ited to custodial CMTs, but more generally applies to all third
parties involved directly or indirectly with buying, selling and
managing cryptocurrencies. P10 illustrated this point with the
example of a cloud storage provider: "If I put the private key
of my decentral cryptocurrency into a Google Drive, I should
expect that someone looks at it." , adding "What if Google
cooperates with the government and they hand out some data
. . . Therefore, I would never store it in Cloud Storage.".

Risk of Malicious Attack
Discussions regarding malicious attacks revolve around three
core topics: the self-managed CMT getting compromised, the
custodial CMT getting compromised, and physical attacks.

A common fear of users is that the self-managed CMT could
get compromised, allowing attackers to gain access to their
funds. Digital storage methods of keys and mnemonics are
viewed as less secure than physical storage. W4 stated, "Do
not store mnemonics digitally - you are asking for hacker
attacks." and W3 confirmed, "If you store your seed phrase
digitally, you increase your attack surface enormously.". As
a result, some recommend the use of hardware wallets that
are not connected to the internet and thus less susceptible to
attacks. P1 said, "In my opinion, hardware wallets take away
the majority of errors users can make [. . . ] In the end, my PC
could be infested with 5 viruses but my private key would not
be stolen.". P10 shared this view, "I can use hardware wallets
on virus-infested computers without my money being stolen".

W2 made an interesting point stating, "I think those who can
handle the complexity of cold storage and hardware wallets do
so anyway. Because when it comes to security against external
attackers, these solutions are more secure. However, when all
causes of Bitcoin loss are considered, the probability of loss
is more likely to be due to user errors than to device hacks.".
This notion is not unfounded – it coincides with the findings
of Krombholz et al. that listed security breaches as the least
common reason of Bitcoin loss. Bitcoin loss was caused by
user mistakes twice as often as by security breaches [37].

Practitioners also fear that custodial CMTs, such as exchanges,
are an attractive target for attackers. This fear is rooted in a
rich history of incidents in the past, most notably the infamous
hack of the at the time largest Bitcoin exchange mt.gox in 2014
during which Bitcoin worth USD 460 million were stolen [40,
41]. P1 concluded, "We have seen it more than once that
Exchanges were hacked or that the founders ran off with the
funds of their customers".

Malicious Attacks are not neccesarily confined to the digital
realm. Physical attacks can take two forms: (1) theft of creden-
tials and backups and (2) attacks on the owner forcing them to
provide access to their CMT. W5 summarized his thoughts on
theft as follows: "I can imagine that in the future, a burglar
will know exactly what to do if he opens a drawer (or safe)
and finds a laminated piece of paper with a seed phrase on
it. In 1950 a thief would not have bothered to find a plastic

card with a bunch of numbers in a wallet. But by 1960, every
criminal knew exactly how to use a credit card.". With regards
to robbery, P1 said, "Even if I was kidnapped and tortured,
I could never give away my private key.". W11 suggests a
different approach for the event of robbery, "Put an amount
large enough that a thief cannot resist, into your wallet without
password and the rest into a password protected wallet.".

Coin Management Tool (CMT) Usage
The choice of Coin Management Tools by practitioners
emerged as the third theme. Our findings indicate that there
is no "silver bullet", no "one-size-fits-all solution" that works
for all users and use cases. Rather, practitioners use both self-
managed and custodial CMTs in parallel. They store backups
redundantly and are aware of the challenges current CMTs
brings about.

Use of Multiple CMTs
More than half of the participants reported to use both self-
managed and custodial CMTs. The reasons behind choosing to
use either type are consistent between participants. Users opt-
ing to use self-managed CMTs emphasise that only ownership
of the private keys ensures ownership of cryptocurrency. This
mindset is captured by the commonly used phrase "not your
keys, not your crypto" (P1, P2, P8, P10). Users of custodial
platforms value the usability and convenience they provide.
Asked for his motivation, P3 explained, "Because it has a lot
of convenience. Honestly, does one really need to know one’s
keys? Do I really need to have access to them?". P7 further
argued that using a custodial CMT is a feature, as he is not
solely responsible in case of a problem. He said, "Do I trust
the producer of the hardware wallet that the system will work
in the future? As with Coinbase, other people have interest in
it. Meaning, if there are problems, there will be a solution. If
my personal hardware wallet breaks down, there is only me
who has an interest in it. Worst case there will be not solution
and my money is gone.".

Participants using both self-managed and custodial CMTs do
so for different use cases. Custodial wallets are used for spend-
ing and acquiring cryptocurrencies, whereas self-managed
CMTs, specifically HW wallets, are seen as long-term stor-
age for larger sums. P4 explained, "There is not necessarily
the need for one perfect thing for everything [. . . ] The safe
securely back home and a wallet of third parties for everyday
use". P8 claimed to use custodial CMTs only for buying: "I
use custodial wallets only to buy cryptocurrencies", as did P2:
"On Coinbase I only buy and sell and then send it directly
to my ledger . . . except for smaller sums". This approach is
similar to what Eskandari et al. propose: keeping small ready-
to-spend amounts in online wallets and larger sums in more
secure and difficult to access storage [22].

CMTs are not necessarily digital, either. Examples are services
by banks, offering to handle the investment and storage of
cryptocurrencies. P6 mentioned, "There are already several
private banks here which offer good solutions. These would
be the Bank von Tovel und Bank Frick, who have been doing
this for a long time now.".
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Backups Stored Redundantly
Backup of the private keys or the seed phrases are well dis-
cussed topics. We found that redundant backup storage is
common practice among all users with self-managed CMTs.
Most users store backups in the form of mnemonics: 12 or 24
letter sentences that encode the seed phrase used to generate
the master key of a wallet [52, 43]. They store multiple copies,
in multiple locations and combine different methods to do so.
P1 explained his rational for redundant locations as safeguard
against environmental threats: "In my opinion, the best protec-
tion against environmental damage is redundancy. This means
to not store my keys at one location, but to create maybe two
backups and store them at geographically different places.".
Using multiple locations is also commonly recommended in
online forums. W8 for example recommended, "The most reli-
able way to keep your seed/secret key safe is to have numerous
instances in different locations, perhaps in various formats,
and even better if the keys are split.".

These comments suggest that most users store these backups
redundantly to avoid accidental loss or destruction. This natu-
rally increases the probability a third party could gain access.
To mitigate this, users employ additional strategies. P2 stores
his backup in a safe, "The ones for my Ledger Nano S are
lying in a safe" and P8 splits his backup and stores the parts
in two fireproof safes, "[. . . ] just splitting the key in two parts.
And then physically transport it in two fireproof safes". Some
users combine digital solutions with offline storage. P2 stated
he additionally stores his backups, "Having it encrypted on my
laptop, deposit box in a bank and additionally some metal box
lying around somewhere at home". Some tech-savvy partici-
pants resort to the use of encryption. W10 for example stated
to use PGP: "I encrypt the keys of my wallet with PGP and
send an email to my own account and someone I trust. Voila.".

The collected data indicates that for backup storage there is
no one-size-fits-all solution as well, causing users to resort
to a combination of them: "Every storage technique has its
shortcomings. The optimum is always to diversify" (P10).

Awareness of Usability Challenges
Another characteristic of interviewees is their awareness and
acknowledgement of current issues with cryptocurrencies.

Many users perceive dealing with key management as a
burden and bad usability. This is in line with prior usable
security research [22, 28, 29, 50]. Not having to deal with keys
is perceived as better usability. P3 said, "The best usage for
me would be to never see a private key or public key again.
Optimal usage would be as simple as N26 banking today". For
these users, custodial CMTs, which shield them from having
to deal with key management, are convenient. P8 explained the
advantage of custodial CMTs, "The usability of such wallets
is far better. Because it is easier. Because you do not have to
take care of any key management.". P7 is convinced that key
management is not the best solution, "At the same time, I do
not believe that local management is the best solution for all
people". He added, "I believe, there is a large customer group
for whom it makes a lot of sense to trust a central entity instead
of managing it themselves". P8 concluded that there could be
different groups of CMTs for different users, "There may be

several groups. The first group has exceptional usability. The
middle group is maybe encrypted – here MetaMask is very
successful, but requires a lot of knowledge. And then there are
things like Hardware wallets that are much more technical
and more secure, but less convenient".

Self-managed CMTs largely expose the underlying tech-
nology, blockchain, to the user. P4 is convinced that security
needs to be at a level where the majority of people can use
it: "There will not be something like absolute security as long
as humans are involved [. . . ] Rather, the point is how can we
provide the best security for most people so that most people
can use it". Several users suggested forms of biometric authen-
tification as one solution (P3, P4, P8, P9). P3 thought, "Maybe
a fingerprint or retina scan will suffice in the future".

Established naming concepts are perceived as bad
metaphors that do not translate well to the concepts be-
hind them. This makes it difficult for new users to asses possi-
ble consequences of these concepts. P10 said, "I think a wallet
has nothing to do with a wallet in which I put my bills. It is
rather a box where I put my keys. This was simply a poor
choice of labeling to understand what it really does." and con-
tinued, "The choice of words regarding ’wallets’ is wrong [. . . ]
Recovery phrase sounds nothing like something private. It does
not imply that, if you lose it, all your crypto might be gone".
From evaluating 6 Bitcoin key management clients Eskandari
et al. concluded that "tasks involving key management can be
mired in complex metaphors and confusing abstractions" [22].

There is a high technical entry-barrier new users need to
clear before starting with cryptocurrencies. The complex-
ity of the topic and the required technical knowledge make
it difficult to use self-managed CMTs and provide many pit-
falls for new users (increasing the Risk of Human Error). P1
stated, "Creating a wallet is quite complicated for someone
doing it the first time. At this point nobody is aware of the
consequences of what they are doing". P10 argued, "The best
entry point is to engage with the topic on a technical level"
and further explained, "As non-technical user one should know
that from the mnemonic the private key is created and that it
has to be treated even more confidential". P8 feels onboard-
ing needs to be improved, "I think that onboarding has to be
improved everywhere". Also Glomann et al. identified "The
Onboarding Challenge" as one of the problems slowing down
mainstream adoption of blockchain-based systems [31].

THEORETICAL IMPLICATIONS
We discuss the implications of our findings for HCI research
on cryptocurrencies and blockchain systems. These are mostly
valid for cryptocurrency users, but may be valuable to under-
stand users interacting with other blockchain technologies.

Our findings indicate that all users are aware of the importance
of keeping their cryptocurrency secure. Their strategies on how
to achieve this, however, differ. Some users opt for a strict "not
your keys, not your crypto" strategy, using only self-managed
solutions while others choose to delegate key management
all together to a custodial service. Some users advocate for
offline storage in hardware wallets, while others manage them
on internet-connected devices or web-based systems.

Privacy Practices and Speculations  DIS ’20, July 6–10, 2020, Eindhoven, Netherlands

1757 A 9



In choosing their tools, users need to balance the different
sources of risk – Risk of Human Error, Risk of Betrayal,
Risk of Malicious Attack. This happens largely along two di-
mensions. Firstly, users need to decide between self-managed
and custodial CMTs. Secondly, users need to decide between
CMTs disconnected from or connected to the internet.

Self-Managed CMT vs Custodial CMT
The decision to choose either self-managed or custodial
services translates to balancing the Risk of Human Error
against the Risk of Betrayal. For every individual user, this
balance is different as it is influenced by their attitude toward
security. As both motivation and knowledge of how to deploy
security mechanisms influence this balance, Dupree et al.’s
model of Privacy Personas lends itself as a valuable tool. Fig-
ure 2 exhibits this tension by showing two Privacy Personas
on opposite sides of the spectrum. To illustrate this point we
chose the extreme positions of the Privacy Personas [17].

“I am dependent”

“It is convenient”

“I have control”

“It is complicated”

Fundamentalist 
(High Motivation, High Knowledge)

Marginally Concerned 
(Low Motivation, Low Knowledge)

Self-
Managed 

CMT

Custodial
CMT

High Risk
of Betrayal

Low Risk of 
Human Error

Low Risk of
Betrayal

High Risk of
Human Error

Figure 2. Motivation and Knowledge of security influences how users
choose between self-managed and custodial CMTs.

Fundamentalists are characterized by a high motivation to and
high knowledge of how to employ security. They value fine-
grained access to security settings and generally view others
as uneducated and insecure [17]. Consequently, they value the
control over security self-managed CMTs offer. They know
how to securely manage their keys and view it as unlikely that
they will lose cryptocurrency through their own mistakes –
they assess the Risk of Human Error to be low. From their
perspective moving towards custodial CMTs is seen as giving
up control and becoming dependent on a potentially insecure
third party, ultimately increasing the Risk of Betrayal.

The Marginally Concerned have low motivation and knowl-
edge about security concepts. They generally trust websites
claiming to be secure. They know threats exist, but view it as
unlikely that something will happen to them [17]. For them
having to deal with key management is a burden. It is com-
plicated. At best it is bad usability and at worst the source of
mistakes that lead to the loss of their cryptocurrency. Custo-
dial CMTs shield them from the technical complexity of key
management and provide a familiar and convenient way to en-
gage with cryptocurrencies. They trust the custodial service to
provide better security than they could and assess the Risk of
Betrayal as low. For them, moving from Custodial CMTs to
Self-Managed CMTs is seen as a loss of convenience through
additional complexity, increasing the Risk of Human Error.

Isolated CMT vs Connected CMT
The decision of whether to use a CMT isolated from or con-
nected to the internet relates back to how users assess the Risk
of Malicious Attack. To understand the decision process of
users along this dimension, we review it through the lense of
how cryptocurrency is being used. Previous research noted
the dualism of cryptocurrencies – they are both an asset and a
currency [27, 30, 45]. Assets and currencies exhibit different
characteristics. The European Central Bank defines money as
(1) a medium of exchange, (2) a store of value or (3) a unit of
account to compare values of different goods or services [23].
Glaser et al. demarcate the use of Bitcoin as an asset from the
use as a currency by whether users’ intention is trade or a store
of value [30]. Our findings indicate that this tension remains
to exist. Users tend to use different strategies and tools next to
each other to cope with the different use cases.

Figure 3 depicts how users’ intention to use cryptocurrency
as either asset (store of value) or currency (means to trade)
influences their decision to use internet connected or isolated
CMTs. Offline usage decreases the attack surface, but limits
how fast users can access it.

Asset

Currency

Connected
CMT

Isolated
CMT

High(er) Risk 
of Malicious 

Attack

High(er) Risk 
of Malicious 

Attack

Low(er) Risk 
of Malicious 

Attack

Low(er) Risk 
of Malicious 

Attack

“It is secure”

“It is (more) difficult
to spend it”

“It could be hacked”

“I can easily buy things”

Figure 3. The intention to use cryptocurrencies as Assets or Currency
influences decisions between online and offline CMTs.

We distinguish Isolated CMT and Connected CMT at each
end of the spectrum. Connected CMTs are directly connected
with the internet. Isolated CMTs are strictly disconnected from
any network. These extremes define a scale on which any CMT
can be placed based on how connected it is to the internet.

Managing cryptocurrencies with a connected CMT exposes
it to potential digital attacks. Isolated CMTs are perceived to
be more secure by users, as they decrease the attack surface.
However, offline management limits how quickly users can
spend cryptocurrencies. From the perspective of an asset –
storing value over a long period of time – the time to access
the funds is not as important as securing it from potential
attackers. For the use as currency – to trade it for goods and
services – the time needed to access them and complete a
transaction is, however, crucial.

Depending on how users will use their cryptocurrencies, they
will opt for isolated CMTs, connected CMTs or a combination.

A Model to Understand Coin Management Tool Usage
Understanding these fields of tension is important to develop
better user-centric CMTs. We propose a conceptual model,
which integrates these dimensions to enable researchers and
practitioners to evaluate CMTs. Figure 4 depicts the model.
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Figure 4. A model to explore how exposure to the internet and exposure
of key management characterizes CMTs.

The vertical axis represents the degree to which the CMT is
connected to the internet. The horizontal axis shows the degree
to which public key cryptography is exposed to the end-user.

The key decision practitioners need to make with regards to
how, i.e. with which tools, they want to participate in the crypto
economy is dependent on how they assess the likelihood of
the fundamental risks that can lead to a loss.

Different levels of key management enable control but also
impose responsibility. Choosing between self-managed CMTs
and custodial CMTs translates to balancing the Risk of Hu-
man Error against the Risk of Betrayal by a third party.
Users with high motivation and knowledge about security
mechanisms and key management will assess the risk to make
mistakes themselves as low. Consequently, they see the usage
of a custodial service as one that cause loss of control and
independence. Users with low motivation and/or knowledge of
key management will likely tend to choose a custodial CMT
to abstract the key management away from them. For them,
self-managed CMTs would reduce convenience and usability,
while increasing the risk of loss through their own mistakes.

Choosing between connected and disconnected CMTs trans-
lates to the assessment of the Risk of Malicious Attacks by
the practitioner. Managing one’s crypto assets on an internet-
enabled device, in the browser albeit, offers high mobility –
that is the speed at which they can buy goods or sell their
cryptocurrency. This naturally opens up an attack vector for
potential malicious attackers. To reduce this attack surface,
offline CMTs could be resorted to – at the cost of mobility.
For example, storing one’s hardware wallet in a bank safe may
greatly reduce the attack surface, but limit the mobility of the
assets to the time it takes to physically gain access through the
processes of the bank. Depending on whether users’ intent is
value storage (use as an asset) or means of trade (currency),
they are likely to choose a tool increasing mobility or security.

Each quadrant contains a short description of the features
CMTs in this category would exhibit, including one example
available today. These examples were chosen, because they
were mentioned during the interviews and are explained below.

CMTs connected to the internet allow users to treat their cryp-
tocurrencies as digital cash and use it to buy and sell goods.
Metamask3, for example is a wallet in the form of a browser-
extension for the cryptocurrency Ethereum. It runs directly in
the browser and allows websites to interact with by integrating
the web3.js library. It stores keys password protected in the
local browser, but requires users to protect and store the master
private key of the wallet themselves.

Coinbase4 is a web-based wallet and exchange that allows
users to buy and sell a wide array of different cryptocurrencies.
While also connected to the internet, it abstracts all key man-
agement tasks. Users can authenticate via familiar username/
password and 2-factor authentication mechanism. Since the
service takes over the key management, users need to trust that
Coinbase does so with the necessary care.

Such custodial services also exist disconnected from the inter-
net. The Liechtenstein based bank Bank Frick5offers custodial
coin management through a traditional bank. Customers can
delegate the acquisition and secure storage of cryptocurren-
cies entirely to the bank. The complete offline storage makes
this method inapplicable for using cryptocurrencies to trade.
However, it greatly reduces the attack surface through which
potential attackers would gain access to them.

Users eager to maintain complete control over their keys with-
out dependence on any third party may also opt out of offline
storage methods. Besides, simple paper wallets, the Ledger
Nano S6 is a password protected hardware wallet enabling
offline key management. The thumbdrive-sized device is sup-
ported by a wide range of digital wallets (mobile apps) and can
be used to sign transactions for compatible cryptocurrencies.

DESIGN IMPLICATIONS
Based on the theoretical implications and our findings, we
derive three design implications [46] for researchers and prac-
titioners. CMTs should be developed with a clear target group
in mind and focused on either the use as an asset or currency.
Finally, a better understanding of cryptocurrency non-users is
needed to address impediments and challenges that keep them
from engaging with the technology.

Pick Your Target Group
The conversation around cryptocurrency security is largely led
by tech-savvy people with high knowledge and motivation to
deploy security. However, not all users have either the moti-
vation or knowledge to securely manage cryptocurrencies on
their own. Getting started with cryptocurrencies itself is per-
ceived as a complicated process and key management remains
a major challenge for non-technical users [31, 22].

3https://metamask.io
4https://www.coinbase.com
5https://www.bankfrick.li/en
6https://www.ledger.com
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As the adoption of blockchain technology continues, it is im-
portant to design for inclusiveness. We argue that there is a
need to lower the technological entry barrier to engage with the
cryptocurrencies – and in extension, blockchain technology –
to allow people without deep technical insight to participate
in the crypto economy. Custodial CMTs (e.g. coinbase.com)
are one product category where this already happens. At their
example, one can see that people are willing to engage with the
technology if they are provided with the right tools. Designers
of CMT services should consider which audience they are
building their product for and understand how balancing the
Risk of Human Error and Risk of Betrayal influence their
choice of tools.

Key management remains a challenge for users and current
CMTs are either entirely self-managed or custodial. Using the
proposed model, we hope that practitioners can go forward,
envisioning hybrid CMTs that serve new audiences.

Design for Assets or for Currency
Cryptocurrencies exhibit a dualist nature, being both an asset
and a currency. Depending on the reason users engage with
the technology, different user needs should be considered.
Developers should be aware that services for either assets or
currencies have different requirements, especially regarding
mobility and attack surface and design services accordingly.

Thinking through the lens of these different use cases should
also be reflected in the communication towards users. Practi-
tioners should aim to develop best practices specific for each
use case and find meaningful analogies to convey them to non-
technical users. For large investments emphasizing secure and
redundant offline storage following a "not your keys, not your
crypto" mindset is justified. Similarly to carrying cash in your
pocket, smaller amounts of cryptocurrency can be managed
with little downside risk in digital, custodial CMTs that allow
for quick access when spending them.

As positive real-world example with focus on enabling spend-
ing of cryptocurrency in a currency-like way is the Lightning
Network project7, enabling real-time transactions of Bitcoin.
The project decisively focuses on using cryptocurrency as a
means to trade and makes use of metaphors taken from ev-
eryday life on their website to explain the technical concept
behind it (last accessed April 18th 2020). They write, "This
is similar to how one makes many legal contracts with others,
but one does not go to court every time a contract is made.
[...] Only in the event of non-cooperation is the court involved
– but with the blockchain, the result is deterministic."

Despite these efforts, cryptocurrencies today are, contrary to
their name, predominantly used as an asset and not like a cur-
rency. Our findings indicate that this is not due to a lack of
interest, but rather a lack of supply -– users would like to use
them as currency, but cannot because of a lack of services
accepting them. As technical limitations disappear, future re-
search should investigate why merchants refrain from accept-
ing cryptocurrency and explore how to "make cryptocurrencies
as easy as online banking".

7https://lightning.network/

Seek Understanding of Non-Users
Arguably, the composition of cryptocurrency users has
changed over the past 12 years. Current HCI research on cryp-
tocurrencies is, however, primarily focused on practitioners.
Findings from these studies ultimately help to understand and
improve services for those that already use them. We argue
that understanding why people are held back from engaging
with cryptocurrencies in the first place is equally important to
enabling more inclusive design.

The challenges non-users have to face might be very different
from those that have become familiar with the terms and con-
cepts. Glomann et al. stress the difficulty to find a "starting
point" to learn basic concepts as one issue for potentially in-
terested users [31]. Given the complexity of cryptocurrencies,
it would be interesting to understand how novel users work
around this issue and obtain their initial knowledge base.

The research community would further benefit from a deeper
understanding of security and privacy behavior [17, 7] in the
context of cryptocurrencies. Understanding how non-users atti-
tudes towards privacy and security differ from those of current
users would be valuable for researchers and practitioners alike.

Elsden et al. argue for the role of HCI in Engaging Partic-
ipants with Blockchain, both for knowledge exchange and
participatory design [21]. Future research should strive to in-
clude non-users in this process. Their perspective might lead to
different types of applications, such as Gateway Services [21]
mediating interactions with blockchain services, potentially
opening them up to a broader audience overall.

CONCLUSION
This paper explores users’ practices of engaging with cryp-
tocurrencies and identifies prominent themes regarding mo-
tivation, risk assessment, and CMTs usage. We discuss how
motivation and risk assessment influence CMT usage, intro-
duce a conceptual model and derive design implications. While
rooted in findings from CMT usage, we hope that this model
provides a valuable lens through which HCI researchers and
practitioners can view and understand user behavior in the
wider area of emerging blockchain-based applications.
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ABSTRACT
Cryptocurrencies have gained popularity in recent years. However,
for many users, keeping ownership of their cryptocurrency is a com-
plex task. News reports frequently bear witness to scams, hacked
exchanges, and fortunes beyond retrieval. However, we lack a sys-
tematic understanding of user-centered cryptocurrency threats, as
causes leading to loss are scattered across publications. To address
this gap, we conducted a focus group (n=6) and an expert elicitation
study (n=25) following a three-round Delphi process with a hetero-
geneous group of blockchain and security experts from academia
and industry. We contribute the first systematic overview of threats
cryptocurrency users are exposed to and propose six overarching
categories. Our work is complemented by a discussion on how the
human-computer-interaction community can address these threats
and how practitioners can use the model to understand situations in
which users might find themselves under the pressure of an attack
to ultimately engineer more secure systems.

CCS CONCEPTS
• Human-centered computing → Empirical studies in HCI ; • Se-
curity and privacy → Usability in security and privacy; • Applied
computing → Digital cash.

KEYWORDS
cryptocurrency, blockchain, threat model, user-centered, hci
ACM Reference Format:
Michael Fröhlich, Philipp Hulm, and Florian Alt. 2021. Under Pressure. A
User-Centered Threat Model for Cryptocurrency Owners. In 2021 4th Inter-
national Conference on Blockchain Technology and Applications (ICBTA 2021),
December 17–19, 2021, Xi’an, China. ACM, New York, NY, USA, 12 pages.
https://doi.org/10.1145/3510487.3510494

1 INTRODUCTION
There are more than 73 million Bitcoin wallets [12], over 10, 000
different cryptocurrencies with a combined market capitalization of
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over 1.3 trillion USD (8.4 trillion CNY). With 640 billion USD (4.1 tril-
lion CNY), corresponding to 47% of the total market capitalization
[9], Bitcoin [36] is inarguably the most prevalent cryptocurrency.
While researchers and practitioners see great potential in several
areas for the technology behind cryptocurrencies – blockchain
– [6], the rapid growth in popularity and invested capital is ac-
companied by frequent reports of global scams, hacked exchanges,
and tales of cryptocurrencies lost forever. Scientific publications
have started to investigate these challenges both from a user- and
technology-centric perspective. Multiple publications investigate
security and privacy practices of users [15, 16, 20, 29]. Presenting
the first quantitative account, Krombholz et al. report that 22% have
already lost cryptocurrency, most of them due to human failure
[29]. Mai et al. explore mental models of cryptocurrency users and
potential threats they are aware of [32]. Reddy et al. argue that cryp-
tocurrencies are both a tool and a target for crime [39], and Saad
et al. take a technology-centric approach and explore the attack
surface of blockchain [40]. While these contributions are valuable
on their own, we still lack a systematic overview of threats cryp-
tocurrency end-users may face. To address this gap, we conducted
an expert elicitation study to develop and validate a user-centered
threat model for cryptocurrency owners. Building on a focus group
(n=6) and existing literature, we developed a first version of the
threat model and iteratively refined and validated it in a three-round
Delphi process [11] with 25 experts. To include a broad set of per-
spectives, we recruited experts from industry and academia from
the fields of security, usability, cryptocurrency, and blockchain. The
proposed model comprises six categories of threats: (1) Acciden-
tal Threats, (2) Privacy Threats, (3) Physical Threats, (4) Financial
Fraud Threats, (5) Social Threats, and (6) Technical Threats. To
ensure the practical relevance of the model, we collected examples
of real-world incidents and discussed both practical relevance and
potential mitigation strategies for each threat. Our work comple-
ments existing empirical research on privacy and security practices
by providing the first threat landscape in which cryptocurrency
users find themselves in. We discuss how the presented threats
can be addressed by the human-computer-interaction community
and draw up directions for future research. We expect that the
proposed model will present itself as a valuable tool for researchers
and practitioners to discuss security challenges of cryptocurrency
systems — both from a technical and user-centered perspective —
and ultimately contribute to the development of usable and secure
cryptocurrency systems.
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2 BACKGROUND
Our work builds on several strands of research, most notably from
the field of usable information security and human-centered re-
search on cryptocurrency applications.

2.1 Cryptocurrency and HCI
Blockchain has received much attention in recent years. In their
ICBTA’18 survey paper, Chen et al. highlight cryptocurrency as the
most active area blockchain finds application in, despite increasing
interest in other areas [6]. With increasing adoption, the Human-
Computer-Interaction (HCI) community has slowly started to take
interest in research on cryptocurrency systems [13, 18, 19]. Els-
den et al. present the first typology of blockchain applications for
human-computer-interaction. They identify fundamental human
challenges related to financialization, procedural trust, algorith-
mic governance, and the front-end interactions and call on the
HCI community to address these topics to help link the design of
blockchain applications with the lived experience of people [13].
Several studies have investigated the experiences of cryptocurrency
users, primarily at the example of Bitcoin [20, 23, 27, 29, 41, 48].
Most research is of qualitative nature — one exception being a
quantitative study with 990 Bitcoin users by Krombholz et al. who
report that 22.5% of respondents had lost Bitcoins at least once. The
majority of incidents was caused by user mistakes (43.2%), followed
by hardware failure (25.6%), software failure (24.4%), and security
breaches (18%). More recently, Abramova et al. provide empirical
evidence of risk perceptions of 395 crypto-asset users [1]. Reports
from industry are consistent with these findings. The Foundation
for Interwallet Interoperability (FIO) surveyed 231 cryptocurrency
users and report that 18% of respondents had lost cryptocurrency
due to user errors in 2018; 6% fell victim to a phishing or man-
in-the-middle attempt [17]. Given the high number of incidents
caused by users, it is fair to assume that handling cryptocurrencies
remains a complex task. While blockchain enables trustless transac-
tions, cryptocurrency systems are arguably not purely technical but
socio-technical systems that still require trust between actors [4].
The role of trust in the context of Bitcoin has been addressed from
different directions [4, 21, 31, 41, 42]. Sas and Khairuddin find that
the "risk of insecure transactions" dealing with "dishonest traders’
are fundamental trust challenges for Bitcoin users. Hence, trust
between actors is necessary for the adoption of cryptocurrencies
systems [42]. This, however, opens the door for attackers exploiting
ill-placed trust of users. A recent exploration of mental models
of cryptocurrency users by Mai et al. reveals that misconceptions
among users are common and provide a breeding ground for both
user errors and security and privacy threats [32].

2.2 Threat Modeling
Threat Modeling is a security engineering practice concerned with
the identification of possible threats to a system — regardless of
whether they can be exploited — to develop realistic and mean-
ingful security requirements. Threat models should be developed
following a systematic approach to avoid that areas of the potential
attack space are left uninvestigated [35]. Adam Shostack describes
threat modeling as a 4-step process, each step aimed at answering a
specific question [45]: (1) What are you building? (2) What can go

wrong once it is built? (3) What should we do about those things
that can go wrong? (4) Did you do a decent job of analysis?

The work presented in this paper focuses on questions (2), (3),
and (4) — taking a systematic approach to enumerate existing
threats, discussing possible mitigation strategies, and evaluating the
resulting model with the help of experts. Between disciplines, there
are different definitions of what constitutes a threat. Human errors
have been recognized as a significant issue for information system
security in general [24] and were shown to be especially relevant
in the context of cryptocurrencies [28]. While the intuitive notion
might be to presume an attacker’s presence, we include accidental
sources of risk. We do so building on the definitions by Im and
Baskerville as well as the Internet Engineering Task Force (IETF),
which defines threats as both intentional and accidental sources
of risk [24, 44]. Threat modeling is typically approached in one of
three ways: asset-centric, attacker-centric, or software-centric [38].
Different methods to organize threats have been proposed in litera-
ture. STRIDE organizes threats into six classes based on the type of
attack: Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, and Elevation or Privileges [46]. PASTA provides
an extensive risk-centric framework to threat modeling [47], more
suited to larger corporations [38]. More recently, Potteiger et al.
proposed a method to merge attack and software-centric threat
modeling [38]. Almashaqbeh et al. argue that traditional threat
modeling frameworks are not well-fitted to evaluate cryptocur-
rencies and propose ABC, a threat modeling framework focused
specifically on cryptocurrencies [2]. The human factor in infor-
mation security has been recognized for years [49] and previous
work argued to consider humans as "the most vulnerable part of
the system" [28]. While existing frameworks for threat modeling
have proven valuable to analyze technical systems, they are less
suited to understand threats end-users themselves are exposed to.
To account for the socio-technical nature of cryptocurrency sys-
tems, a different approach is needed. Recent work by Anell et al.
explores how end-users’ perceptions of threats and countermea-
sures differ from experts’. They followed an inductive approach to
move beyond technology or topic-specific understanding of users’
perceptions of security measures and consider "general threats that
users face in the Internet ecosystem" [3]. We build on their approach
and consider such general user threats in this work. Myagmar et
al. argue that a systematic threat modeling process is needed to
ensure that the developers, not the attackers, discover vulnerabili-
ties to exploit [35]. As a foundation for such a process, we argue
that a general model of cryptocurrency threats is needed to help
developers address them before attackers do.

2.3 Cryptocurrency Security and Threats
The security and potential threats of cryptocurrency and blockchain
systems are an active subject of research in different domains.
In their 2018 Blockchain Threat Report, McAfee leads with the
statement "Blockchain, a Revolutionary Basis for Decentralized On-
line Transaction, Carries Security Risks". Their reports structures
blockchain attacks into Phishing, Malware, Implementation Vulner-
abilities, and Technology Attacks. They further highlight cryptocur-
rency exchanges as highly attractive targets for cybercriminals [33].
Reddy and Minnar discuss cryptocurrencies from the perspective
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of criminology as both a tool and target for cybercrime and present
five classes of attacks: Hacking, Phishing, Malware, Cyber Extortion
and Ransomware, and Scams and Ponzi Schemes. Several publica-
tions investigate technical threats of cryptocurrency systems. Saad
et al. take a technology-centric approach exploring the attack sur-
face, attacks, and countermeasures of public blockchains [40]. In a
similar fashion, Cheng et al. provide an overview of security threats
and possible defense mechanisms of blockchain systems. They or-
ganize threats along different layers of the blockchain architecture:
Data Layer Threats, Network Layer Threats, Consensus Layer Threats,
Incentive Layer Threats, Smart Contract Threats, and Application
Threats [7]. Fabian et al. list security/ privacy risks of cryptocur-
rency systems and potential technical measures against them. They
complement their analysis with a survey of 125 active Bitcoin users,
measuring awareness and adoption security and privacy practices.
They report low adoption of most security measures and argue for
increasing awareness and improving the usability of existing secu-
rity measures to promote adoption [16]. Sayeed et al. focus their
research on the classification of smart contract attacks and protec-
tions. They structure attacks in Malicious Attacks, Weak Protocol,
Defraud, and Application Bugs and further outline common attack
techniques and security analysis tools [43]. Market and price manip-
ulation of cryptocurrencies is another area addressed by research.
Gandal et al. showed that suspicious trading activity — likely by a
single actor — drove the Bitcoin price from USD 150 to USD 1000 in
2013, concluding that cryptocurrency markets remain vulnerable
to manipulation [22]. Common market manipulations in the cryp-
tocurrency space are Pump & Dump schemes. Organized groups
artificially inflate the price of a currency by coordinatedly spreading
misinformation – often facilitated by social media – before selling
their coins at the height of the course. Kamps and Kleinberg’s anal-
ysis revealed 920 suspicious Pump & Dump events over a period
of 20 days [26]. Mirtaheri et al. combine data from social media
channels to detect Pump& Dump scams as they unfold and predict
thei success [34]. This emerging body of research highlights the
importance of understanding the threat landscape of cryptocurren-
cies. Previous work largely focuses on technical threats and market
dynamics but misses out on user-centered threats such as human
error and social engineering. To develop the model presented in
this paper, we build on the existing literature on cryptocurrency
threats and connect them to the users’ lived experiences with cryp-
tocurrencies. Thus, the results presented in this paper will help
practitioners to consider user threats more comprehensively and
aid the development of more secure and usable applications.

2.4 Summary
Drawing from previous research, we can extract insights guiding
the research presented in this paper. Cryptocurrency systems are
socio-technical systems that remain complex to use. Misconcep-
tions among users are common, making them an attractive target
for criminals, using a broad range of different attacks. Additionally,
human error is a frequent reason for the loss of cryptocurrencies,
even if no intentional attacker is present. The purpose of threat
modeling is to systematically identify and organize threats so they
can be addressed. However, existing research on blockchain secu-
rity and threats focuses on technical aspects and does not consider

the user as a central part of the system. Consequently, research
currently lacks a comprehensive understanding of the threat land-
scape relevant for cryptocurrency users. With this work, we aim to
close this gap and provide the first systematic account of threats
cryptocurrency users might find themselves exposed to.

3 METHOD
We first conducted a focus group with six cryptocurrency and
security experts to construct an overview of the relevant threat
landscape. Building on the focus group and related literature, we
developed the initial version of the threat model. We then conducted
an expert elicitation study following a three-round Delphi process
[8] with 25 experts to iteratively validate the model. Figure ??
provides an overview of our approach.

3.1 Participant Recruiting
We recruited experts from academia and industry from the fields of
blockchain, cryptocurrency, usability, security, and software engi-
neering. Participants were recruited using the professional network
of the authors and public lists of validated European blockchain ex-
perts1. We specifically looked for experts who previously published
peer-reviewed research articles in relevant fields or professionally
worked with blockchain or cryptocurrency. We were rigorous not
to accept experts not meeting at least one of these criteria, resulting
in a panel of 25 experts for the Delphi study.

3.2 Focus Group
To obtain an initial understanding of the threat landscape for cryp-
tocurrency users we carried out a 115-minute-long focus group
with 6 experts. The workshop was conducted remotely using Zoom
and Miro, a web-based collaborative board. Together with existing
research, the discussion of the focus group built the foundation for
the development of the initial version of the threat model.

3.3 Delphi Study
To iteratively validate the threat model, we used a three-round,
survey-based Delphi process. The Delphi method is a well-established
qualitative approach for achieving consensus among experts through
an iteratively steered dialog [11, 25]. A panel size between 15 and
30 experts [8] with a total of three rounds [30] is recommended.
Between August 19th and September 6th, 2020, we sent out three
weekly questionnaires presenting the model. Experts were asked
to provide their opinions within 5 days, after which their feedback
was integrated into the next iteration. The updated model and the
anonymized comments served as input for the subsequent round.
To iterate and validate the model, experts were asked to provide
their opinion along the following dimensions: (1) Soundness: Does
the categorization make sense? (2) Completeness: Are threats miss-
ing? (3) Relevance: How relevant are the threats in practice? (4)
Countermeasures: How can these threats be best addressed? In
each round, we distributed the entire threat model. In addition to
questions on the model in general, we followed the approach used
by Emami et al. [14] and split the model into four buckets to ask
for detailed feedback on the specific categories and threats while

1https://blockpool.eu/experts/ (last accessed 2021-06-29)
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Figure 1: The threat model was developed in five steps. First, we conducted a focus group (n=6). Second, we combined the
outcomes with existing research on cryptocurrency threats into the first version. Third, in steps 2-4, we used a three-round
Delphi process (n=25) to validate and iterate the model before consolidating the collected information into a final step.

minimizing survey fatigue [5]. Experts were randomly assigned to
one bucket in the first round and then rotated in the subsequent
rounds to collect a broad set of opinions. At the end of each survey,
we provided room for experts to voice their opinion on categories
they were not assigned to in the respective round. In total, 25 ex-
perts participated in the study, of which 22, 23, and 20 filled out
the survey in the respective rounds. After the third iteration the
model was consolidated into its final version. No major changes
were necessary in this last step.

3.4 Limitations
We conducted our research intending to provide a thorough record
of threats relevant to cryptocurrency users. However, we cannot
claim general exhaustiveness, as the field of cryptocurrency sys-
tems and their underlying technical implementation is constantly
evolving. We limited the scope to threats relevant to end-users
and applicable for cryptocurrencies in general. Threats related to
specific technical implementations of cryptocurrencies are not cov-
ered. To assess potential vulnerabilities related to the consensus
mechanism and infrastructure layer of specific cryptocurrencies,
a case-by-case analysis is necessary. Through the conversations
with the experts in our panel, we noticed additional risks of cryp-
tocurrency ownership beyond the scope of our research — e.g. legal,
regulatory, and governance risks — but are still worth considering
by anyone thinking about dealing with cryptocurrencies.

4 RESULTS
This section presents a comprehensive overview of threats that
affect cryptocurrency users. We propose six categories and describe
threat agents, possible consequences, and countermeasures for each
threat. We first provide a brief overview of threat categories, threat
agents, and potential consequences and then describe each category.

4.1 Threat Model Overview
We propose the six categories of threats that are relevant for cryp-
tocurrency users.
(1) Accidental Threats: Accidental threats describe risks due to

human error or omission, unintended equipment malfunction,
or natural disaster.

(2) Privacy Threats: Privacy threats affect the correlation of pub-
lic transaction data and information from additional sources —
i.e., social media, data leaks — to obtain personal data about the
victim.

(3) Physical Threats: Physical threats concern attacks against
people and their possessions — i.e., storage devices.

(4) Financial Fraud Threats: Financial fraud threats concern the
systematic manipulation of cryptocurrency markets, emerging
from their unregulated nature.

(5) Social Threats: Social threats exploit the social nature of hu-
mans, i.e., their trust in other people and organizations.

(6) Technical Threats: Threats arising from the technologies used
to interact with cryptocurrency systems

4.1.1 Threat Agents. We build on the generic set of threat agents
proposed by the Open Web Application Security Project (OWASP)
[37]. The descriptions below are verbatim quotes from Adam Shostack’s
Threat Modeling: Designing for Security, pages 478 - 479 [45].

• Non-Target Specific: Non-Target Specific Threat Agents are
computer viruses, worms, trojans, and logic bombs.

• Employees: Staff, contractors, operational/ maintenance person-
nel, or security guards annoyed with the company.

• Organized Crime and Criminals: Criminals target informa-
tion that is of value to them, such as bank accounts, credit cards,
or intellectual property that can be converted into money. Crimi-
nals will often make use of insiders to help them.

• Corporations: Corporations who are engaged in offensive in-
formation warfare or competitive intelligence. Partners and com-
petitors come under this category.

• Human (Unintentional): Accidents, carelessness
• Human (Intentional): Insider, outsider
• Natural: e.g. flood, fire, lightning, meteor, earthquakes

4.1.2 Potential Consequences. The following list of potential con-
sequences highlights the potential damages to the cryptocurrency
users if the threats materialize. Not all consequences lead to loss of
cryptocurrencies directly.

• Disclosure of Personal Data: Private data about the victim
becomes available to the attacker.

• Complete Loss of Cryptocurrency: The victim loses access to
their entire cryptocurrencies in their wallet.

• Partial Loss of Cryptocurrency: The victim partially loses
access to their cryptocurrencies — i.e., one transaction.

• Temporary Loss of Access: The victim temporarily loses access
to their cryptocurrency, or transactions are deferred.

• Endangered Personal Health: The health of the victim is en-
dangered.

• Loss of Reputation: The reputation of the victim (pseudony-
mous / virtual / real identity) is damaged.

• Reduction of Value: The relative value of the victim’s cryp-
tocurrency is reduced — i.e. it is worth less.
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4.2 Accidental Threats
Accidental threats describe risks due to human error or omission,
unintended equipment malfunction, or natural disasters. Items in
this category do not have an intentional attacker. We can distinguish
the following threats:

4.2.1 Erroneous Recording of Access Credentials. Access creden-
tials — i.e., passwords, mnemonics, private keys — are recorded
incorrectly, rendering the wallet and the associated cryptocurren-
cies inaccessible at a later time.
• Threat Agents: Human, Unintentional
• Consequences: Complete Loss of Cryptocurrency
• Countermeasures: Access credentials — i.e., mnemonics — should

be verified immediately after recording them. This process might
also be supported through the design of applications that require
such a check.

4.2.2 Loss of Access Credentials. Access credentials — i.e., pass-
words, private keys, mnemonics, and other forms of backups — are
recorded correctly but stored inadequately, ultimately being lost.
Inadequate storage includes not storing access credentials, failing to
consider hardware breakdown or catastrophes. We can distinguish
the following sub-forms:
• Forgetting Access Credentials: Access credentials — i.e. wallet

passwords, cold wallet pins – are not noted down and forgotten
over time. This includes forgetting the location of a storage device
if stored in a ‘secret‘ place.

• Accidental Destruction: Access credentials are destroyed by
accident by the users — i.e., overwriting a wallet.dat file, format-
ting a hard drive, or throwing the storage medium away.

• Equipment Breakdown: The hardware on which the access
credentials are stored breaks down due to a technical failure,
without accessible secondary backups in place.

• Destructive Catastrophes: Access credentials are lost due to
natural catastrophes or ‘acts of god‘ — i.e. fire, flooding, meteors.
All sub-forms of this threat share the following characteristics:

• Threat Agents: Human (Unintentional), Natural
• Consequences: Complete Loss of Cryptocurrency
• Countermeasures:

– Novice users without the technical knowledge or motivation to
deal with key management can resort to trustworthy custodial
platforms that allow account recovery mechanisms through,
e.g., government-issued identification.

– Users comfortable with key management should backup their
keys in a redundant manner. Digital backups should be stored
on physically different devices, and analog backups should
be stored in spatially different locations. Backups should be
secured through access control — e.g., device passwords, bank
deposit boxes. If physical access control is not available, a
mnemonic can be split into three pieces so that two pieces
suffice to recover the key.

– For professional users handling large sums, advanced infras-
tructure (hardware security modules, multi-signature-based
quorum controls, etc) might be a viable option. Utilizing third-
party providers for advanced governance and/or insurance
might provide additional security; e.g. Ledger’s Vault platform
or Coinbase Custody.

4.2.3 Erroneous Transaction. Erroneous Transactions are slips when
executing a transaction. Colloquially they are also known as Fat
Finger or Gold Finger Transactions. We distinguish the following
sub-forms:
• Misspelled Address: Entering an incorrect but valid receiver

address. The transaction is sent to a burned or foreign address
without any way to reverse it.

• Misspelled Amount: Entering an incorrect amount. More than
intended is sent to the destination address.

• Misspelled Fees: Entering incorrect transaction fees. Fees are
awarded to the miner with no way to recover them.
All sub-forms of this threat share the following characteristics:

• Threat Agents: Human (Unintentional)
• Consequences: Partial Loss of Cryptocurrency
• Countermeasures:

– Users should compare every transaction thoroughly before
committing them.

– Developers should design user interfaces to make it easy to
catch fat finger transactions. Developers should (1) make it
easy to compare addresses, (2) warn about high transactions
(compared to the transaction history of the user), and (3) warn
about unreasonably high transaction fees.

4.3 Privacy Threats
Pseudonymity or anonymity are central features to popular cryp-
tocurrencies. Privacy threats affect the correlation of public trans-
action data and information from additional sources — i.e., social
media, data leaks — to obtain personal data about the victim. The
exploitation of privacy threats on their own does not directly lead to
the loss of cryptocurrency but might enable further attacks. Within
this category, we can distinguish and define the following threats:

4.3.1 De-Anonymisation. De- Anonymisation describes the analy-
sis of existing digital artifacts — transactions, social media, etc. —
in an effort to find the virtual or real-world identity of a person or
company owning cryptocurrencies. For example, attackers might
learn about the amount of the cryptocurrency, correlated wallets,
and all the victim’s past transactions. This information could be
used as a stepping stone to launch further attacks.
• Threat Agents: Organized Crime and Criminals
• Consequences: Disclosure of Personal Data
• Countermeasures: Users can mitigate the risk of De-Anonymisation

by (1) not publishing cryptocurrency addresses on the internet,
(2) using cryptocurrencies that offer privacy-by-design (e.g., Mon-
ero, Zcash), or (3) using mixing services (e.g., Wasabi). However,
to avoid De-Anonymisation completely, users need to acquire
a thorough technical understanding of the privacy properties
different cryptocurrencies offer.

4.3.2 Dusting Attack. A dusting attack involves unsolicitedly send-
ing negligibly small amounts of cryptocurrency to a large pool of
cryptocurrency addresses. By observing subsequent transactions
on how these unspent transactions outputs (UTXOs) are combined,
the attacker can correlate different wallet addresses controlled by
one user. The goal of a dusting attack is to eventually link the dusted
addresses to the owner’s identity.
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• Threat Agents: Organized Crime and Criminals, Corporations
• Consequences: Disclosure of Personal Data
• Countermeasures: Victims of a dusting attack can either freeze

the UTXOs received as part of the dusting attack or transfer all
non-dusted UTXOs to a completely new wallet. Defense against
dusting attacks requires substantial awareness of one’s account
balances. Most users should be fine accepting the risk.

4.3.3 Tainted Coin Attack. An attacker in possession of cryptocur-
rencies obtained through criminal activity knowingly transfers
these tainted coins to a victim to correlate the victim and their
wallet addresses with the crime.

As a result, the victim’s existing coins in their wallets could
become less fungible — i.e., certain exchanges do not accept them
anymore — and the victim themselves might become subject to a
criminal investigation.
• Threat Agents: Organized Crime and Criminals
• Consequences: Loss of Reputation, Partial Loss
• Countermeasures: As the attack requires knowledge about the

victim, keeping user information private is critical. Once affected,
tainted coins can be sent back to the sender or mixing services
may be used to clean tainted coins.

4.3.4 Identity Theft. Know-Your-Customer (KYC) policies require
custodial exchanges to inquire about the real-world identity of
customers. The information a victim discloses to the exchange or
third-party KYC provider is a valuable target for attackers that could
be resold, utilized to launch targeted attacks, or used to assume the
victim’s identity.
• Threat Agents: Organized Crime and Criminals, Human (Inten-

tional)
• Consequences: Disclosure of Personal Data
• Countermeasures:

– Instead of using centralized exchanges, cryptocurrency can be
bought via P2P exchanges that do not require users to undergo
a KYC process.

– For centralized exchanges, reducing the amount of information
shared — e.g., using a drivers’ license instead of an ID — can
lower the risk exposure.

4.4 Physical Threats
Physical threats concern potential attacks against people and their
possessions — i.e., storage devices, laptops, data centers. Threats
under this category have an intentional attacker and are not unique
to cryptocurrency users.

Criminals have targeted wealthy individuals before Bitcoin ex-
isted. However, they are relevant because people known to own
cryptocurrencies have been increasingly targeted for exactly that
reason. Within this category, we can distinguish the following
threats:

4.4.1 Theft. Theft of physical items — i.e., laptop, mnemonic codes
— with the aim to get access to cryptocurrencies. Theft can either
be a crime of opportunity or targeting a specific user.
• Threat Agents: Organized Crime and Criminals, Human (Inten-

tional)
• Consequences: Complete Loss of Cryptocurrency

• Countermeasures:
– As with any valuable goods and holding valid for all privacy

threats listed within this category, physical access protection
will provide a first layer of defense.

– Backups stored in the form of mnemonics can be secured by
a passphrase to prevent illegitimate access to the assets. This
method is commonly referred to as ‘the 25th word‘.

– Storing the backup mnemonics as separate parts - where a
subset is sufficient to recover the full backup - in different
locations can help distribute the risk.

– For digital storage devices, access protection through mech-
anisms like disk encryption is advisable. Upon theft of such
an item, transferring funds to a newly created wallet can offer
additional protection.

4.4.2 Vandalism. Vandalism refers here to the purposeful destruc-
tion of a victim’s computer system and/or physical backups of their
access credentials to render their cryptocurrencies inaccessible.
• Threat Agents: Organized Crime and Criminals, Human (Inten-

tional), Human (Unintentional)
• Consequences: Complete Loss of Cryptocurrency, Loss of Rep-

utation
• Countermeasures:

– Novice users with small funds and limited technical knowledge
may resort to custodial wallets or exchanges.

– Advanced users comfortable with key management can resort
to redundant systems and backups.

4.4.3 Extortion. Extortion refers here to using threats or force to
the disadvantage of the victim, coercing them to pay the attacker
off with cryptocurrency.
• Threat Agents: Organized Crime and Criminals, Human (Inten-

tional)
• Consequences: Complete Loss of Cryptocurrency, Endangered

Personal Health
• Countermeasures: By having a decoy wallet with a limited

set of funds in it, owners can distribute their risk. Some wallets
provide this feature — the popular hardware wallet Ledger allows
users to set up wallets with two valid PINs, each unlocking a
different account behind it.

4.4.4 Abduction. The abduction of a person – oftentimes targeting
publicly known cryptocurrency owners – to demand ransom for
their release.
• Threat Agents: Organized Crime and Criminals, Human (Inten-

tional
• Consequences: Complete Loss of Cryptocurrency, Endangered

Personal Health
• Countermeasures: Insurance against abduction (and other phys-

ical risks mentioned before) might be a complementary option
for wealthy users to reduce the potential financial risk.

4.5 Financial Fraud Threats
Financial fraud threats concern the systematic manipulation of
cryptocurrency markets, emerging from their unregulated nature.
If exploited financial fraud threats do not necessarily result in a
loss of cryptocurrencies but in a loss of value for the victim. These
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threats are risks of any unregulated free market. Other financial
markets like the stock market are also vulnerable, but regulatory
bodies outlaw these practices. In this category, we distinguish the
following threats:

4.5.1 Pump & Dump. Pump and Dump schemes work by artifi-
cially increasing the price of a cryptocurrency while at the same
time creating excitement on social media as prices surge. Once
enough victims buy into the surging cryptocurrency, the attackers
sell their shares, causing the prices to drop.
• Threat Agents: Organized Crime and Criminals
• Consequences: Reduction of Value
• Countermeasures:

– Speculative trading in unregulated markets comes with the
inherent risk that organized groups manipulate the market to
their favor. As individual user, investments into cryptocurren-
cies should be long-term and technology-focused. Users who
engage in speculative trading would do best to inform them-
selves thoroughly about the involved risks. This mitigation
strategy generally applies all further financial threats below.

– To avoid falling victim to Pump & Dump schemes, users should
be aware of them and avoid panic buy or sell actions.

4.5.2 Short & Distort. Short and Distort schemes work by artifi-
cially causing a price drop by spreading negative rumors on social
media. Attackers earn profits by ‘shorting‘ the cryptocurrency prior
to the attack.
• Threat Agents: Organized Crime and Criminals
• Consequences: Reduction of Value
• Countermeasures: see Pump & Dump countermeasures

4.5.3 Short/Long Hunting. Exchanges with large amounts of as-
sets could buy/ sell themselves to create price jumps that in turn
trigger short/long positions to liquidate. Exchanges would know
which prices will trigger liquidations and would have the financial
incentive to do so, as they earn on trading fees.
• Threat Agents: Organized Crime and Criminals, Corporations
• Consequences: Reduction of Value
• Countermeasures: Avoid centralized exchanges and specula-

tive trading.

4.5.4 Rinse & Repeat. Whales — entities that control a significant
amount of a specific cryptocurrency — can use their assets to cause
sudden price jumps. A common tactic of whales is to cause a price
drop by creating sale orders below market price, indicating falling
prices and triggering panic sales. Once prices are low, the whale
buys back the cryptocurrency at a profit.
• Threat Agents: Human (Intentional), Corporations, Organized

Crime and Criminals
• Consequences: Reduction of Value
• Countermeasures: Avoiding speculative trading (see above)

4.5.5 Fake Walls. The aforementioned whales can also create a
large buy or sell orders, building a ‘wall‘ that causes the price to rise
or fall. Other users follow the trend and issue even higher/ lower
buy/sell orders. However, right after creating the orders, the whale
simply cancels them and fulfills the higher/ lower orders placed by
the victims.

• Threat Agents: Human (Intentional), Corporations, Organized
Crime and Criminals

• Consequences: Reduction of Value
• Countermeasures: Avoiding speculative trading (see above)

4.5.6 Insider Trading. Without regulatory protection in place, in-
siders may use their access to privileged non-public information
to their advantage. For example, employees of major exchanges
or token creators can use information about a future listing on a
popular exchange to benefit from the increase of the price following
the public announcement.
• Threat Agents: Human (Intentional), Corporations
• Consequences: Reduction of Value

4.6 Social Threats
Social threats exploit victims’ trust. We differentiate between Social
Engineering, using psychological manipulation to convince people
to perform actions or disclose confidential information, and the
Platform Risk, putting trust into a third party that misuses the trust
placed in them. Within this category, we distinguish the following
threats:

4.6.1 Scams. We define ‘Scams‘ as all forms of threats that trick the
user into committing resources — fiat money, cryptocurrency — to
a fraudulent cause. Within this threat, we distinguish the following
sub-forms:
• Fraudulent Exchange (Exit Scam): Fraudulent Exchange Scams

refer to exchanges/ custodial wallets that are created with the
aim to steal the user’s cryptocurrencies at a later point.

• Fraudulent Cryptocurrency Scam: Fraudulent Cryptocurrency
Scams convince a large number of victims to invest in the alleged
cryptocurrency based on fraudulent promises. Examples are (1)
Ponzi Schemes, (2) Pyramid Schemes, (3) Fake ICOs, (4) Fake
Cryptocurrencies named after existing companies or projects.

• Transaction Scam: Transaction Scams trick the victim into
sending cryptocurrencies while never providing the promised
service in return. Examples of transactions scams are (1) fake
token sales from private people, (2) local bitcoin sales, and (3)
malicious merchants who never deliver the promised goods.

• Impersonation Giveaway Scam: Impersonation Giveaway Scams
trick the victim by making them believe a famous/rich entity
gives away cryptocurrency for free. The victim is convinced to
send cryptocurrency to the attacker’s address, believing the sent
amount is being transferred back with a premium.

• Blackmail Scam: A scam making the user believe the attacker
has sensitive information about the victim — i.e., browser history,
video of the victim watching porn — which they will release
unless the victim pays a ransom. This kind of scam is often
combined with personal information about the victim to make
the threat more believable.
All sub-forms share the following threat characteristics:

• Threat Agents: Organized Crime and Criminals
• Consequences: Complete Loss of Cryptocurrency, Loss of Rep-

utation
• Countermeasures:

– Education of users on how to assess the legitimacy of claims
and common types of social engineering threats.
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– Avoiding offers that are ‘Too Good To Be True‘ or require to
complete an action under (time) pressure. If in doubt, users
should consult a trusted person and make use of a four-eye
principle.

– Browser extensions like EtherAddressLookup can provide ad-
ditional protection by offering warnings when browsing to
potential fraudulent websites.

4.6.2 Phishing Attacks. We define ‘Phishing Attacks‘ as all forms of
threats that trick the user into revealing sensitive information, e.g.,
passwords or private keys, to the attacker. Attackers use lookalike
copies, e.g., of exchanges, to trick the user into revealing their
access credentials to take over their original account. Attackers
likely deploy established phishing strategies to do so. Within this
threat, we distinguish the following sub-forms:
• E-Mail Phishing: Attackers sending emails, impersonating a

trustworthy source with the goal of stealing personal information
from the victim. E-Mail phishing might redirect users to phishing
websites, trick them into revealing their keys or mnemonics or
download manipulated wallet software.

• Ad Phishing: Attackers use ads on search engines and/or social
media to redirect the victim to a phishing site.

• Social Media Phishing: Direct messages on social media chan-
nels (i.e., Twitter, Facebook) or private forums (i.e., Slack, Tele-
gram) redirecting the victim to a phishing site.

• Voice Phishing: Voice phishing refers to phishing through social
engineering attacks via phone. Oftentimes attackers impersonate
global brands and trusted agencies such as Microsoft or the IRS
(US Tax office).

• SMS Phishing (SMiShing): Attackers using mobile phone text
messages (SMS) to lure victims into immediate action, such as
downloading mobile malware, visiting a malicious website, or
calling a fraudulent phone number.

• Spear-Phishing: Targeted Phishing of individual cryptocur-
rency owners with the aim to gain control of their cryptocurren-
cies using any of the above methods.
All sub-forms share the following threat characteristics:

• Threat Agents: Organized Crime and Criminals, Non-Target
Specific

• Consequences: Complete Loss, Disclosure of Personal Data
• Countermeasures:

– General skepticism towards any communication from plat-
forms that were not initiated by the users, together with edu-
cation of users on how to assess the legitimacy of claims, build
a first step to mitigate social threats.

– As mentioned before, trustworthy browser extensions can
provide additional protection.

– For custodial exchanges, users should ensure to access the
platform directly via their URL - avoiding detours via links,
search engines, or social networks - and to have two-factor-
authentication with a secure passphrase in place.

– For users comfortable handling their own keys, cold storage
solutions provide additional security.

4.6.3 Platform Risk. Platform risk refers to centralized platforms
— i.e., exchanges or custodial wallets — not following local laws
and regulations and restricting individuals from accessing, sending,

or receiving cryptocurrencies. Centralize services could decide to
(1) close or block an account, (2) restrict the ability to send transac-
tions, (3) restrict the ability of other users on the platform to send
transactions to an address, or (4) remove access to the keys of a
specific account.
• Threat Agents: Corporations, Employees
• Consequences: Complete Loss of Cryptocurrency, Temporary

Loss of Cryptocurrency, Disclosure of Personal Data
• Countermeasures: Users should not rely on one single platform,

backup and own the keys to their cryptocurrencies.

4.7 Technical Threats
Threats arising from the technologies used to interact with cryp-
tocurrency systems. We focus on threats in the application layer,
those that affect how the user interacts with the system, and pur-
posefully exclude threats in the underlying infrastructure layer,
consensus layer, or threats specific to certain cryptocurrency im-
plementations. Within this category, we distinguish the following
threats:

4.7.1 Malware. Malware refers to malicious computer software. In
the context of cryptocurrency threats, it refers to software that runs
on the victim’s system without their knowledge to gain access to
their asset/ cryptocurrencies. Within this threat, we can distinguish
the following sub-forms:
• Wallet/ Key Extraction Malware: Wallet/ Key Extraction mal-

ware steals the private keys directly or the wallet repository — i.e.,
‘wallet.dat‘ file — for later encryption from the victim’s system.

• Transaction Manipulation Malware: Transaction Manipula-
tion Malware manipulates single transactions to redirect them to
the addresses under the control of the attacker – i.e., a ‘Clipboard
Hijacker‘ malware listening for cryptocurrency addresses to be
copied and replacing them with the attacker’s address.

• Credential Extraction Malware: Credential Extraction Mal-
ware steals access credentials of the user — i.e. a keylogger lis-
tening for password entry on Coinbase or other websites.

• Ransomware: Ransomware encrypts the victim’s data — i.e.,
their wallet — and demands ransom for decrypting it.
All sub-forms share the following threat characteristics:

• Threat Agents: Organized Crime and Criminals, Non-Target
Specific

• Consequences: Complete Loss of Cryptocurrency, Disclosure
of Personal Data

• Countermeasures:
– For custodial wallets, two-factor authentication can provide

additional security in case a device is compromised.
– For software wallets on internet-connected devices (hot wal-

lets), users should make sure to use a secure passphrase.
– Increasingly large funds, especially when stored for a long

time, should be moved to cold wallets.
– Wallets should be backed up in a separate secure way, i.e., not

on the same device.
– Transactions should be checked carefully for their correctness

before submitting them. Developers of wallets should make it
easy for users to perform these checks (e.g., compare addresses,
sent amount).
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4.7.2 Fraudulent Client Applications. Fraudulent Client Applica-
tions pretend to perform services for users but secretly manipulate
the output to the advantage of the attacker. Within this threat, we
distinguish the following sub-forms:
• Fraudulent Key/Wallet Generator: A Fraudulent Key/Wallet

Generator is a piece of hardware or software that creates a wallet
for the user while at the same time providing the attacker access
to the private keys, e.g., by pre-computing them. The victim
believes only they are in possession of the private keys, while
the attackers could at any time access the cryptocurrencies the
user stores in this wallet.

• Fraudulent Wallet: A Fraudulent Wallet software pretends to
be a secure client software to manage the cryptocurrency of
the victim. A Fraudulent Wallet may (1) send the private keys
to the attacker once the user imports an existing wallet or (2)
manipulate transactions sent by the users behind the scenes.

• Fraudulent QR Code Generator/ Scanner: A Fraudulent QR
Code Generator/ Scanner manipulates the encoded receiver ad-
dress, replacing the original address with the attackers.
All sub-forms share the following threat characteristics:

• Threat Agents: Organized Crime and Criminals, Non-Target
Specific

• Consequences: Complete Loss of Cryptocurrency, Disclosure
of Personal Data

• Countermeasures:
– Users should inform themselves whether a wallet software

appears to be trustworthy before using it.
– Wallet software should be downloaded only from trusted sources

and be verified for integrity.
– QR Codes should only be scanned or generated using the

trusted wallets directly, not via third-party applications.

4.7.3 Attacks on Third-Party Services. Attacks on Third-Party Ser-
vices do not target the user’s devices but services they may rely on.
Within this threat, we distinguish the following sub-forms:
• Online Exchange Hack: Attackers compromising a cryptocur-

rency exchange or custodial wallet that manages the cryptocur-
rencies of the user resulting in either (1) temporal inaccessibility
of the cryptocurrencies (e.g., DOS attack), (2) partial loss of the
cryptocurrencies managed by the exchange, or (3) complete loss
of the managed cryptocurrencies. A successful attack on an ex-
change is often accompanied by the affected exchange filing for
bankruptcy, making it increasingly difficult for users to regain
the funds.

• Block Explorer Manipulation: Manipulation of block explorer
platforms providing an interface to check the state of a blockchain
(e.g., Etherscan). Victims using the block explorer can be deceived
to believe a transaction has happened when it actually hasn’t,
being a steppingstone in a coordinated attack.

• SIM Swapping Attacks: Attackers port the victim’s telephone
number to their own SIM card by manipulating the telecom
provider. Often used as part of an account-takeover attempt to
break two-factor-authentication.
All sub-forms share the following threat characteristics:

• Threat Agents: Organized Crime and Criminals, Non-Target
Specific

• Consequences: Complete Loss of Cryptocurrency, Disclosure
of Personal Data

• Countermeasures:
– Before using an exchange, users should inform themselves

about the security measures they have in place. Large ex-
changes have started to adopt insurance policies that cover
the loss of customer funds.

– Web-based block explorers should best be accessed via TLS
connections, and users should pay attention to valid certificates.
In critical situations, checking transactions via different block
explorers might help to spot manipulation.

– Users can mitigate SIM Swapping attacks by securing their
telecom account with a secure password. Alternatively, to
using short messages as two-factor-authentication, they could
change to authenticator apps.

4.7.4 Smart Contract Threats. Smart Contract Threats concern
risks that arise from interactions with smart contracts. Users might
not be aware that they are dealing with a smart contract — e.g.,
when cryptocurrencies are, in fact, ERC20 tokens implemented on
the Ethereum blockchain. Within this threat, we can distinguish
the following sub-forms:
• Backdoor for Admin: A deliberate backdoor in the smart con-

tract that allows privileged users of the smart contract to with-
draw funds. Oftentimes, this functionality is hidden through
clever use of programming side effects that are not immediately
detected when inspecting the code.

• Honeypot Contracts: A honeypot is a smart contract that pre-
tends to leak its funds to an arbitrary user (victim), provided that
the user sends additional funds to it. However, the funds pro-
vided by the user will be trapped, and only the honeypot creator
(attacker) will be able to retrieve them.

• Unintended Smart Contract Vulnerabilities: Smart contracts
might contain technical vulnerabilities which may (1) allow at-
tackers to gain access to the contract’s funds or (2) cause un-
expected behavior leading to the loss of the contract’s funds.
Classifying common smart contract vulnerabilities is an active
field — i.e. https://dasp.co/.
All sub-forms share the following threat characteristics:

• Threat Agents: Organized Crime and Criminals, Human (Inten-
tional), Human (Unintentional)

• Consequences: Partial Loss of Cryptocurrency
• Countermeasures:

– Upfront checking that the smart contract has undergone a
white-glove security audit (security-review) by a reputable
security firm.

– Upfront checking whether the verified source code of the con-
tract can be found on a platform — e.g., Etherscan for Ethereum
Smart Contracts — and double-checking the code by the user.

4.7.5 Transaction Attacks. Transaction Attacks concern the manip-
ulation of transactions on the blockchain itself. The provided list
addresses the most common threats and does not claim exhaustive-
ness. Within this threat, we distinguish the following sub-forms:
• Majority Attack (51% Attack): The attacker gains control over

the majority of the resources limiting the consensus mechanism,
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allowing them to manipulate past transactions. These attacks be-
come more feasible the less popular the targeted cryptocurrency
is.

• Double Spending: An attacker broadcasts a transaction to the
blockchain — convincing the victim that the transaction was
issued — following up with a second transaction with higher
transaction fees which transfers the same funds to a different
address under the attacker’s control, causing the first transaction
to fail. The second transaction ‘overtakes‘ the original one.

• Flood Attack: The attacker issues a large number of transactions,
flooding the backlog of transactions waiting to be confirmed
(mempool) and delaying other transactions from being confirmed.
For the end-user, this results in unexpected long waiting times.

• Other Base Layer Attacks: Depending on the implementation
of specific cryptocurrencies, there are several additional threats
targeting the consensus layer, infrastructure layer (e.g., DDoS
attacks, NTP attacks), or network layer (e.g., routing and parti-
tioning attacks). These threats deserve a thorough investigation
on their own, which is outside of this project’s scope. We point
to recent research addressing this topic [7, 10, 40].
All sub-forms share the following threat characteristics:

• Threat Agents: Organized Crime and Criminals, Human (Inten-
tional)

• Consequences: Partial Loss of Cryptocurrency, Temporary Loss
of Cryptocurrency

• Countermeasures:
– Avoiding investment in unknown cryptocurrencies.
– Waiting for the recommended number of confirmations after a

transaction was included in the blockchain before considering
it as successfully sent.

5 DISCUSSION
We discuss the implications of our findings for usable security re-
search on cryptocurrency systems. While these implications are
valid primarily for cryptocurrencies, they may offer valuable in-
sights to understanding the threat landscape users face when in-
teracting with emerging blockchain applications in general. We
summarize our findings, discuss the relevance to the proposed
model, and propose design and research challenges for the HCI
community.

5.1 Summary
Our results indicate that cryptocurrency users find themselves un-
der the pressure of a broad and diverse range of threats. While
previous work has focused on the technical security of blockchain
systems, many of the threats users face are not of technical nature
but exploit users’ misconceptions or gullibility. To create both us-
able and secure applications, researchers and developers need to
acknowledge the socio-technical nature of cryptocurrencies and
account for the many threats not rooted on a technical level.

Understanding which threats exist is imperative to address them.
The model presented in this paper provides the first overview of
threats relevant to end-users. For researchers, it can serve as a
foundation to understanding the threat landscape, enabling a dis-
cussion on how to address it through human-centered research. For
practitioners building user-facing cryptocurrency systems, we see

twofold application: First, it can be used as a tool to evaluate how
existing applications support or impede users in recognizing poten-
tial threats. Second, it can be used as starting point to an application
specific threat modeling process to ensure completeness.

5.2 Relevance
We collected reports of incidents for all threats presented and
queried the expert panel for their assessment. In the third round
of the study, experts rated the practical relevance of each threat
category on a five-point Likert scale. From their responses, we
calculated a score by coding the answers as [-2, -1, 0, 1, 2], and
averaging their sums by the number of answers, resulting in a score
between -2 (not at all relevant) and 2 (highly relevant). Table 1
shows the calculated scores. All categories received positive scores,
indicating their practical relevance in the eyes of our panel. The
scores are also reflected in the qualitative responses of participants.
On the topic of Privacy Threats, one participant pointed out that
anonymity and consequently privacy are not inherent elements of
cryptocurrencies. Future regulatory developments might push back
on anonymity, and cryptocurrencies connected to the identity of
users might even be advantageous in some aspects. While these
are certainly interesting aspects for research — i.e., understanding
how the omission of anonymity would change user behavior —
we argue for the inclusion of Privacy Threats in the model. As the
overwhelming majority of today’s cryptocurrencies is designed to
be pseudonymous or anonymous, privacy remains an active subject
of research and concern of cryptocurrency users in practice.

In a similar fashion, Physical Threats deserve inclusion in the
model. While any wealthy individual can become an attractive
target for criminals, we have found several incidents where cryp-
tocurrency owners were specifically targeted. Thus, the reason for
including these threats in the model is not because they are unique
but because they are relevant for cryptocurrency users. We think
practitioners and developers should know that these threats have
evolved and exist in the cryptocurrency space — only then can they
think about whether and how they should be addressed.
Table 1: The relevance scores (-2=not at all relevant, 2=highly
relevant) for each threat category. All categories are consid-
ered relevant by the expert panel, with Privacy and Physical
Threats less strongly compared to the other categories.

Accidental Threats 1.60
Privacy Threats 0.75
Physical Threats 0.35
Financial Fraud Threats 1.45
Social Threats 1.45
Technical Threats 1.65

5.3 Design Challenges and Future Work
In this paper, we presented a first look at potential countermea-
sures to deal with threats. However, it is unclear how useful these
countermeasures are in practice. We hypothesize that high inter-
action costs or the necessity of detailed technical knowledge are
barriers to adoption. There is a unique role for the HCI community
to explore these questions and contribute to mitigating threats for
cryptocurrency users by making security and privacy measures
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more accessible. We draw up three directions for future research
centering around effectively educating users, building assistive sys-
tems, and improving the usability of existing systems through the
development of design guidelines.

5.3.1 Educating Users. Education has been a longstanding research
area in the HCI community. Teaching users about the threat land-
scape and providing advice on dealing with them is a first step to
prevent threats from materializing. While many threats rooted in
misjudgment can be addressed this way, it is unclear how to best
achieve this, especially given the complex nature of cryptocurren-
cies. Arguably, it is not realistic to expect users to read a scientific
publication before engaging with cryptocurrencies. As of now, we
know little about which methods work, and there remain many
questions relevant for HCI: Which information is crucial to avoid
misconceptions? How effective are digital onboarding processes to
convey knowledge and affect behavior? How do novel approaches
such as Coinbase’s Earn program perform to this end? We call
upon researchers to explore methods to efficiently educate users
on relevant threats and how to avoid them.

5.3.2 Assistive Systems. Beyond education, assistive systems might
prove an effective tool to bridge the gap between awareness and
behavior by supporting users in recognizing and avoiding threats.
First examples can already be found in practice. ETHProtect moni-
tors Ethereum addresses involved in fraudulent activity. We have
little understanding of how well these systems work for end-users.
HCI research could contribute by investigating how to make these
solutions accessible to a broad range of users. Moving assistive
systems closer to the place where users might face threats might be
a key step to increasing adoption and could help stop threats arising
from misjudgment. Additionally, the development of novel assis-
tive systems can be addressed by HCI. Potential future directions
might concern privacy communicating interfaces, intelligent user
interfaces detecting potential attacks from market data, or users’
physiological reactions. HCI research can play a valuable role in
exploring which assistive technologies provide effective protection
and are also accepted by users. In this context, a specifically inter-
esting question is how far such systems should protect users from
their own misjudgment by restricting their ability to interact with
cryptocurrencies.

5.3.3 User Interface Guidelines. Researchers should further pursue
the development of guidelines for designing secure and usable cryp-
tocurrency interfaces. Effective guidelines may help developers to
translate theoretical findings into secure user interfaces. Such guide-
lines could be developed, building on established interface design
theory and best practice examples found in existing cryptocurrency
systems. Pursuing research in this direction will require a thorough
look at aspects for cryptocurrencies that, to our knowledge, have
not been considered by HCI so far. How can users be motivated
to back up their keys securely? How usable are hardware wallets?
How can we make it easier for users to compare cryptocurrency
transactions? How could a usable multi-sig wallet be implemented?
Addressing these questions will benefit many smaller aspects along
the way. A particular challenge in designing these guidelines will
be to balance the trade-off between complexity and security under
the consideration of different types of users.

6 CONCLUSION
This paper presents the first systematic overview of threats cryp-
tocurrency owners have to face, proposing an organization into six
overarching categories: Accidental Threats, Privacy Threats, Physi-
cal Threats, Financial Fraud Threats, Social Threats, and Technical
Threats. The proposed model was iteratively validated following
a three-round Delphi process with 25 experts. Results suggest it
to be a valuable tool for researchers and practitioners to inform
future research on cryptocurrency systems. We argue that finding
countermeasures to these threats needs to go beyond the technical
dimension and follow a user-centered approach. To this end, we
call upon the HCI community to take this threat landscape as a
stimulus to investigate how more secure and more usable interfaces
for cryptocurrency systems can be developed to ultimately reduce
the pressure of threats under which cryptocurrency users may find
themselves.
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ABSTRACT
Cryptocurrencies have increasingly gained interest in practice and
research alike. Current research in the HCI community predomi-
nantly focuses on understanding the behavior of existing cryptocur-
rency users. Little attention has been given to early users and the
challenges they encounter. However, understanding how interfaces
of cryptocurrency systems support, impede, or even prevent adop-
tion through new users is essential to develop better, more inclusive
solutions. To close this gap, we conducted a user study (n=34) explor-
ing challenges first-time cryptocurrency users face. Our analysis
reveals that even popular wallets are not designed for novice users’
needs, stopping them when they would be ready to engage with the
technology. We identify multiple challenges ranging from general
user interface issues to finance and cryptocurrency-specific ones.
We argue that these challenges can and should be addressed by
the HCI community and present implications for building better
cryptocurrency systems for novice users.

CCS CONCEPTS
• Human-centered computing → Empirical studies in HCI ; • Se-
curity and privacy → Usability in security and privacy; • Applied
computing → Digital cash.
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1 INTRODUCTION
Driven by the rising popularity of cryptocurrencies, blockchain
technology is receiving increased interest from practitioners and
researchers. By January 2021, the number of Bitcoin wallet users
has grown to exceed 65 million [10]. Over 8300 cryptocurrencies
with a market capitalization exceeding 1 trillion USD are tracked
on CoinMarketCap1. Accounting for 635 billion USD [9], Bitcoin
[32] indisputably remains the most popular cryptocurrency.

Beyond cryptocurrencies, there is considerable ongoing devel-
opment to improve blockchain technology. Advocates view the
technology as transformative, comparing its potential impact to
the Internet [11] and going as far as discussing a decentralized
digital society [45]. At the same time, cryptocurrency systems still
face major unsolved challenges: user interfaces suffer from us-
ability issues [5, 12, 15, 18, 27], there remain fundamental trust
challenges [4, 17, 22, 41, 42], cryptocurrencies are complex to un-
derstand [11, 12] and have a high entry barrier for people with
less technical knowledge [19]. The HCI community has started to
address these challenges — Elsden et al. presented the first topology
of blockchain applications in the context of HCI and argue for an
active role of HCI in the domain [11]. However, research has missed
taking a closer look at novice cryptocurrency users, predominantly
focusing on users already acquainted with the technology.

This leaves a gap in understanding what challenges novice users
face. What barriers need to be overcome between the decision
to buy cryptocurrency and making use of it for the first time?
Understanding how interfaces of current cryptocurrency systems
support, impede, or even prevent the adoption through new users
is essential to develop better, more inclusive solutions in the future.
To address this, we have conducted a qualitative user study with 34
participants. In a think-aloud study, we recorded participants during
three tasks, each essential for new users: account registration, the
first acquisition of Bitcoin, and spending them in an online shop. We
triangulate our observations with semi-structured interviews with
all participants. Contrary to previous research, our study focuses
on custodial wallets, being the likely entry point for users without
technical understanding of blockchain technology. Doing so, our
study complements previous work investigating key management
challenges [1, 12, 15].

Our analysis identified multiple challenges novice users need to
overcome. We present three categories: (1) general user interface
challenges; (2) finance-related challenges; and (3) cryptocurrency

1https://coinmarketcap.com/ (last accessed 15.05.2021)
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challenges. Surprisingly, most challenges are not rooted in techni-
cal constraints of blockchain technology and can, therefore, be ad-
dressed with HCI methods. We discuss why the considered wallets
are not designed with novice users in mind and present implica-
tions for HCI researchers and practitioners on how to address open
challenges, to ultimately build systems better equipped to address
the needs of novice users.

Contribution Statement. The main contributions of this work are
(1) a qualitative investigation (n=34) of how first-time users interact
with cryptocurrencies; (2) a classification of challenges users face
in the process; and (3) implications for building cryptocurrency
systems for novice users.

2 BACKGROUND
Our work builds on several strands of research, most notably re-
search on blockchain and cryptocurrency applications from an HCI
perspective.

2.1 Cryptocurrencies and HCI
Since the inception of Bitcoin in 2008 as "Peer-to-Peer Electronic
Cash System" [32], cryptocurrencies have seen increasing rates
of adoption, with recent studies reporting rates as high as 11% in
Germany [8] and 18% in Turkey [39]. Likewise, cryptocurrencies
have become a topic of interest in the HCI community.

Elsden et al. review existing research on blockchain applica-
tions and highlight that many of the core conceptual challenges
related to long-standing issues in HCI research. They call on the
HCI community to investigate the fundamental human challenges
connected to blockchain technology [11]. Several publications have
explored motivations of cryptocurrency users [15, 18, 23, 27, 41]
with Financial Interest, Ideological Interest or Technological Inter-
est [15] emerging as main reasons to engage with the technology.
Users perceive cryptocurrencies to fulfill all functions of money
[30], would like to use them as a means of payment, but criticize
the lack of opportunity to do so [15].

Furthermore, previous work shows that the usability of cryp-
tocurrency applications remains problematic [2, 5, 12, 15, 18, 27, 31].
Cryptocurrencies are difficult to understand and misconceptions
are common. Mai et al. explored mental models of both cryptocur-
rency users and non-users and identified misconceptions in regard
to keys, fees, and anonymity [29]. These misconceptions increase
the risk of user errors: Krombholz et al. presented the first quantita-
tive study of cryptocurrency users (n=990) and reported that 22.5%
had lost cryptocurrencies in the past, most commonly through
self-induced errors. Industry reports confirm these findings: In
2018, 18% of cryptocurrency users reported having lost cryptocur-
rencies due to user errors [13]. Security practices, especially key
management, have been identified as core usability issues by past
research [12, 15, 26, 29]. Eskandari et al. presented a first look at
key management, remarking that users are challenged to keep keys
simultaneously resilient to loss, resistant to digital theft, and acces-
sible [12]. Krombholz et al. suggest categorizing wallets based on
the control over key management they offer [27]. In their DIS’20
paper Froehlich et al. distinguish between self-managed and cus-
todial wallets – wallets that hide key management aspects from

the user, but require trust in the intermediary — and highlight the
latter as an alternative for users with less technical affinity. They
argue that users’ decisions to choose a custodial or self-managed
wallet is implicitly mediated by their risk assessment. Users less
knowledgeable and motivated in their security skills would be in-
clined to choose custodial wallets over self-managed ones because
they perceive the risk of making a mistake themselves higher than
the risk of suffering betrayal from a third party [15].

With a considerable amount of users engaging with custodial
wallets2 and the apparent benefit of a lower technical entry barrier
to foster financial inclusion, we were surprised to not find any
HCI studies (beyond a Kazerani et al. with two participants [21])
focusing on custodial wallets. We think this gap is worth addressing.
Recent work by Huebner et al. suggests cryptocurrency applications
suffer from issues beyond key management. Their analysis of over
300.000 app store reviews revealed that both "user interfaces" and
"the signup experience" of blockchain apps are rated worse than
those of comparable finance applications [20].

2.2 Novice Users
While the importance of understanding novice users’ needs is well
established in the HCI community [33, 35], there seems to be no
universally agreed-on definition. For the scope of this paper, we,
therefore, refer to novice users as "users who previously have not
interacted or owned cryptocurrencies". While previous research in
the field of cryptocurrencies to date has focused predominantly
on established users, there is a small but emerging body of work
investigating novice users [2, 16, 18, 21, 31].

Early work by Gao et al. characterizing the perception of Bitcoin
across users and non-users with an interview study found that
non-users expected that they would not be able to use cryptocur-
rencies without understanding the technology [18]. Kazerani et
al. presented an exploratory study investigating the usability of
Bitcoin with two novice users at the example of ChangeTip and
Coinbase. Despite having just two participants, their study is worth
mentioning, because they are, to our knowledge, the first to provide
qualitative evidence that custodial wallets are hard to use [21]. More
recently, Moniruzzaman et al. performed a cognitive walkthrough
of five self-managed cryptocurrency wallets with five experts "sim-
ulating the evaluation from the eye of a novice user". They compare
desktop and mobile wallets of different cryptocurrencies (Bitcoin,
Ethereum, Ripple) and find high variations in error rates between
different apps, overall concluding that current wallets lack usability
for novice users [31].

Alshamsi and Andras presented the most comprehensive ap-
proach to date and were the first to include novice users directly.
They quantitatively compared the perceived usability and secu-
rity between Bitcoin and credit/debit cards with an in-between
study setup with 22 novice cryptocurrency users and 33 established
credit/debit card users. They report significantly worse percep-
tions of Bitcoin along the dimensions of Learnability, Efficiency,
Help, Security, and Satisfaction. They highlight the relation be-
tween perceived usability and perceived security, arguing that the
good usability of credit/debit cards positively influenced security

2Coinbase self-reports 43 million users (Jan 2021). See https://www.coinbase.com/about
(last accessed 15.05.2021)

139
A 30



Don’t Stop Me Now! Exploring Challenges Of First-Time Cryptocurrency Users DIS ’21, June 28-July 2, 2021, Virtual Event, USA

Pre-Study
3 participants

Registration 
and Setup Buy Bitcoin Spend 

Bitcoin
Semi-

Structured 
Interview

User Study (34 participants, video-recorded)

Video Review by
Study Facilitator

Coding
(Open, Axial, Selective)

Fill Out
SUS

Figure 1: A visualization of our research approach. The user study was comprised of three tasks (1) Registration and Setup, (2)
Buying Bitcoin, and (3) Spending Bitcoin. Afterward, participants were interviewed using retrospective probing. Data analysis
followed an inductive approach, coding over several rounds.

perception. In contrast, Bitcoin’s comparably poorer usability neg-
atively influenced its security perception. Based on their findings,
they discuss tradeoffs between usability and security and provide
first suggestions on how to improve user interfaces for cryptocur-
rency systems. They conclude that Bitcoin as a payment system
still faces major challenges and call for research on educating users,
understanding users’ challenges and mental models, and exploring
how usable interfaces for novices can be designed [2]. With their
findings rooted in a quantitative comparison study between one
self-managed cryptocurrency app and credit card usage, we comple-
ment their work by contributing a qualitative think-out-aloud study
providing the first in-depth exploration of novice users’ challenges
across three representative wallets on both mobile and desktop
devices.

2.3 Summary
In the context of this paper, we can build on several learnings from
previous work. Cryptocurrencies are complex to understand and
misconceptions between users’ mental models and the actual tech-
nical workings of the systems are common. Key management has
been recognized as a challenge for users and addressed extensively
by previous research. Custodial wallets offer an option to engage
with cryptocurrencies without dealing with the details of key man-
agement, however, they require trust in the intermediary. While
already widely used, we lack research on challenges users face
with custodial wallets. First work exploring novice users’ usability
perception of Bitcoin indicates the need for further research. This
work addresses these open questions and takes a closer look at the
challenges that first-time cryptocurrency users are confronted with
and how to overcome them.

3 METHOD
In this section, we describe our research approach, the sample of
participants, the setup of the user study, and the analysis process.

3.1 Approach
We conducted a user study in English language between May 16th
and September 9th, 2020, lasting between 12 and 102 minutes per
participant (total 1195 minutes, average 39 minutes). Due to COVID-
19, the user study was conducted remotely. Participants were in-
structed to think aloud and record their screens and audio — if
necessary they received help setting up the recording software.
After completing the study, users rated the usability of the tested
wallets and shared their experiences in an interview. Prior to the
study, we pre-tested our approach (n=3), resulting in minor adjust-
ments of the instructions. As sensitive personal information had

to be entered during registration, we obtained approval from the
ethics board of our university (ID: EK-MIS-2020-018). Participants
received EUR 30 or equivalent as compensation.

3.2 Participants
We recruited 34 people via social media and local networks in Mu-
nich, Germany. Participants qualified if they expressed interest to
own cryptocurrency and reported not having done so in the past.
44 people indicated initial interest, of which 41 qualified. 6 people
withdrew before starting and one participant from South Africa
could not properly use the tested apps due to geographical restric-
tions. All participants resided in Europe – Germany (22), Austria
(5), Denmark (2), Romania (2), Portugal (1), Sweden (1), United
Kingdom (1). In the following, only the remaining 34 participants
who started the user study are considered. 31 of them finished the
entire study, resulting in a completion rate of 91%.
Table 1: The participants’ demographics (n=34). The sample
shows a slightly above average ATI scores, equal distribution
between genders, is relatively young and well educated.

Demographic Participants (%)
Gender
Male 17 (50%)
Female 17 (50%)
Age
20 – 24 5 (15%)
25 – 29 22 (65%)
30 – 39 4 (12%)
40 – 49 0 ( 0%)
50 – 59 3 ( 9%)
Highest Completed Education
High School 5 (15%)
Bachelor Degree 14 (41%)
Master Degree 14 (41%)
PHD or Higher 1 ( 3%)
Annual Household Income in EUR
15k or less 12 (35%)
15k – 30k 10 (29%)
30k – 45k 4 (12%)
45k – 60k 4 (12%)
60k or more 4 (12%)
ATI Scale
1 – 1.99 1 ( 3%)
2 – 2.99 4 (12%)
3 – 3.99 11 (32%)
4 – 4.99 16 (47%)
5 – 6 2 ( 6%)
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Table 1 shows the demographics of the participants. Our sam-
ple is gender-balanced with an average age of 28.73 years and an
average annual household income between EUR 25,294 and EUR
49,411. In comparison, previous quantitative work found the sample
of cryptocurrency users to be predominantly male (85%) with an
average age of 28.56 years [27]. As for household income, we could
not identify comparable data, but think it is worth to be reported
in the context of cryptocurrencies. The Affinity for Technology
Interaction (ATI) score describes a person’s tendency to engage in
or avoid technology interaction (6=high affinity, 1=low affinity).
Our participants rank between 1.78 and 5.56 (mean 3.89) showing a
broad range among the sample, slightly above average compared
to the German population [3, 14, 47].

With women arguably making up half the potential user group,
we think it is important not to marginalize them in the investigation
of usability issues. We did not notice any gender differences during
our study and are confident that our findings are representative of
first-time cryptocurrency users.

3.3 Apparatus
The user study explored the challenges first-time users face when
first interacting with cryptocurrencies. To reduce tool bias, we
selected three wallets: Bitpanda3, Coinbase4, and TenX5.

The wallets were chosen because they met several selection crite-
ria: They were (1) custodial wallets, (2) implemented features to buy
and send cryptocurrency, (3) offered both iOS and Android clients,
and (4) had positive app store ratings (see table 2). Only Bitpanda
and Coinbase offered a web application for desktop devices. Figure
?? shows the main screen of the tested wallets.

We reasoned that in a natural situation users would decide on
whether to register an account on a mobile or desktop device. We,
therefore, kept the decision which form factor to use to the par-
ticipants and randomly assigned them to one of the three wallets
according to their choice6.

Table 2: The mobile app ratings (August 24th 2020) and the
number of participants per wallet completing the study.

Wallet Ratings (1=worst, 5=best) Participants
App Store Play Store Mobile Desktop

BitPanda 4.4 4.5 6 7
Coinbase 4.5 3.7 6 6
TenX 4.4 4.5 6 -

The user study was composed of three tasks, structured around the
activities of (1) creating an account, (2) purchasing cryptocurrency,
and (3) spending cryptocurrency. We chose these tasks because
they arguably represent the first steps users want to take when
engaging with a cryptocurrency wallet for the first time. Previous
work investigating self-managed wallets used similar tasks [2, 31],
but did not include purchasing of cryptocurrencies.

3http://bitpanda.com/ (last accessed 15.05.2021)
4https://coinbase.com/ (last accessed 15.05.2021)
5https://tenx.tech/ (last accessed 15.05.2021)
6We included both desktop and mobile devices to identify overarching challenges when
engaging with cryptocurrencies. We acknowledge that desktop and mobile devices
are different form-factors that deserve independent examination in future research.

We deliberately kept the task instructions to a minimum to allow
participants to explore the wallet functionality themselves but ad-
vised them to ask for help if they got stuck. 16 out of 34 participants
requested help at least once during the study. 3 out of 34 partici-
pants canceled the study (no common pattern). Each participant
was instructed to

(1) Setup an account with the select application
(2) Purchase Bitcoin worth EUR 20
(3) Spend a maximum of EUR 15 in Bitcoin for a gift card or

donation using Bitrefill7 or BitPay8

After completion of all tasks, participants filled out a questionnaire
to rate the usability of the tested wallets using the System Usability
Scale (SUS) [7]. At last, an interview was conducted remotely via
WhereBy9 and recorded with the consent of participants. During the
interview, challenging situations identified in the video recordings
were addressed using retrospective probing [6].

3.4 Data Analysis
Data analysis followed an inductive approach using the think aloud
and interview transcripts as data sets. To obtain an initial under-
standing, we used open and axial coding. During the initial open
coding, two researchers independently coded the first 15 protocols.
In a second step, we discussed the emerged codes and their relations
to categorize them into higher-level axial codes. After agreeing on
a final set of categories, focusing on challenges users encounter,
two researchers used the agreed-upon codebook to selectively code
the data set of the first 10 participants. We report an inter-rater
reliability with an average Krippendorff’s alpha of 0.87, indicating
a high degree of agreement between coders [25].
Table 3: The inter-rater reliability (Krippendorff’s Alpha)
for the first 10 interviews.

P1 P2 P3 P4 P5 P6 P7 P8 P9 P10
0,96 0,90 0,94 0,82 1,00 0,96 0,90 0,78 0,68 0,72

Table 3 shows Krippendorff’s alpha broken down to the participants’
levels. Conflicts between coders occurred mostly due to ambiguous
statements — i.e. statements that addressed several issues at once —
and could be resolved in a joint review. The remaining interviews
were coded by only one of the two researchers.

3.5 Limitations
We recognize that this study setup faces limitations regarding the
generalizability of the results. First, the three selected wallets might
not be entirely representative for all custodial wallets. By choosing
well-rated ones, we reason that these applications are compara-
bly well suited to identify challenges related to cryptocurrencies
and not app design in general. Second, the think-aloud method
puts participants in an unusual situation, potentially influencing
behavior, and cannot capture issues users are not aware of [37].
We address this through method-triangulation with retrospective
probing [6]. Third, all participants of the study were situated in
Europe. Different cryptocurrency regulations in other jurisdictions
might impact the experience of users in ways not observed.
7https://bitrefill.com/ (last accessed 15.05.2021)
8https://bitpay.com/ (last accessed 15.05.2021)
9https://whereby.com/ (last accessed 15.05.2021)
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Figure 2: Screenshots of the first screen of each of the tested wallets (a full set of screenshots can be found in the supplementary
material). From Left to right: TenX Mobile, BitPanda Mobile, Coinbase Mobile, Bitpanda Web, Coinbase Web.

4 FINDINGS
Our analysis reveals several challenges novice users have to over-
come when interacting with cryptocurrency systems. The collected
SUS ratings confirm these observations, showing that participants
did not perceive the wallets to be usable. Table 4 depicts the scores
and their corresponding US letter grades (A+ to F) [43] for both mo-
bile and desktop versions. With the exception of TenX10, the wallets
rated well below the overall average SUS score in general (68) [43],
the average SUS score of mass-market consumer software (74) [28],
and the average SUS score for mobile apps (77) [24]. With a SUS
score of 80 being the industrial goal [28], the perceived usability of
the tested apps lacks considerably for novice users — emphasizing
the need to further examine the usability of wallet applications.

Table 4: The resulting SUS scores per wallet. In parentheses
the corresponding letter grades are shown.

Wallet Ratings (max 100.0)
Mobile Desktop

BitPanda 49.6 (F) 51.3 (F)
Coinbase 48.0 (F) 55.8 (D)
TenX 70.0 (C) -

We organize the identified challenges into three overarching cat-
egories. Challenges in the first two categories are not exclusive
to cryptocurrencies but relevant for developing a complete under-
standing of why users are struggling with custodial wallets today.
Our intention behind reporting these challenges is to provide guid-
ance for practitioners on how to address them.

(1) User Interface Challenges: This category subsumes chal-
lenges originating from the design of the user interface.

(2) Finance Challenges: This category subsumes challenges
connected to the financial services offered in the application.

(3) Cryptocurrency Challenges: This category subsumes chal-
lenges tightly linked to core cryptocurrency concepts.

10While we cannot provide a definite answer to the comparably better SUS of TenX,
we reason that the mobile-first design approach led to a simpler user-interface, more
suited for novice users.

4.1 User Interface Challenges
We observed a set of common usability issues resulting from poor
interface design across all three wallets. These findings may shed
light on why user interfaces of blockchain mobile apps were found
to be perceived worse than other categories of finance apps [20].

4.1.1 User Interfaces Are Not Optimized For Novice Users. User
Interfaces offer rich functionality, overloading new users with in-
formation without adequately emphasizing the primary actions
the user is looking for. At the same time the system status is only
poorly reflected in the user interface and critical information for
new users – i.e. account verification status — is hidden in setting
menus.

Ambiguous System Status. To interact with a system, users gen-
erally need to answer two questions: (1) "What is the state of the
system?", and (2) "How can they change it?" [48]. Users struggled
to understand the system status in two situations specifically: the
account verification status and which features were accessible. Es-
pecially the out-of-sync account verification status resulted in a
cumbersome experience for users. Unclear about whether the ver-
ification was initiated, some users started the process a second
time, even though their documents were already being processed.
In several instances, users needed to manually sign out and in of
their accounts for the new status to take effect, even after receiv-
ing an email confirmation about the success of the verification.
In two wallets, unverified users could access the main interface
of the application, without having the necessary authorization to
interact with it. Instead, interactions resulted in error messages,
often shown only after a few steps into the interaction.

Primary Actions Are Difficult to Access. Users opening a cryp-
tocurrency application for the first time have a limited set of actions
they want to complete: Finish their account setup, purchase cryp-
tocurrency and potentially send a first transaction. All wallets had
feature-rich user interfaces with high information density, designed
for advanced users. Novice users, however, struggled to make sense
of the information, find orientation, and locate the features they
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needed. The most striking example of this was the account verifica-
tion. Being an essential step it should be easily accessible. Instead,
two wallets placed it in the settings menu, leaving users clueless
where to find it. Another complicating issue concerned the purchas-
ing flow to cryptocurrencies. One wallet required an intermediary
step to deposit money into a "Euro Wallet" before users could buy
cryptocurrency; directly purchasing cryptocurrency was not possi-
ble. This interim step increased interaction cost and consistently
startled users — they tried to buy Bitcoin first until, by trial-and-
error, they figured out they have to deposit Euros first.

4.1.2 General Issues. We encountered several additional usability
issues during the study. Many of these are specific to the interface
design of single wallets – e.g. unlabeled buttons or ambiguous
iconography. We think that two issues are worth mentioning as
they occurred across all three wallets.

Poor Error Messages. Novice users, likely to make mistakes dur-
ing the initial exploration, are dependent on error messages that
support their learning. However, participants were consistently con-
fronted with error messages failing to do so: they were poorly con-
structed, contained finance-related or technical terms, and lacked
actionable advice to support recovery. Application of established
guidelines, namely that error messages should be explicit, human-
readable, polite, precise, and contain constructive advice, could
greatly benefit the experience of novice users [36].

Localization Issues. All three wallets exhibited a lack of localiza-
tion, specifically poor, partial, or no translation at all. Additionally,
one wallet did not accept the non-ascii character in the registration
form, resulting in P15 having to find a workaround for the char-
acter "ß" in their name. While all participants in our sample were
proficient in English, many people around the world are not, seri-
ously limiting accessibility for those. For users struggling to learn
the vocabulary that comes with cryptocurrencies inaccurate and
faulty translations may further hinder their progress. Beyond ac-
cessibility, developers should provide professional localization out
of self-interest. Users that encountered poor or partial translations
noted the "unprofessional" impressions it left on them.

4.2 Finance Challenges
Our analysis revealed several finance-related challenges. These
challenges arise from aspects every finance app needs to deal with.
We found that the verification process is a major cause of frustration
for first-time users and payment methods — though essential for
cryptocurrency apps — frequently do not work as expected.

4.2.1 The Extended Account Verification Introduces Friction. Regu-
lations require financial institutions to verify the identity of their
customers. We observed the extended verification process to be one
of the major causes for errors and frustration of participants during
the study, confirming earlier findings [20].

Inadequate Explanations: The extended verification process is
most commonly denoted as "Account Verification" and covers two
aspects: anti-money-laundering (AML) and know-your-customer
(KYC) regulations. The latter requires users to disclose the real
identity, including personal information such as their national ID
and address of residency. However, the necessity behind this process

is only sparsely explained to users, often with rather technical and
sparse descriptions, e.g. "Due to anti-money laundering policies".
More detailed information provided behind a link is ignored by the
vast majority of users. This results in misconceptions and negative
sentiment on the users’ side. For example, P12 assumed the data
was collected for "customer research and profiling". P20 felt anxious
about providing such personal data "Does one really need to enter all
this information ... This is scary" and P27 thought the wallet expected
them to "be a fraudster". In comparison, users with knowledge about
the purpose of this extended verification process — e.g. through
experience with other finance or ride-sharing apps — accepted the
process and did not further question it.

Weak KYC Framework Integration: For identity verification, all
wallets used third-party providers. Weakly integrated provider
frameworks, as we observed in one wallet, break with the familiar-
ity of the app and interrupt the overall user experience. Participants
were confused by the new interface, increasingly so when different
KYC providers were selected, seemingly at random, when the pro-
cess was restarted. For example, P19 assumed to be the victim of a
scam: "It was a different one than the first time. I thought, "Oh my
god, somebody hacked it and now he is taking all my information!".
The weak integration was additionally frustrating for users who
had to restart the process as it did not retain the state of already
submitted documents.

Error-Prone KYC Process: This proved especially relevant, as KYC
processes were likely to fail. 14 participants had to restart the veri-
fication process at least once, resulting in frustration: P21 vented,
"This is real crap!" and P27 complained, "I am going crazy with this!".
There were several issues leading to cancellation:

• Policy Issues: Policy issues arise from rules the wallet and
KYC provider agreed on. For example, some types of national
IDs were not accepted. In another instance, P19 registered
their wallet account with only the first section of their hy-
phenated name, which was not accepted by the KYC provider
and could only be changed by contacting the customer sup-
port of the wallet.

• Document Issues: Several users started the verification
before preparing all documents and subsequently had to
cancel it. While IDs were generally available, several users
had to look for a utility bill to confirm their address.

• Submission Issues: In some instances, users had their doc-
uments not in the right format for the device they were using.
P7 exported a PDF utility bill from an app on his smartphone,
but could not select a PDF on the mobile interface. After sev-
eral attempts, the participant sent the PDF to his computer,
printed it, and scanned the printout using the camera dia-
logue of the verification process. Similarly, users on desktop
devices had to switch to their smartphones to scan their IDs.

• Connection Issues: We observed several users struggling
with network connection issues — either the KYC process
would not start or abort abruptly.

• Technical Issues: Finally, we saw a variety of different tech-
nical issues, ranging from camera issues to browser compat-
ibility issues to generic error messages.
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4.2.2 Payment Methods Introduce Friction. Payment methods were
an additional source of frustration for participants. We observed
several underlying reasons: first, some users are anxious because
they deal with money; second, payment methods used to buy Bit-
coin did not work; and third, the status of the deposited money was
not clearly communicated to users right away.

Dealing With Money Makes Users Nervous: We observed that
some participants were increasingly cautious and nervous because
they were dealing with money. While a soft observation, we think
this is relevant as it indicates that some users might interact quite
differently with finance-related systems compared to other cate-
gories. P20 stated "With money, I am always extra cautious" and
P8 expressed clear expectations "This is about money, not buttons!".
Consequently, users are anxious about making mistakes, especially
given that they are not used to the interface of the new applica-
tion. P4 expressed this insecurity when checking transaction details
multiple times before finally submitting, saying "It seemed like an
important button that might initiate a transaction. I was unsure about
what would happen if I entered a too high amount.".

Payment Methods Are Likely To Fail: While essential to a cryp-
tocurrency, payment methods proved challenging for many users —
10 participants needed to initiate the payment process at least twice.
Several participants explicitly expressed disappointment that they
could not pay via PayPal; most other participants chose debit/credit
cards as their payment option. The most common reason for failure
was a missing 3DSecure support of the credit card. However, in
several instances, the reason for failure remained unclear. P26 got
stuck on an infinite loading screen; P1 was redirected to a white
screen without any content; for several users, credit card payment
failed without any explanation. P31 summarizes her experience
with, "This is super complicated! It seems as if they don’t even want
me to buy Bitcoin!"

Alternative Payment Options Offer Worse Experience: Alternative
payment options, i.e. bank transfer, were used by only few partici-
pants and offered a worse experience than credit/debit cards. Users
generally selected them only after credit/debit cards did not work.
First, users generally expected their cryptocurrency or deposited
Euros to be available immediately after the purchase and were
often surprised if it was not the case. While deposit times were
communicated by wallets, they were not visible enough for users,
who just skipped over them. After completing their transaction
with SOFORT Überweisung, P8 proclaimed, "I think I am a proud
owner of Bitcoin now... or not.", only to later realize their mistake.
Ambiguous or unclear presentation of the deposited money led to
misconceptions of users: with no indication of the deposit, users
were anxious it might have failed. With an ambiguous visualization,
not emphasizing the pending status, users believed it had worked
in an instant.

4.3 Cryptocurrency Challenges
Cryptocurrencies remain hard to deal with, even when taking key
management out of the equation. We found several issues that
participants found consistently challenging.

4.3.1 Dealing With Cryptocurrency Requires Mental Effort. Dealing
with cryptocurrencies is hard. We observed several reasons why
this is the case.

Users Mentally Convert Cryptocurrency To Fiat. We observed that
novice users think in the currency of their country of residence: When
purchasing or spending Bitcoin, users consistently resorted back
to using their home currency. Wallet interfaces acknowledge this
behavior to a certain extent. For example, the overall account bal-
ance is shown primarily in the fiat currency. Interfaces for sending
Bitcoin proved more difficult to handle. Several users did not en-
ter the purchase amount in Bitcoin as requested by the merchant
but in Euros. This behavior can be problematic when the entered
amount is interpreted as Bitcoin and users fail to notice — sending
15 Bitcoin by accident would be a quite costly mistake.

Different Exchange Rates Confuse Users. Due to the decentral-
ized and volatile nature of cryptocurrencies, wallets and merchants
frequently use different exchange rates. This caused over- or un-
derpayments as users entered requested purchase amounts, not in
Bitcoin but fiat currency, and used a toggle to convert to Bitcoin.
Having calculated with the exchange rate of the wallet, the amount
of Bitcoin sent did not match the one requested by the merchant.

Sub-comma Amounts Are Hard To Deal With. Handling small sub-
comma amounts when sending transactions proved challenging.
Our observations indicate that dealing with amounts — e.g. sending
0.0015664788 Bitcoin compared to 15 Euro — increases effort for
users. Users avoided manually entering values and instead used
Copy&Paste. However, due to different localization of the decimal
separator ("." vs ",") the input fields frequently rejected the pasted
values. Manual entry required users to switch back and forth be-
tween the merchant and wallet interface multiple times: first, to
enter the value, then to check it. User interfaces only accepting six
decimal places even though Bitcoin extends to 8, lead to further
confusion among users.

4.3.2 Fees Are Unexpected, Intransparent And Complicated. Net-
works fees are an essential part of how cryptocurrencies work as
they incentivize miners to validate transactions. Previous work
has recognized fees as a source of misconception for users [29].
Our findings add a dimension to it. Not just network fees are com-
plicated to understand, but also platform fees introduced by the
wallets. Users need to be aware of five types:

(1) Deposit Fees are charged by the wallet when users deposit
money.

(2) Exchange Fees are charged by the wallet when users ex-
change currencies.

(3) Withdrawal Fees are charged by the wallet when users
withdraw money. (not present in our study)

(4) Merchant Fees are added by the merchant on top of the
purchase price of an item.

(5) Network Fees are added to a cryptocurrency transaction to
incentive miners.

Users criticized the lack of clear explanations regarding fees. When
asked after the study, the majority had little to no understanding
of what fees were paid for and to whom they were paid. Conse-
quently, users were surprised by the amount of fees paid during the
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study. P8 complained, "This is exorbitantly overpriced!". On average,
fees amounted to 2.15 EUR, with one participant paying a total of
EUR 10.20 in fees during the study. This was caused by automati-
cally calculated network fees amounting to 9.35 EUR, showing the
downside of using heuristics for fee calculation [29]. A positive
counter-example here was the wallet of TenX, which charged a flat
fee of EUR 0.82 per cryptocurrency purchase.

Mental Model: What You See is What You Pay. We observed an-
other aspect concerning Network Fees worth reporting. Users did
not expect to pay fees when sending a transaction to the merchant.
They expected the price tag of a product to be the final checkout
value without any fees added — to buy a product priced 15 Eu-
ros, one pays 15 Euros. This hints towards the mental model of
users: when buying products, European consumers are used to
what-you-see-is-what-you-pay type prices.

4.3.3 Transaction States Are Intransparent. Cryptocurrency trans-
actions undergo several steps before completion. They are pub-
lished to the network, are validated and added to the blockchain,
and finally considered valid only after a certain number of blocks
— in the case of Bitcoin 6 — were added subsequently. Generally,
novice users lack this technical understanding. Most participants
believed that Bitcoin transactions would be in real-time and felt that
waiting times were long and not sufficiently communicated. How-
ever, user interfaces displayed the status of transactions in ways
that presumed this knowledge — i.e. "pending", "1 confirmation", "2
confirmations", ..., "confirmed", leading to confusion among users.
Additionally, the states of transactions were displayed differently
between the merchant and wallet, causing confusion about whether
the transaction had actually succeeded. The merchant displayed
transactions the moment they were published, yet not included in a
mined block — users assumed the transaction was completed. Con-
trary, the wallet displayed the transaction as pending and neither
was the purchased good, i.e. the voucher, delivered to the user’s
inbox.

4.3.4 The Payment Process Is Manual And Complicated. Users per-
ceived the payment process as manual and complicated. Most ex-
pected that paying with cryptocurrency would be "as easy as with
PayPal". Instead, they faced a manual process.

Missing Guidance For Novice Users. Upon completion of the check-
out process users were presented with the requested purchase
amount and a Bitcoin address to which they should send it. The
checkout screens missed any further instructions for beginners. Ad-
ditionally, the used language assumed knowledge of cryptocurrency-
specific concepts. However, terms like "wallet" or "address" had
ambiguous meanings for novice users. Confirming previous obser-
vations [2], several users did not recognize the address. P3 tried to
enter the URL of the merchant’s website, the Invoice ID, and the
email address before considering the actual Bitcoin address. P15
did not think of their cryptocurrency app when reading "wallet",
opening Apple’s Wallet app on their iPhone instead.

Poor Checkout Process Integration Between Merchants And Wallets.
The manual nature of the checkout process manifested in the miss-
ing integration between merchants and wallets. While merchants
provided a QR Code and an "Open in Wallet" button intended to

serve as shortcuts, they did not work. Both encoded a link in a URI-
like format — "bitcoin:38Ap73vjNae5SaUBJXVS46muvRKk6Cikgf
?amount=0.020685". In the majority of cases, they failed to work.
The link failed for any web-based wallets on desktop devices and
only one mobile app responded. However, instead of processing
the encoded parameters, it only opened the main screen of the app.
Additionally, QR codes were hardly used. Except for one participant,
users remained on one device throughout the checkout process.
Scanning the QR Code when it is displayed on a desktop device
would require an additional device switch users were not willing to
make. Scanning the QR Code with the smartphone, it is displayed
on is simply not possible.

Manual Payment Process Increases User Workload And Errors. Re-
sulting from the lack of guidance and missing shortcuts, the pay-
ment process proved error-prone. Users had to manually switch be-
tween apps, locate the right functionalities to send transactions, and
copy addresses and amounts between them. This lead to increased
workload, frustration, and errors among users. Within the wallet
apps, users struggled to locate the functionality to send a transac-
tion. Copying the value from one app to another was perceived as
a manual process that also lead to errors. Overall, 9 participants did
not send the right amount of Bitcoin to the merchant.

5 DISCUSSION
Our results show that state-of-the-art cryptocurrency applications
fail to address the needs of novice users. Many challenges do not
arise from the underlying constraints of blockchain technology.
Thus, developers may already improve their applications’ usability
significantly by applying existing guidelines such as Shneiderman’s
Golden Rules, or Nielsen’s Usability Heuristics [34, 44]. Challenges
specific to cryptocurrencies may prove more difficult to tackle.
In the following, we present design implications for practitioners
and highlight open questions for HCI research. Future work may
build on these findings to develop guidelines on how to develop
cryptocurrency wallets for beginners.

5.1 User Interfaces For Novice Users
Interfaces built for experts increase entry barriers and the likelihood
of mistakes for new users. Previous research recommends adapting
cryptocurrency tools to the risk perception of users [15], to diverg-
ing mental models [29], or to implement different interfaces for
experts and novices [2]. We complement these recommendations
with concrete suggestions on how to improve interfaces for novice
users.

5.1.1 Present Relevant System Status and Interactions. Clearly and
unambiguously communicating the status of a system to users is
key to helping them bridge the gulf of evaluation; making important
interactions easy to find also helps to overcome the gulf of execu-
tion [48]. Current wallets fail to adequately do so for new users as
they present too much irrelevant information in domain-specific
language, inadvertently hiding relevant information. Developers
need to focus on making essential features easy to access [2], specif-
ically system states and interactions related to account verification,
buying cryptocurrency, and sending transactions.
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5.1.2 Support Users’ Learning Experience. Cryptocurrencies are a
complicated topic to understand. Even established users frequently
have incomplete or incorrect mental models [29]. Adaptive user
interfaces and carefully crafted onboarding experiences could sup-
port users’ learning experiences, gradually guiding them towards a
more complete and correct understanding. Future research should
investigate which information is crucial for users to form a func-
tional mental model [38] of cryptocurrencies and how to translate
it into user interfaces. To identify adequate ways, we encourage
researchers to explore strategies deployed in the wild and involve
users in the design process of new ones.

5.2 A Frictionless Signup Experience
The extended registration process is a major cause for frustration
among novice users. Being required by regulation, reducing friction
is crucial to avoid users abandoning applications before they unlock
their full functionality. From our observations, we present impli-
cations for practitioners. The many issues related to the extended
signup process indicate that this area could greatly benefit from HCI
research. With increasing regulation, digital identity verification
will become more prevalent as well. Understanding how to better
design these could benefit applications in domains beyond cryp-
tocurrencies, such as finance, micro-mobility, and e-government.

5.2.1 Inform Users First. KYC processes require users to disclose
significant personal information. Often users do not know why the
information is collected. It is crucial to clearly communicate the
purpose behind inquiring about this information before the start of
the process. Hyperlinks similar to "Terms and Conditions" notices
should be avoided as users commonly ignore them [40]. Instead,
explanations should be placed prominently, in such a way that users
notice and read them. For compliance reasons the original legal
texts may still be required to be linked, but the initial explanation
should be written in a friendly manner and avoid technical or legal
jargon when informing the user.

5.2.2 Eat the Biggest Frog First. Giving users access to the main
interface before the extended verification process was completed
resulted in an increased mental workload of users. Instead of clear
guidance, now they had to find a way to start the verification process
amidst the many features they could see, yet not use. Mark Twain
is quoted to have said "If it’s your job to eat a frog, it’s best to do it
first thing in the morning. And if it’s your job to eat two frogs, it’s
best to eat the biggest one first". Given the unwanted friction and
legal "must-have" quality of the extended signup process, it is fair
to label it as a "frog", a big one in fact. Apps should guide the user
through this process first, keep them informed about their progress,
and only then present the full interface.

5.2.3 Provide An Integrated KYC Experience. Identity verification
is commonly provided by third-party providers. "Lazy" integration
of their frameworks breaks the user experience, causes confusion,
and may lead to the cancellation of the process. Developers should
aim for full control of the user experience during the verification
process, including design language, the internal status of the verifi-
cation process, and information — i.e. in the form of notifications
— directed towards the user. Well-designed KYC processes should
give users the feeling that they never leave the original application.

5.2.4 Expect Interruptions and Device Switches. Verification pro-
cesses are likely to be canceled by users because they do not have
the right documents ready, have connection issues, or face other
technical difficulties on their device. Developers should account for
this behavior and anticipate interruptions and device switches by
the user. Each step of the process should, therefore, be stored and
synchronized across devices, so users can seamlessly continue after
interruptions.

5.3 Transparent Fees
While previous work addressed users’ understanding of network
fees [29], we find that the fees charged by custodial cryptocurrency
platforms are equally difficult to understand. From this, we derive
two implications.

5.3.1 Comprehensible Platform Fees. Platform fees should be com-
municated to users with utmost clarity. HCI can help design in-
terfaces to this end, but there is a limit to how well complicated
fee schemes can be explained. Wallets should aim to implement
simple and consistent fee schemes, reducing the types of differ-
ent fees. Easily comprehensible fees will avoid surprises, reduce
frustration, and increase the long-term experience for users. We
understand that such decisions are integral to the business models
of companies developing wallets. High fees and a poor user expe-
rience will, however, only open the door for competition in the
long term. Looking beyond cryptocurrencies, emerging brokerage
startups have managed to simplify the traditionally complicated
fee structure while staying profitable — e.g. digital brokerage plat-
form TradeRepublic11 offers a flat 1-Euro-Per-Trade fee. There is
no reason why centralized cryptocurrency exchanges should not
be able to do so as well.

5.3.2 Efficient Network Fee Visualization. Network fees are essen-
tial to how cryptocurrencies function, yet hard to understand for
novice users. Mai et al. suggest heuristically pre-computed network
fees labeled with easy-to-understand terms — i.e. "slow", "default",
or "fast" [29]. We suggest additional features. In line with Nielsen’s
Help and Documentation heuristic [34], interfaces should explain
the purpose of network fees in proximity to where they are shown.
Explanations should avoid technical jargon, instead of focusing on
users’ tasks and how fees will influence the outcome — i.e. how
fast the transactions will be completed. Presenting information
aligned with users’ mental models is key to making it easily inter-
pretable: How many minutes does a "slow" transaction take? When
will the transaction be completed? The same applies to commu-
nicating the cost of a transaction — presenting it in fiat currency
or as a percentage of the overall transaction value might increase
comprehension: distinguishing between 0.5 EUR and 5.0 EUR, or
1% and 10% requires little effort, compared to spotting the differ-
ence between 0.00004779 BTC and 0.0004779 BTC. As these small
sub-comma values are prone to errors, interfaces for transactions
should provide smart warning mechanisms [2] — e.g. based on fees
typical of a specific cryptocurrency or the ratio between the fee and
the transaction value. Smart warning mechanisms would further
provide protection against both accidental user errors, so-called
"Fat Finger Transactions", and errors in the heuristic fee calculation.

11https://traderepublic.com/
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5.4 A Seamless Checkout Process
For establishing cryptocurrencies as a viable tool for online pay-
ment, much work remains to be done. Previous research recognizes
the availability of merchants accepting cryptocurrencies [15], slow
transaction times [2] and trust issues [41, 42] as open challenges.
Our findings suggest that the manual payment process is another
major challenge. Users expect a checkout process "as easy as PayPal"
— current solutions however are manual, demand high interaction
cost from users, and are prone to error.

5.4.1 Provide Adequate Guidance and Shortcuts. Merchant inter-
faces lacked guidance along the checkout process and used language
that was easily misinterpreted ("wallet", "address") by novice users.
Merchants should provide guiding explanations in plain language
in the context of the checkout process to support users to correct
misconceptions. While shortcuts (QR Codes, hyperlinks) between
merchants and wallets promise to remove much friction from the
process, adoption and interoperability lack behind. Wallets and
merchants should work on establishing standards to transfer the
wallet address and the transaction value automatically, reducing
both interaction costs and the risk of "fat finger" mistakes. There
remain several open questions to be addressed by HCI research.
While shortcuts reduce manual work, they are also susceptible to
attacks [26]. We encourage researchers to explore how methods
to compare transaction data – e.g. [46] – can be implemented in
the context of cryptocurrencies. Furthermore, it is unclear how
transaction states should be presented. Current cryptocurrency sys-
tems have not yet developed a common understanding, resulting
in ambiguous, confusing approaches. HCI research should explore
how transaction states can best be displayed; how to communicate
the necessary information, without presuming knowledge of the
underlying technology.

5.4.2 As Easy As PayPal. While the recommendations above allow
for an iterative improvement of the current checkout process, fu-
ture research should explore how cryptocurrency payments can
become truly frictionless. Many properties of Bitcoin — long al-
phanumerical addresses, high valuations, and high volatility, slow
transactions — are difficult to handle and are not well suited for
real-time purchases. Practitioners have noticed and addressed these
issues through new solutions: the Ethereum Name System provides
a DNS-like abstraction layer for cryptocurrency addresses; so-called
Stable Coins aim to reduce volatility; and the Bitcoin Lightning
Network enables real-time point-of-sale transactions. These and
other technical improvements each solve important issues on their
own. Most HCI research on cryptocurrencies today evolves around
Bitcoin. Future research should explore how these new technolo-
gies can be integrated to enable truly seamless payments with
cryptocurrencies.

6 CONCLUSION
This paper explores the interaction of first-time cryptocurrency
users with custodial wallets. Our analysis reveals numerous chal-
lenges novice users need to overcome to engage with the tech-
nology, most prominently user interfaces designed for experts, a
painstaking registration experience, and a manual and error-prone
checkout process for paying with cryptocurrencies. Presenting the

first investigation into custodial wallets, we reason that some of
the identified challenges might be relevant in the larger context
of finance apps. Rooted in these findings, we present design impli-
cations for practitioners and discuss how these challenges can be
addressed by HCI researchers and practitioners. We think, moving
towards usable cryptocurrency applications is an attainable goal
and hope our work provides a valuable resource to direct future re-
search on how cryptocurrencies can be made accessible to a broader
range of people.
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ABSTRACT
Engaging first-time users of mobile apps is challenging. Onboard-
ing task flows are designed to minimize the drop out of users. To
this point, there is little scientific insight into how to design these
task flows. We explore this question with a specific focus on fi-
nancial applications, which pose a particularly high hurdle and
require significant trust. We address this question by combining
two approaches. We first conducted semi-structured interviews
(n=16) exploring users’ meaning-making when engaging with new
mobile applications in general. We then prototyped and evaluated
onboarding task flows (n=16) for two mobile cryptocurrency apps
using the minimalist instruction framework. Our results suggest
that well-designed onboarding processes can improve the perceived
usability of first-time users for feature-rich mobile apps. We dis-
cuss how the expectations users voiced during the interview study
can be met by applying instructional design principles and reason
that the minimalist instruction framework for mobile onboarding
insights presents itself as a useful design method for practitioners
to develop onboarding processes and also to identify when not to.
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1 INTRODUCTION
A user’s initial interaction with a mobile app is critical to reaching
subsequent adoption [47]. Industry reports indicate that as much as
25% of apps are abandoned after only the first use [48]. So it is not
surprising that mobile app designers regularly resort to onboarding
task flows to help their users discover application functionality and
show them how they could benefit from it [47].

While popular among UX practitioners, the overall usefulness of
mobile app onboarding appears to be a disputed topic in the research
community [30]. Some scholars view them as an opportunity to
educate users [25, 47], Others argue that mobile apps should be
intuitive by themselves [36]. For practitioners, there is an obvious
trade-off to consider: Does onboarding help new users get started
and increase engagement, or does it actually stand in the way of it?
The scientific literature on the topic is sparse [47]. However, recent
work by Strahm et al. proposing a systematic design method for
developing mobile app onboarding [47] offers an opportunity to
address this question. When does mobile onboarding provide value
for new users?

Financial applications are especially interesting to look at in
this context, as users may perceive them as critical and hold addi-
tional expectations regarding trust and security. With cryptocur-
rency apps being particularly challenging, we selected them to
evaluate the impact onboarding processes can have. According
to literature, cryptocurrency applications are difficult to use (e.g.,
[4, 16, 20, 22, 35]), especially for new users [2, 32, 40] who do not
exhibit an above-average technology affinity [23], and users often
hold misconceptions about how they work [39].

To investigate user expectations and properties of efficient on-
boarding, we combined two studies. We conducted semi-structured
interviews (n=16) exploring users’ experiences, behaviors, and opin-
ions engaging with new mobile applications. The results of the study
informed the planning and execution of the subsequent user study.
While most users indicated skipping the onboarding processes in
general, some expressed appreciation in specific situations – in
new types of apps and when engaging with feature-rich apps. We
then created and evaluated onboarding processes with 16 additional
participants for two cryptocurrency apps using the minimalist in-
struction framework [47]. Based on our interviews, we selected
two apps that differed in the richness of their features.

Our results indicate that onboarding processes can improve the
perceived usability of feature-rich apps for first-time users while
holding less value for apps with fewer features. While onboard-
ing can support the initial learning process for first-time users of
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feature-rich apps, we reason that it does not substitute usable app
design in the long term. Minimalist instruction principles align with
users’ expectations of good onboarding in mobile applications and
provide a solid theoretical basis for designers. Presenting the first
study deploying Strahm et al.’s method to generate design insights,
we discuss its usefulness and how it can be used by practitioners
not only to design onboarding processes but also to decide when
an onboarding process is not appropriate.
Contribution Statement. The contributions of this work are three-
fold: (1) We report and characterize users’ opinions and behaviors
related to onboarding processes and discuss these parallel to mini-
malist instruction theory. (2) We developed and evaluated onboard-
ing processes for two cryptocurrency apps and discuss under which
conditions they are helpful. (3) We present the first evaluation of
the minimalist instruction framework for mobile onboarding in-
sights in a different domain, showing it to be a valuable design
method. We conclude by discussing how our findings on financial
apps generalize for other use cases.

2 BACKGROUND
Framing our research, we first draw on the literature on mobile ap-
plication onboarding and then introduce the state of cryptocurrency
wallets.

2.1 Onboarding For Mobile Applications
The term "onboarding" has its roots in human resources, where
it refers to the process of efficiently integrating a new hire into
an organization [19]. The purpose of onboarding in the context of
mobile applications can be understood analogously. Strahm et al.
define the onboarding process as "a key aspect of the user experience
that allows users to discover application functionality in a timely
manner and identify how this functionality might allow them to
achieve their personal goals". In practice, this can take different
forms. For example, instructional texts and media, just-in-time
hints, or interactive tutorials are common [47].

Onboarding new users to mobile apps has been of great interest
among practitioners [47]. It is not surprising to see why: 25% of apps
are opened just once [48] and mobile apps lose 77% of daily active
users within the first three days [10]. While learnability has been a
longstanding topic in the HCI community, the value of onboarding
seems to be disputed among scholars [30]. Joyce et al. theorize that
the historical ineffectiveness of printed documentation and online
help may have caused this sentiment. While their results do not
support this theory, their survey shows a wide range of perceived
usefulness among 60 HCI experts [30]. Unfortunately, no qualitative
insight underpins these assessments.

Overall the scientific literature on mobile application onboarding
is sparse. Some scholars applied onboarding to specific application
domains such as a photo editing extension [18], a citizen science
platform [9], gaming [44] and education [38].

The first systematic investigation into the topic was presented by
Strahm et al. at DIS’ 2018: They characterized nascent practitioner
guidance, discussed it in the context of the minimalist instruction
theory, and proposed a context-free design method for creating
onboarding processes for mobile applications [47]. While most

practitioner resources are comprised of rather general recommen-
dations, they highlight a few exceptions providing more substantial
guidelines [26, 28] and relate them to Van der Meij’s and Caroll’s
minimalist instruction principles and heuristics [49].

Based on the surveyed practitioner literature, they emphasize
focusing on the user journey during the design process and iden-
tifying the aha! moment and a quick win [28] as two critical steps
during onboarding. The aha! moment refers to the moment in which
users first realize how the application can benefit them personally.
To guide users towards that moment, it is recommended to explain
the application’s purpose and provide an emotional reason to be
interested. The quick win refers to a meaningful yet easily attainable
benefit that new users can achieve in their first session, thereby
providing closure and a positive conclusion [47]. Allowing users to
make tangible progress early engages them in a learning process
and provides confidence and control [47, 49].

The core contribution of their paper is the development and
evaluation of a research-informed design method for generating in-
sights for mobile onboarding. The method is grounded in the theory
of minimalist instruction [49] and engages users in an interactive
set of design and evaluation activities. Mediated interaction with a
prototype is combined with structured mini-interviews to extract
design insights by leveraging users’ meaning-making process. The
results of their evaluation using a low-fidelity educational appli-
cation indicate that the method supports the elicitation of design
insights to create onboarding processes. While they strongly argue
for the value the method provides, they acknowledge the need for
future work, specifically regarding evaluations in different domains
and contexts [47].

Overall, scientific literature on mobile app onboarding is sparse.
Yet, Strahm et al.’s recent work provides an opportunity to look
at onboarding experiences systematically. Our interview study ad-
dresses the lack of qualitative insight into how users perceive on-
boarding processes in mobile apps. Our user study builds on Strahm
et al.’s proposed design method to develop and evaluate onboard-
ing processes, and we discuss how the method could be extended.
Doing so, we are the first to apply and report on the method.

2.2 Cryptocurrency and HCI
More than a decade ago, Bitcoin [41] was introduced as the first
cryptocurrency. Since then, more than 8,000 alternative cryptocur-
rencies have come forward [11]. Often overshadowed by rising
valuations, the cryptocurrency space has also been steadily grow-
ing in terms of social media traction, developer engagement, and
startup activity [14]. Recent investments by traditional institutional
investors into Bitcoin further indicate a growing acceptance of
cryptocurrencies in the public eye [31]. With PayPal aiming to
enable its 361 million users [12] and 26 million merchants to buy,
sell, and hold cryptocurrencies in 2021 [24], the adoption will likely
increase.

These developments indicate progress in the ongoing adoption.
However, work remains to be done. Cryptocurrency applications
are still difficult to use (e.g., [4, 16, 20, 22, 29, 35]), especially for new
users [2, 32, 40] who do not exhibit an above-average technology
affinity [23]. Cryptocurrencies are difficult to understand, and both
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users and non-users often have misconceptions [39]. Key manage-
ment poses a major usability challenge, [16] and self-induced errors
are a common source of loss [35]. Custodial wallets seem to offer an
alternative for users with less technical knowledge by taking care
of key management aspects for the user but require users’ trust in
the custodial service [20]. Even though they re-introduce a new
intermediary, custodial wallets appear to be widely used, either as a
gateway service or a permanent alternative to self-managed wallets
[6]. However, key management does not appear to be the only issue
cryptocurrency apps suffer from. Recent research has shown that
"blockchain apps" are overall rated worse than comparable finance
applications [27] and in a qualitative investigation we find that
custodial wallets are difficult to use for first-time cryptocurrency
users [21]. Glomann et al. identified one potential reason for this
in the "Onboarding Challenge" – the initial challenge of gathering
the basic knowledge of using a service or product [23].

While the HCI community has started to recognize its crucial
role in improving the design of blockchain applications [15] and
several publications brought forward the first recommendations
related to cryptocurrency applications [2, 20, 23], we lack studies
that prototype and evaluate solutions. For a technology believed
to "democratize" financial services [45] and discussed for its po-
tential to foster financial inclusion [42] for 1.7 billion unbanked
people [13] worldwide, the initial entry barrier is problematic. It
potentially marginalizes people without deep technical understand-
ing from participating in the crypto economy (e.g., decentralized
lending markets) and could contribute to a new form of second-
and third-level digital divide [46]. For cryptocurrencies to truly
become the currency of the internet – the currency of "nowhere
and everywhere" – it is necessary to break down entry barriers so
everyone can participate.

Motivated by the potential impact, the open issues, and scholars
calling for more participatory design in the space [15], we think
cryptocurrency apps are a fitting subject for our study.

3 METHOD
We conducted two studies: First, an interview study with 16 partic-
ipants to better understand users’ behavior and opinions regarding
onboarding in mobile applications. Second, we conducted a user
study with additional 16 participants to design and evaluate an
onboarding experience for two selected cryptocurrency wallets fol-
lowing the minimalist instruction framework proposed by Strahm
et al. [47]. The goal of the interview study was to understand users’
behavior and expectations regarding onboarding experiences in
mobile apps. The understanding developed during the interview
study informed the design of the subsequent user study, specifically
the focus on a domain novel to participants and the comparison be-
tween a simple and complex app. Both studies were held in English
and conducted remotely via Zoom1. The interview study was fully
transcribed for analysis.

3.1 Participants
For the interview study, we recruited 16 people in Germany and
Austria. Participants qualified if they owned and used a smartphone.

1https://zoom.us/ (last accessed 15.05.2021)

For the user study, we recruited 16 additional participants. Partici-
pants from the first study were excluded from the second one. Since
Strahm et al.’s framework is designed to elicit design insights for
onboarding, we made sure that participants of the second study
had not used any of the two apps before and represented a fitting
target group. For both studies, we aimed to recruit participants
from different age groups.

Table 1: The participants’ demographics for both studies
(n1=16 and n2=16). Both samples show relatively young and
well educated participants.

Demographic Interview User
Study Study

Gender
Male 10 (63%) 9 (56%)
Female 6 (38%) 7 (44%)
Age
� 35.5 28.1
20 – 29 4 (25%) 12 (75%)
30 – 39 8 (50%) 2 (13%)
40 – 49 1 ( 6%) 2 (13%)
50 – 59 3 (19%) 0 ( 0%)
Highest Completed Education
High School 4 (25%) 3 (19%)
Bachelor Degree 0 ( 0%) 8 (50%)
Master Degree 10 (63%) 5 (31%)
PHD or Higher 2 (13%) 0 ( 0%)
Own Cryptocurrencies
Yes 2 (13%) 3 (19%)
No 14 (88%) 13 (81%)
ATI Scale
� 3.95 4.46
1 – 1.99 0 ( 0%) 0 ( 0%)
2 – 2.99 3 (19%) 1 ( 6%)
3 – 3.99 4 (25%) 3 (19%)
4 – 4.99 7 (44%) 5 (31%)
5 – 6.00 2 (13%) 7 (44%)

Table 1 shows the demographics of the sample. Our sample skews
towards male participants with an average age of 35.5 years in the
interview study and 28.1 years in the user study. In comparison,
previous quantitative work found the sample of cryptocurrency
users to be predominantly male (85%), with an average age of 28.56
[35]. The Affinity for Technology Interaction (ATI) score describes
a person’s tendency to engage in or avoid technology interaction
(6=high affinity, 1=low affinity) [3, 17]. Our sample – interview
study (min: 2.33, max: 5.11, mean: 3.95), user study (min: 2.00, max:
5.56, mean: 4.46) – ranks slightly above average compared to the
general German population (mean: 3.61) [50]. Looking at the highest
completed education, we recognize that our sample of the interview
study, with 63% of participants having completed a Master’s degree,
is not representative of the wider population. We did not notice
any differences concerning formal education during the study and
think that our findings hold despite this limitation. Future work
may address this with a similar experiment covering a wider range
of the population.
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3.2 Apparatus
The interview study first explored how users typically engage with
new mobile applications. During these semi-structured interviews,
we focused on the following topics and probed deeper when inter-
esting points emerged. The full questions catalog can be found in
the supplementary material.

• Initial behavior when interacting with mobile applications
• Problem-solving in mobile applications
• Experience with onboarding in mobile applications
• Experience and expectations regarding mobile apps dealing

with finances
In the user study, we engaged participants in an iterative set of
design and evaluation activities to generate design insights, which
were then used to develop onboarding processes for two selected
cryptocurrency wallets. We selected two existing mobile cryptocur-
rency wallets – TenX2 and Klever3 – to base our prototypes on. We
chose TenX because of its focused feature set and Klever because of
its rich feature set. Figure ?? illustrates the difference between the
two apps. Data collection for the user study was centered around
participants’ interaction with detailed recreations of the apps as
interactive, high-fidelity prototypes. This approach allowed us to
later integrate the developed onboarding processes.

3.3 Procedure
For the user study, we applied the minimalist instruction framework
proposed by Strahm et al [47]. The method’s purpose is to generate
design insights by engaging with participants’ meaning-making
process during prototype interaction. We followed the recommen-
dation to involve 4 participants per session [47]. For both apps,
we conducted (1) an initial session without any onboarding, (2)
analyzed the collected data to develop the onboarding, and (3) con-
ducted a second session with 4 new participants to evaluate the
efficacy of the mobile app with the onboarding experience. Both the
initial and evaluation session followed the same protocol (cf. Figure
??). A short entry and exit interview captured the expectations and
opinions of participants. In the entry interview, participants were
asked for their expectations and which tasks they would like to
accomplish with the app. In the exit interview, they were asked for
their favorite part of the app and explained the app to their former
self before the start of the user study. The researcher moderated
the interaction with the prototype: Participants were asked two
questions addressing their next action and expectations, performed
the action, and were asked two questions probing for their reaction
to the app’s behavior. After each step, the researcher noted partic-
ipants’ responses on a card. After the exit interview, participants
filled out the System Usability Scale (SUS) [5]. While originally
described as a "quick-and-dirty" scale to evaluate the usability of a
system, the SUS has been widely used and proven to be a reliable
tool to measure perceived usability [37].

3.4 Data Analysis
We coded salient statements based on the transcribed interviews
and used affinity diagramming to cluster salient topics from the user

2https://tenx.tech/ (last accessed 15.05.2021)
3https://klever.io/ (last accessed 15.05.2021)

(2) Prototype Interaction

1. “What are you going 
to do next?”

2. “What do you expect 
to happen?”

Participants 
performs action

3. “How does what you see 
compare to your 
expectations?”

4. “How does this change your 
understanding of the app?”

Researcher records 
responses on card

(once participant is finished)

(1) Entry Interview
Snapshot of participants’ mental models including
“What is your favorite part of the mobile app?”

(2) Exit Interview
Snapshot of participants’ mental models including
“What is your favorite part of the mobile app?”

System Usability Scale (SUS)

Figure 1: Process for conducting the sessions with partici-
pants: After a short entry interview, the participant inter-
acts with the prototype following a strict routine: First, ex-
pressing their expectations; second, interacting with the pro-
totype; third, reflecting on the app’s behavior. Answers are
recorded by the researchers on cards. Once the participant
is finished, they reflected on their experience in a short exit
interview. Filling out the system usability scale (SUS) con-
cludes the process. (adapted from Figure 3, Strahm et al. [47])

interviews [43]. Data analysis of the interview study was completed
before and informed the subsequent user study. The analysis of the
artifacts collected during the user study was conducted iteratively
after each session and only considered data from the respective
session. The data set consisted of the collected responses recorded
on the cards and salient observations from the video recordings.
The goal of the analysis was to review the app exploration and ex-
tract common patterns in participants’ meaning-making processes.
Following the method by Strahm et al., we focused on identifying
moments of realization (aha! moments) and moments of closure
(quick wins) [47] common among participants.

4 INTERVIEW STUDY
The purpose of the interview study was to understand the experi-
ences and opinions of users regarding mobile app onboarding, as
we could not find any study on the topic in the literature. Through
the interview process and subsequent analysis, topics emerged char-
acterizing users’ interaction with new apps, their experience, and
expectations regarding mobile app onboarding.
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4.1 Interaction With New Apps
During our interview, we explored users’ behavior when engaging
with new mobile applications.

New App Discovery: Participants in our sample report to install
new apps between "once a year" (P3) and "every second week" (P4).
These numbers are in line with industry reports [33]. While some
report discovering new apps through advertisements, newspapers,
or magazines, finding new apps is an intentional, need-driven pro-
cess for most participants. P10 explains, "I am not the guy who is in
the app store and is looking for some new apps because he is bored
or something. But I only install apps when there is a need". P12 uses
the app store to identify suited apps quickly, "I have a special use
case [...] and I would then just enter into the search bar in the app
store and see if there’s any reasonable search results", while P2 reads
recommendations upfront to understand the apps they download
fully, "I think I carefully choose which apps I download on my phone.
[...] I try to read recommendations and other statements about the
app before". Sometimes apps are known by users through their
social or work context. P10 mentions Zoom as an example from
work, "When I installed Zoom, I did know that I can do some calls".
Word-of-mouth recommendations of friends and family seem to be
an additional important source for some users. P5 recalls, "I think
usually it is another person telling me about an app. And so, yes, I’m
getting informed by talking to someone else".

Install Decision: Users deploy different strategies to decide whether
to install an app. While some perform a background check before
installing apps, others are quick to install new apps, try them, and
abandon them if unsuited. P3 explains, "I want to know, who is work-
ing behind this app? How do they use the information?", whereas P11
states, "If I find something interesting, I would rather install it".

Participants report to include app store ratings and comments,
data privacy, and permissions, the price, as well as reports found
on the internet and recommendations of friends and family into
their decision process. P6 elaborates, "I would ask friends if they use
it [...] or I check the reviews if people use it and if they’re happy with
it. Yeah, that’s pretty much it".

Initial Behavior: Participants in our sample reported surprisingly
consistent behavior when first engaging with newly installed mo-
bile apps. Users engage in an unstructured exploration, navigating
through all screens and trying out features. The fact that all partici-
pants reported the same approach was an unexpected finding, as we
assumed that users would deploy different strategies. P9 explains,
"I’m curious [...] I want to try everything what I can do with the new
app". They expect to be able to use the app without any further
explanation. P4 clarifies, "For me a smartphone app should be self-
explaining. There should be no manual needed for proper usage of this
app". This initial exploration phase is decisive for users’ decision
to engage with the app. P7 explains, "I try basically out everything
that it’s got just to see what I can do with the app. And then yeah,
I just think if I should use it or not". If the purpose behind an app
and the benefit for the user is not clear, users are quick to look for
alternatives, abandon or uninstall the app. While P8 reflects, "The
thing is, not every app can keep me using it for a longer time...", P16
takes a more active approach, "There’s not a lot of mercy involved. If
it’s not solving my problem, it’s gone".

Problem Handling: When facing problems while interacting with
new apps, users deploy different strategies. For non-essential tasks
uninstalling the app is common, indicating a low tolerance for er-
rors, if users have alternatives to using a specific app. P11 illustrates,
"If I really get stuck, and it’s not something that I have to do, I uninstall
the app". Participants reported several further strategies dealing
with problems. We elicited five strategies from the interviews: Trial
and Error, Ask Friends and Family, Search Engines, FAQs, and to
Contact Support.

• Trial and Error: The initial reaction of most users when
getting stuck is to try to resolve the issue themselves by trial
and error. Participants report searching for alternative ways,
restarting the process, restarting the app, or waiting for some
time before trying again. P11 explains, "Just leave it and go
back, come back to it after like 30 minutes and try again. It’s
trial and error all the time [...] I’ve learned that sometimes you
have to give technology some time to adapt".

• Ask Friends and Family: When unable to resolve the problem
on their own, users resort to help from their social environ-
ment. P12 says, "If I already got stuck, my wisdom is exhausted,
then I would just call somebody who should be knowledgeable".
P5 often asks her sons for help, "I asked one of my sons, for
instance, because they are more used to using apps".

• Search Engines: Another strategy mentioned by the several
participants is to verbalize the issue and use a search engine
to find solutions. P4 explains, "I usually google. Most of the
time you find answers in internet forums. And most of the time,
another person had already a similar problem. And then you
find the solution on the internet, usually". P11 specifies what
they would search for, "(I would search for) the name of the
app and then try to sort of summarize the problem".

• FAQ: Looking for FAQ sections on the developer’s website
directly was mentioned by participants with both positive
and negative perceptions. While P11 says they would go to
the FAQ section first, "I’d go to FAQs first", P1 tries to avoid
them, "Often there is a Q&A section, but I don’t want to go to
the Q&A section and search for my problem".

• Contact Support: As a last resort, some users contact the
support to help resolve the issue. Experiences and opinions
when contacting support were split in our sample. P7 recalls,
"I hate calling a support line. And I’m just waiting 15 minutes
listening to their stupid music. For me that is a point where
I say "Okay, I’ll never use this app again"". In comparison,
P14 prefers calls, "I would rather like to call somebody. I don’t
like like typing the error, the problem, what I have into a
smartphone, where the screen is so tiny".

Users may deploy combinations of these strategies to overcome a
problem. P3 illustrates their approach, "First, I try to find it on my
own [...] checking it with Google, trying to find it out myself. And the
last thing is to ask my son". We find it noteworthy that participants’
answers in our sample consistently indicate that users do not expect
to find help within a mobile app. P10 recalls, "I didn’t even think
about a help section in the app, to be honest. I’ve never looked up
anything in a help section, in any app".

82
A 45



DIS ’21, June 28-July 2, 2021, Virtual Event, USA Froehlich et al.

4.2 Onboarding Experiences and Opinions
We explored past experiences, user behavior, and opinions.

Experiences and Behavior: Most participants could recall one or
several situations where they were confronted with onboarding.
While some participants were quick to dismiss onboarding pro-
cesses and report they would just skip through them, others noted
they would carefully read them. P13 on the one side of the spectrum
says, "The truth is that when something like this happens, I always
close it as fast as possible". P5 recounts more moderate behavior, "It
also depends on how complicated the whole thing is. I mean, if it’s
not difficult, I’m just swiping through it and I don’t want to waste too
much time on those kinds of introduction. I’d like to just discover it
myself, on my own". In contrast, P3 sees onboarding processes as
complementary to the subsequent exploration of the app, "I read it,
try to understand it, and then do it myself ", and P9 associates a posi-
tive feeling with them, "It makes me feel more comfortable with the
whole "How does it look like?". So I see it and I know what I can do with
this app in a very quick way". Some participants reported specific
situations. Experiences with onboarding were perceived positively
when users were interacting with feature-rich apps in new domains.
For example, P4 explained in great detail how the onboarding of an
advanced photography app helped them, "I was not familiar with
more complicated photography apps, where you can change lenses
and focus settings, and so on. So it was quite helpful. So because it
was a really new field for me". P4 contrasted this with messenger
apps, for which they thought onboarding to be unnecessary, "If it
is just like another messenger app – so I’m quite familiar with those
things. So I just click further, further, further". Statements by other
participants underline this perception: newspaper apps, cooking
apps, translation apps were mentioned as examples of familiar or
simplistic apps, which did not need onboarding.

Expectations and Opinions: To elicit expectations for useful on-
boarding processes, we asked participants for positive and negative
experiences and probed deeper into why they perceived the situ-
ations as such. For example, P4 describes their idea of annoying
onboarding as follows, "To make it really annoying, put a lot of
information on it. So that I really have to scroll up and down until
I find this "skip" and "further" button and do this 5, 6, 7 times. [...]
And if it’s really useless information. So if we start with the welcome
screen telling me that this is now a messenger app and I can use it
for chat. Yeah, of course I can use it for chatting". Users expect on-
boarding processes to be short, skippable, focused, integrated, and
lightweight.

• Short: Onboarding processes should not take up much time.
Answers on the maximum acceptable time ranged from 1
minute to 10 minutes, with most answers between 1 and 3
minutes. P4, for example, says, "Five short pages, so time-wise
it shouldn’t be more than 2 minutes or maybe 3 minutes".

• Skippable: If users are not interested, they should be provided
with an option to skip onboarding. P13 illustrates this point,
"I prefer when there is a little cross right away, but sometimes
you have to swipe through them and there’s like four or five
screens. But as soon as it’s longer, or more, I’m just like, Oh,
my God, what do you want from me?".

• Focused: Onboarding processes should focus on the most
relevant features of the app. Obvious information, as well
as further educational background information, should not
be part of it. P8 elaborates, "I think they should give you an
overview with bullet points [...] but not too much information
and then you can choose what interests you".

• Integrated: Onboarding processes should be integrated into
the app and not feel like a separated part from it. They "should
be supporting, but should not get in the way" (P12).

• Lightweight: Onboarding processes should feel lightweight.
Text- and information-heavy processes are perceived nega-
tively. Information should be presented at bullet point level
with the support of media. P7 states, "I think good onboarding
is just like a few pictures, a few short sentences, but that’s it".

Some participants expressed their desire to have no onboarding at
all – instead, they expect apps to be intuitive and self-explanatory.
P16 states, "I would like to have no information because I think the
user interface should be more or less self-explaining. If it’s a good one,
I don’t need any explanations, then I will see through the design of
the app what I can and what I can’t do". P12 also summarizes their
expectations that developers should identify the need for onboard-
ing through user testing, "If there’s certain relevant information that
is not easy to be discovered without any explanations. In those cases,
I would appreciate onboarding. But that’s a very generic statement.
It really depends. And I think it is very much with the developers
to understand and also to test maybe with users in better versions
whether they’re struggling".

5 ONBOARDING DESIGN
To test the impact of onboarding in a realistic setting, we selected
two cryptocurrency apps. Based on our interview study, we hypoth-
esized that onboarding would provide more value for users when
(a) added to apps with novel context than apps users are familiar
with and (b) when added to feature-rich apps compared to apps
with fewer features. We further expected that cryptocurrencies
are a sufficiently new domain for most users so that onboarding
could provide value. We selected TenX (few features) and Klever
(feature-rich) as examples and recreated both apps as high-fidelity
prototypes. Figure ?? depicts the differences between the two apps.

5.1 Design Insights For Cryptocurrency Apps
The first step of the user study was designed to understand users’
meaning-making process and generate design insights. The mod-
erated interaction with the prototypes led to the following design
insights. Statements from participants during the user study are
denoted with a prefixed "U" (e.g., U1).

(1) Before interacting with the prototype, participants’ expec-
tations regarding features differed only slightly among the
sample. All participants expected to have an overview of
available cryptocurrencies, trendlines, and a way to purchase
cryptocurrencies. Some users expected additional features.
U4 explained, "I would expect to have an overview of different
cryptocurrencies, what the value is in different real currencies,
and also to be able to buy them, maybe to sell them, to trade
them into other currencies, to have like a whole stock market
kind of situation".
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3 Cryptocurrencies
BTC, ETH, XRP

28 Cryptocurrencies
BTC, ETH, XRP, LTC, UNI, etc.

Limited Core Features
• Buy Cryptocurrency
• Receive Cryptocurrency
• Send Cryptocurrency

Account Settings 

Call to Action

Exchange Rates
Credit Card
Transaction History

Multiple Core Features
• Send cryptocurrency
• Receive Cryptocurrency
• Scan Cryptocurrency
• Charge Wallet
• Buy Cryptocurrency Filtering and Sorting

Portfolio Analytics

Multiple Accounts

Call to Action

Web Browser for dApps
News

Swap
Account Settings

Background Information
• Market Data and Statistics
• Transaction History
• Token Information
• Whitepaper
• Community Rating

TenX Klever

Figure 2: The initial screen after opening the TenX (left) and Klever (right) mobile apps. TenX offers a limited set of features
and cryptocurrencies. Klever provides a wide range of features and cryptocurrencies.

(2) Users expect a portfolio overview and the value of their own
portfolio to be easily accessible on the main screen. U6 noted,
"The main thing I instantly need is the information there on
the top. That is my total amount, how much I own, and how
many cryptocurrencies I own. So that’s, that’s very good".

(3) All participants initiated the buying process during the pro-
totype exploration. In the intro interview, most users stated
they would need to inform themselves extensively before
investing in cryptocurrency. After the buying process, most
users were surprised that they could buy cryptocurrency
easily. U8 reflected, "It shows me that it’s really easy to buy it.
[...] It makes it more transparent that it’s also only a way of
having a currency. Because to me, it was a bit of a bubble".

(4) Users primarily expected cryptocurrencies to be used as an
investment. Features to send currency to friends or receive
it from them came as a surprise for some. U4 elaborated, "I
have some recent experience with Trade Republic. I looked at
the app quickly, and it looked very similar. So maybe I already
have a little bit of an image in mind about general trading
apps. I mean, this is just normal stocks, not cryptocurrency, but
I expected it to be similar to that. And it looks really similar. So
this is what I expected. [...] And then you can also [...] exchange
cryptocurrency between your friends, which I think is also nice.
I didn’t think about that".

(5) Participants struggled to understand some concepts specific
to cryptocurrencies, such as buying fractions of coins, ab-
breviations of the different coins and tokens, and the fees
associated with buying cryptocurrency. U8 said, "I didn’t
know that I could also buy parts of crypto".

During the user study, participants explored similar features in both
apps. However, we observed some differences. Participants were
faster in the prototype based on TenX (mean: 26 minutes) than in
the one based on Klever (mean: 46 minutes). The duration is also

reflective of the misconceptions users had during prototype explo-
ration. When asked in the exit interview whether an onboarding
process would have supported them, participants using TenX were
rather doubtful as they perceived it as intuitive already. U3 said,
"It’s good that it doesn’t have too many buttons or too many options
to choose from. Because I think this is what makes it easy to handle.
[...] Just looking at this app, I can say for me, it’s intuitive. And I
would know what to do if I want to buy bitcoins". Taking the buying
process as an example, we reason that the linear user interface
of the TenX prototype provided clearer guidance for participants.
In comparison, the Klever prototype offers configuration options
at each step that give the user more control but also complicate
beginners" meaning-making process.

5.2 Developing Onboarding
We used the compiled cards, recorded videos, and the transcribed
recordings of participants as a basis for our analysis. Our primary
goal was to identify an aha! moment shared among participants
that could then be used to guide users to a first quick win. While
participants named a wide range of features when asked for their
favorite part in the app, we found the task flows visualized with the
cards combined with the recordings to be a valuable combination to
develop a deeper understanding of participants’ behavior. During
our analysis, the buying process emerged as a shared aha! moment
guiding users to a quick win – completing their first cryptocurrency
purchase and becoming cryptocurrency owners. We identified the
buying process as particularly suited for several reasons. First, all
participants expected to buy cryptocurrencies and went through
the process during their exploration. Second, most participants
expected buying cryptocurrencies to be more difficult. Third, we
observed that participants started to reflect on the personal utility
of cryptocurrencies after completing the buying process.
Based on our analysis, we developed an onboarding process for both
prototypes leveraging the identified design insights and minimalist
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Figure 3: The screens of the prototyped onboarding process for the Klever app. After a brief explanation of the app’s purpose
and benefits, coach marks guide users through their aha! moment to the quick win of purchasing cryptocurrency.

instruction principles. Figure ?? shows the main screens adapted for
the prototype based on Klever. We used a similar structure for the
onboarding process in the TenX prototype. We decided to use coach
marks to guide users through the buying process, reasoning that
the onboarding would remain short, increase focus, and support
the natural exploration process while not "getting in the way".

During the design, we applied the minimalist instruction princi-
ples – choose and action-oriented approach, anchor the tool in the
task domain, support error recognition & recovery, and support
reading to do, study & locate [49]. We included a welcome screen
to each onboarding task flow to provide users with the app’s pur-
pose and features, as suggested by Strahm et al. [47]. Following the
action-oriented approach, we directed participants directly to the
screen on which they could initiate the buying process. While this
was already the default screen for TenX, we skipped one screen
for Klever. With this structure, we could provide an immediate op-
portunity to act without hindering the app exploration by the par-
ticipants. Based on the elicited design insights, we clarified points
of misunderstanding (i.e., abbreviations, vocabulary, currency frac-
tions) while also supporting the user’s experimentation. During
the buying process, help buttons would further aid the user’s error
recognition and recovery. To provide closure and a distinct end to
the onboarding process, we included a celebratory message after
the successful purchase.

5.3 Impact of Onboarding
In a final step, we repeated the study with the implemented on-
boarding processes to evaluate its impact on participants’ meaning-
making. We strictly followed the same procedure with 4 new partic-
ipants for both apps. We assess that onboarding supported partici-
pants’ meaning-making process. For TenX, we found little changed
compared to the first iteration. U14, a participant of the TenX user
study, expressed, "It was quite intuitive. You could just select how
much bitcoin you want, add your credit card details and information
[...] and then it does the rest for you. [...] So for me, it doesn’t really need
an onboarding". For Klever, we observed reduced misconceptions
and quicker exploration of the app:

(1) All four participants understood from the information over-
lay that they could buy frictions of cryptocurrencies. U11
reflected, "From the info screen before we know that 42 euros
is the minimum which I can invest. So 42 euros equals to 0.001
whatever bitcoins. Okay, then I will invest 42 euros".

(2) Two users pointed out that Klever made them feel com-
fortable in the buying process as they knew where to in-
form themselves first. When asked to explain Klever to their
former self at the beginning of the session, U10 answered,
"Klever gives you the ability to get an overview of all the coins
available and their key figures, and then make kind of like,
educated or informed decisions to buy coins".

(3) During the buying process, all four users were able to iden-
tify their main account as their wallet. One user could make
the connection to set up different accounts for different cryp-
tocurrencies. U11 observed, "I directly understood that I need
an account for every cryptocurrency without having an (addi-
tional) info screen [...] which is really good".

(4) When asked whether using the app made them more com-
fortable to try cryptocurrency apps, users commented on
the ease of the buying process: "buying crypto is a very com-
plicated thing in my mind, but that [the buying process] was
really easy" (U12).

In addition to our qualitative analysis, we recorded the duration
of each app exploration and surveyed participants for the perceived
usability using the SUS [5, 37] after the prototype interaction from
participants. Table 2 provides an overview of these measures. For
context, the average SUS score of mass-market consumer software
(74) [37], for mobile apps (77) [34], with a SUS score of 80 being the
industry goal [37].

Table 2: Overview of SUS scores and average time needed for
app exploration for both apps with and without onboarding.

TenX Klever
normal onboarding normal onboarding

SUS 83.1 77.5 57.5 78.8
Duration 26 min 15 min 46 min 30 min
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In the case of Klever, the addition of onboarding led to improve-
ments in both duration and usability. Question item 10, "I needed to
learn a lot of things before I could get going with this system", im-
proved from an average score of 3.00 before onboarding to 1.50 after
onboarding (with 1=strongly disagree and 5=strongly agree). In the
case of TenX, the addition of onboarding had a less pronounced
effect – participants needed less time, but the SUS score dropped
slightly. These results are in line with the qualitative observations
and analysis of the generated artifacts.

6 DISCUSSION
We have presented the results of our interview study and explored
the design of onboarding in the context of cryptocurrency apps.
Our results suggest that onboarding can support users in the initial
exploration of mobile apps and that design insights for onboarding
can be successfully elicited with the used method. In the following,
we summarize our findings and discuss opportunities and open
questions related to designing onboarding processes for mobile
applications that can be generalized from our studies. While we
do not claim relevancy for all domains, we believe the findings
presented hold value for designers of mobile apps in general.

6.1 Efficacy of Onboarding for Mobile
Applications

The results of our interview and user studies suggest that onboard-
ing is not a silver bullet. Given this, the question is, under which
conditions does onboarding provide value? We hypothesized from
the interview study that novelty of context and complexity of mo-
bile apps could be relevant factors. Our user study data indicates
that onboarding supports users in their first interaction when added
to complicated apps. The implications for apps with fewer features
are less conclusive. In the case of TenX, the onboarding did im-
prove the duration of the study but reduced perceived usability.
Comments by participants testing TenX (both without and with
onboarding) document their perception that they would not have
needed the onboarding. Overall, this suggests that the novelty of
context might be less relevant for the value of onboarding compared
to a mobile app’s complexity. In our study, we operationalized com-
plexity as the number of features a mobile app provides and ignored
other sources of complexity (i.e., novel interaction methods). Future
research might look into which further sources of complexity could
require onboarding.

Features of good onboarding: Strahm et al. were the first to con-
nect Minimalist Instruction Theory [7, 8] to onboarding experi-
ences in mobile applications. Our interview study extends the body
of knowledge with an empirical account of user experiences and
opinions related to onboarding experiences. The reported aspects
of good onboarding – short, skippable, focused, lightweight, inte-
grated – overlap with Minimalist Instruction Theory and confirm
its applicability to mobile applications. We discuss our findings in
the context of Van der Meij’s and Caroll’s minimalist instruction
principles [49], and argue that minimalist instruction theory is well-
suited to guide the design of onboarding experiences for mobile
applications.

Principle 1: Choose an action-oriented approach. The first
principle argues that meaningful action is necessary for effective
learning [47, 49]. Strahm et al. connect this principle to their con-
cept of the quick win, which allows users to progress toward a
short-term goal [47]. This principle is also reflected in participants’
expectations that onboarding in mobile applications should be in-
tegrated and skippable. Simply spoken, onboarding should not get
into the way of users’ desire to explore and respect users’ approach
to their exploration.

Principle 2: Anchor the tool in the task domain. The second
principle advocates designing instructional activities as real tasks.
The organization of the instruction should reflect a real task, and
learners should be provided a relevant reward [49]. This principle
is reflective of participants’ expectations for focused onboarding.
Onboarding should focus on few relevant features and guide users
to make tangible progress towards them.

Principle 3: Support Error Recognition and Recovery. The
third principle emphasized preventing mistakes whenever possible
and provide on-the-spot error information if that is not possible
[49]. During the initial app exploration, users are likely to hold
misconceptions, and it is reasonable to expect that some will run
into errors because of that. Users reported different error recovery
strategies during our interview study. With hardly anyone expect-
ing to receive in-app help for problems, we argue it is still important
for designers to provide accurate error information. Users are likely
to resort to search engines, FAQs, or friends or family to help them
resolve the issue in case trial and error fails them. Being able to
articulate the problem at hand is equally crucial for each of them.

Principle 4: Support reading to do, study, and locate. The
fourth principle reminds designers to be brief and provide clo-
sure for chapters [49]. This closely relates to the concept of the
quick win [47] and also aligns with users’ expectations for short
and lightweight onboarding experiences.

These principles proved to help guide the development of our on-
boarding processes. We used coach marks as they would allow for
an action-oriented exploration while not getting in the way. We
guided users through the real buying process, thereby anchoring
the onboarding in the task domain. We tried to avoid errors by
guiding users through a highlighted default path but provided an
explanation for additional configuration options in case users devi-
ated from it. We aimed for a short process, providing closure with
the successful purchase of cryptocurrency.

Informational content should not be part of onboarding: During
our interview study, participants clearly expressed that onboarding
"should not get in the way". While it might be tempting to include
educational information in an onboarding process, we reason prac-
titioners would do better not to do so. Informational content, often
presented in the form of tutorial cards, is not actionable and tends
to get in the way of the user’s desire to explore the app. Informa-
tion that goes beyond the app’s usage – in the addressed case, for
example, How do cryptocurrencies work? – are likely explored by
users outside of the app.
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6.2 Reflections on Strahm’s Framework for
Onboarding Design Insights

Our experience showed that the framework proposed by Strahm et
al. could be successfully used to generate design insights in the con-
text of financial applications using high-fidelity interactive proto-
types. Overall, we perceived the method to be a valuable framework
aiding the design process of onboarding experiences. The moder-
ated interaction with the prototype allowed users to reflect on their
behavior while generating artifacts for the subsequent design pro-
cess. Some participants even commented positively on the nature
of the process. During the analysis part, the insights recorded on
cards allowed us to reconstruct the task flow of different users and
compare their differences and similarities. While providing struc-
ture to the sequence of steps, valuable insights emerged only in
combination with video recordings and transcriptions of the user
study. In the case of TenX, we observed that the generated design
insights also indicate when onboarding might not be necessary
or appropriate. During both iterations of the user study with the
TenX prototype, participants raised doubts on whether onboarding
would improve their understanding of the app.

Improvements and Extensions: From our experience in applying
Strahm et al.’s procedure to develop two onboarding processes, we
derive suggestions on how to adapt the procedure in the future.

(1) We found adding the System Usability Scale [5] after complet-
ing the prototype interaction a valuable addition to evaluate
the impact of the prototyped onboarding. This modification
adds little overhead to the procedure but provides a reliable
quantified measure complementing the qualitative observa-
tions for evaluation.

(2) We also reported the duration of the prototype exploration
(measured post hoc). We followed the rationale that the du-
ration would demonstrate the difference between the two
tested prototypes – i.e., the longer duration in the more
feature-rich app demonstrated that users had more difficulty
during their exploration. We argue that for evaluation of the
efficacy of the onboarding, it is less suited, as researchers
administering the study could (potentially unconsciously)
influence it.

(3) One practical downside in reporting our results was the
missing name of the method Strahm et al. proposed. While
Minimalist Instruction Theory informs the creation of the
onboarding prototypes, the design method focuses on elicit-
ing users’ meaning-making process. For designers, it might
be helpful to have a dedicated name for the protocol itself
(see figure ??), as it might be used to generate design insights
for different ends than onboarding. We humbly suggest Iter-
ative Moderated Exploration Framework (IMEF) as a suitable
name.

Future research: From our interviews, we found that the initial
familiarization with mobile apps happens in an unstructured ex-
ploration – simply said, by clicking through all screens. While the
moderated exploration is valuable for designers to understand users’
meaning-making processes, it is an open point for future research
to investigate whether participants would act the same way when
exploring the app independently.

An additional avenue for further research would be the long-
term impact of onboarding on usability perception and engagement.
Is the onboarding effect a one-time improvement, or can successful
onboarding interventions achieve increased engagement in the
long term? In a similar light, it would be interesting to understand
onboarding beyond first-time use. With feature-rich apps such as
Klever, it is not realistic to onboard users to all features at once.
How would the procedure need to be adopted to elicit valuable
design insights for established users? How would users react to
such onboarding? And which impact would it have?

6.3 Modeling App Installation as Intentional
Process

From our interviews, we draw on the observation that the decision
to install a new app appears to be an intentional process in most
cases. Users reported that they would inform themselves with the
help of online resources and reach out to friends and family to
decide on whether to install certain apps. In the same notion, some
participants mentioned during the interviews in our user study that
they would learn more about cryptocurrencies before engaging
with an app outside of the study setting. This indicates that when
users first engage with a cryptocurrency app, they have already
started the knowledge gathering process beforehand. Presumably,
not all app installations are that intentional. Apps that serve an im-
mediate need – i.e., public transport apps, translation apps, games
– are likely installed without extensive research beforehand. Never-
theless, modeling the decision leading up to an app installation as
an intentional process could extend our current understanding of
user behavior and open up new avenues for research – i.e., how to
guide users to trustworthy and factual sources.

In the context of cryptocurrencies, we hypothesize that users
form the intention to engage with the technology over an extended
period before they first download an app and buy cryptocurren-
cies. Future research in the area of cryptocurrency (and likewise
in different domains) should investigate how users engage in the
exploration, gather knowledge and form the intent to engage with
a topic or not. Planned Behavior Theory [1] might provide a theo-
retical starting point for research in this direction.

7 CONCLUSION
In this paper, we have explored the impact of onboarding processes
at the example of two prototypical cryptocurrency apps. We com-
plemented the design and evaluation with a preceding interview
study with 16 participants characterizing experiences and opinions
regarding mobile app onboarding in general. Our findings indicate
that mobile app onboarding improves usability for first-time users
of feature-rich apps but might not do so for simpler ones. We dis-
cuss the results of both studies in the broader context of minimalist
instruction principles, concluding that they are aligned to users’
expectations regarding onboarding and thus represent a valuable
set of guidelines for designers of mobile apps.
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ABSTRACT 
We present a systematic literature review of cryptocurrency and 
blockchain research in Human-Computer Interaction (HCI) pub-
lished between 2014 and 2021. We aim to provide an overview of 
the feld, consolidate existing knowledge, and chart paths for future 
research. Our analysis of 99 articles identifes six major themes: (1) 
the role of trust, (2) understanding motivation, risk, and percep-
tion of cryptocurrencies, (3) cryptocurrency wallets, (4) engaging 
users with blockchain, (5) using blockchain for application-specifc 
use cases, and (6) support tools for blockchain. We discuss the fo-
cus of the existing research body and juxtapose it to the changing 
landscape of emerging blockchain technologies to highlight future 
research avenues for HCI and interaction design. With this review, 
we identify key aspects where interaction design is critical for the 
adoption of blockchain systems. Doing so, we provide a starting 
point for new scholars and designers and help them position future 
contributions. 
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1 INTRODUCTION 
First introduced in 2008 as a peer-to-peer electronic cash system 
[97], blockchain technology has since drawn broad attention from 
research and industry alike. A growing body of literature envi-
sions how its decentralized approach can disrupt current business 
models, fnancial systems, organizations, and civic governance 
[33, 34, 68, 121]. Arguably, the most visible evidence of growth 
is the combined market capitalization of over USD 1.7 trillion cryp-
tocurrencies have accumulated by January 2022 [23]. Furthermore, 
developer activity has been steadily growing over the last decade 
[29], multiple projects have been started to improve over the origi-
nal design (e.g. [15, 69, 138, 140]), and blockchain technology has 
been explored for a wide range of diferent applications and domains 
[35]. Through technical innovations, blockchains have advanced 
towards performance soon comparable to existing distributed sys-
tems – e.g. the Solana blockchain aims for a throughput of up to 
710,000 transactions per second [140]. 

Despite these improvements, more than a decade after the launch 
of the Bitcoin network, blockchain technology seems to be far away 
from its envisioned omnipresence. In spite of avid calls from Human-
Computer Interaction (HCI) scholars to engage with blockchain 
[35, 45], immature interaction concepts appear to hold back users 
with less technological afnity and present a barrier for wider adop-
tion: Blockchain applications are hard to get started with [49, 52], 
confront both beginners and experienced users with misconcep-
tions [87, 133], and are largely difcult to use [132]. While there 
have been systematic reviews of blockchain research in adjacent 
felds – e.g. security and privacy [144], current theories and mod-
els [58], and decentralized fnance (DeFi) [92] – there is not yet a 
complete overview of HCI research pertaining to blockchain. To 
date, Elsden et al. arguably provide the most complete overview, 
yet without following a systematic approachand including only 
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literature up to 2018 [35]. In a feld characterized by rapid innova-
tion, we thus see the need for a systematic review to understand the 
past, present, and future of HCI research on blockchain technology. 

The objective of this paper is to develop an overview that can 
serve as a starting point when researching and designing with 
blockchain technology by showing how the feld developed, map-
ping addressed questions and open challenges. To this end we ask 
the following research questions: 
• How has HCI research on blockchain and cryptocurrency devel-

oped since the inception of Bitcoin? 
• What themes, challenges, and design knowledge are discussed 

in the current research body? 
• What are gaps that ofer promising avenues for blockchain re-

search in human computer interaction? 

To address these questions, we conducted a systematic review of 
articles at the intersection of HCI and blockchain technology. We 
identifed 99 relevant articles published between 2014 and 2021. 
While the majority has been published at SIGCHI conferences, 
there is a long tail of research published elsewhere. We organize the 
existing research body into six overarching themes and contrast 
them to the evolving blockchain ecosystem. Doing so, we highlight 
research opportunities for HCI and argue that interaction design re-
search should boldly adopt modern blockchains as design materials 
to explore the creation of interactive decentralized applications. 

Contribution Statement: With this systematic review, we make 
the following contributions: First, we present a descriptive overview 
of current blockchain and cryptocurrency research through an anal-
ysis of publication year, publishing databases, contribution types, 
and methodologies. Second, we analyze the existing research body 
and consolidate the produced knowledge into six major themes. 
Third, we conclude the paper by discussing salient gaps within the 
existing body of literature and draw up future research avenues for 
HCI and interaction design. 

2 METHOD 
The focus of this review is to summarize HCI related literature 
concerning cryptocurrency and blockchain. We structured the lit-
erature review in four overarching steps, following the PRISMA 
systematic review protocol [93]. An overview of our search results 
is depicted in Figure 1. 

2.1 Step 1: Keyword Search 
We selected the ACM Digital Library1, IEEE Xplore2, and Springer 
Link3 as initial databases for this review. As a frst step, we con-
ducted a keyword search across all databases. We defned two sets 
of search terms: one related to the technology – i.e. blockchain 
– and one related to our research feld – i.e. interaction design. 
The keywords were chosen by reviewing salient literature pub-
lished at HCI venues (e.g. CHI, DIS, ToCHI) and iteratively refn-
ing them. Technology keywords4 included for example "bitcoin", 

1https://dl.acm.org/ (last-accessed 2022-02-18) 
2https://ieeexplore.ieee.org/ (last-accessed 2022-02-18) 
3https://link.springer.com/ (last-accessed 2022-02-18) 
4 Technology Keywords: "bitcoin", "cryptocurrency", "crypto currency", "blockchain", 
"block chain", "distributed ledger", "dlt", "dapp", "crypto assets". (At the time of our 
search "web3" and "nft" did not return any relevant academic results and were therefore 

Records identified through 
keyword search in ACM, 

IEEE, Springer 
(n = 1362)

screening

Title/Abstract screened
(n = 1413)

Full-text articles assessed for 
eligibility
(n = 156)

eligibility

Publications included in final 
analysis
(n = 99)

included

identification

Additional sources: Forward 
search with Google Scholar

(n = 51)

Records excluded
(n = 1257)

Full-text articles excluded
(n = 57)

• No HCI context
• No blockchain context
• No full-text available

STEP 1 

STEP 2 

STEP 3 

STEP 4 

Figure 1: PRISMA fow diagram of the screening process. 

"cryptocurrency", and "blockchain". Qualifer keywords5 included 
for example "user interface", "usability", and "design implication". 
We then computed query strings with pairwise combinations of 
technology and qualifer keywords and ran them against each of 
the databases. A publication would be included in our keyword 
search if either of the felds "title", "abstract", or "author keywords" 
matched against the pairwise combination. An abstract example of 
a query string would looks as follows: "(title: keyword1 OR abstract: 
keyword1 OR author_keywords: keyword1) AND (title: keyword2 OR 
abstract:keyword2 OR author_keywords:keyword2)". We conducted 
the search in July 2021 and did not restrict the search to a specifc 
timeframe. We included all papers published before July 31, 2021 
— the date of our search. The keyword search resulted in a total 
of 1,362 papers. Additionally, we iteratively conducted a forward 
search with Google Scholar6 for all publications included in the 
review resulting in an additional 51 papers. 

2.2 Step 2: Screening Relevant Publications 
In the second step, we screened the title and abstract of all 1,362 
publications to identify those relevant for the review. We eliminated 
papers based on the following exclusion criteria: 
• Publications with no blockchain or cryptocurrency focus 
• Publications with no HCI focus (e.g. technical prototypes) 
• Publications written in a language other than English 
• Duplicates 

A particularly high fraction of excluded publications can be at-
tributed to keyword matches against "prototype" or "blockchain", 
resulting in technical prototypes without consideration of user 
interaction. In some situations, it was not apparent whether the 

excluded. Given the recent rise of both concepts, future literature reviews may consider 
adding them.)
5Qualifer Keywords: "ui", "user interface", "interaction design", "ixd", "interaction", 
"user study", "usability", "ux", "user experience", "prototype", "interface" "interview 
study", "user-centered", "user-focused", "focus group", "HCI", "behavior", "end-user", 
"design implication", "design recommendation" 
6https://scholar.google.com/ (last-accessed 2022-02-18) 
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Table 1: Overview of the retrieved publications by year. 

Library (Sum) Publication Type (Sum) Metrics (Mean) 
Year Total ACM IEEE Springer Other Conference Journal Pages Authors Citations 

2014 1 0 1 0 0 1 0 5.0 4.0 37.0 
2015 2 2 0 0 0 2 0 3.0 2.5 47.5 
2016 3 2 1 0 0 3 0 7.7 3.7 33.7 
2017 7 5 1 1 0 7 0 7.7 3.3 40.9 
2018 14 11 2 0 1 12 2 10.2 4.0 25.9 
2019 28 14 5 4 5 18 10 10.4 3.4 10.1 
2020 26 10 6 8 2 22 4 9.6 4.5 4.1 
2021 18 8 3 4 3 12 5 12.1 4.6 1.6 

99 52 19 17 11 77 21 8.2 3.7 25.1 

Notes. Publications for 2021 are only included until July 31, 2021. Aggregated values are sums for the Library and Publication 
Type columns, and means for the Metrics columns. Citations numbers were retrieved from Google Scholar on December 20, 2021. 

exclusion criteria were met solely by looking at the title and ab-
stract. In these situations, we included the publication for a full-text 
review in the next step to not miss relevant literature. In total 156 
publications were reviewed – initially 105 to which 51 were added 
throughout the forward search process. All selected publications 
were downloaded for analysis in the next step. 

2.3 Step 3: Identifying Eligible Publications 
In a fnal step, we reviewed the full text of the remaining publica-
tions. The eligible papers underwent more rigorous scrutiny based 
on the same exclusion criteria mentioned above, resulting in a fnal 
set of 99 papers. 

2.4 Step 4: Qualitative Analysis 
The 99 publications included in the review were read in full. In 
several iterations, the papers were analyzed and assigned codes. 
This information was entered into a database for further analysis. 
Throughout the process, publications were primarily coded by the 
main author and discussed for validation among the co-authors. 
Following a thematic analysis approach [12] the coded data was 
organized along initial emerging themes. In multiple rounds, these 
themes were revised, and the papers were re-coded until saturation 
was reached. 

3 OVERVIEW 
We included 99 publications in our review. Table 5 – located in the 
appendix – provides an overview of all included publications. For 
better accessibility, a spreadsheet of the table is included in the 
supplementary material. Table 1 provides an overview aggregated 
by publication year, library, publication type, and descriptive metrics 
of the papers. This review covers in total 8 years: The frst included 
publication dates back to 2014, 6 years after the original Bitcoin 
whitepaper [97] was published. From then the number of publi-
cations increased year over year, peaking at 28 in 2019, slightly 
decreasing to 26 in 2020. These increases in scientifc publications 
seem to be aligned with the crypto-hype-cycle peaks in 2013 and 
2017, drawing in not only capital, startup activity, and developer 
activity [29], but as it appears also research interest. 
The ACM Digital Library is the most relevant source with 52 (53%) 
publications, followed by IEEE and Springer. In total, eleven publi-
cations were identifed from other databases (e.g. USENIX, Elsevier) 

using forward search. Only three venues have more than fve pub-
lications attributed to them: CHI (21), DIS (7), and PACMHCI (5). 
A long-tail of 42 venues shows only one publication, indicating a 
fragmented feld. Most work is published at conferences (78%), with 
journal publications only emerging over the past four years. The 
maturing of the feld is also refected by the steady increase of the 
average paper length (from 5.0 pages in 2014 to 12.1 pages in 2021) 
and the average number of authors contributing to a paper (from 
4.0 authors in 2014 to 4.6 pages in 2021). The average paper has 
been cited 25.1 times. Not surprisingly, earlier publications show 
higher numbers of citations. 

3.1 Two Perspectives: Blockchain or 
Cryptocurrency 

We noticed that publications in our sample adopted one of two per-
spectives. Either they framed their research investigating blockchain 
technology (59, 60%) or cryptocurrency (40, 40%). Cryptocurrency 
publications mainly revolve around understanding users’ moti-
vation, perceived risks, and overall perception as well as users’ 
interaction with wallets. Articles about blockchain focus on the 
design and development of blockchain-based systems for specifc 
use-cases and their subsequent efects on users and society. The 
majority of empirical studies dealing with people evolve around 
cryptocurrency, whereas contributions about blockchain frequently 
contribute artifacts or system evaluations. 

Among the 40 publications discussing cryptocurrencies in our 
corpus, 32 addressed Bitcoin, in eight cases the currency was not 
specifed. This was, for example, the case when researchers explored 
the usability of diferent currency exchanges (e.g. [49, 64]). Among 
the 58 publications discussing blockchain, 13 addressed Bitcoin [97], 
19 Ethereum [15], and six other blockchains such as IOTA [106]. 27 
did not state a specifc cryptocurrency. This was, for example, the 
case for publications surrounding interface prototypes (e.g. [11]) or 
design workshops (e.g. [32]). 

3.2 Contribution Types 
We coded all publications with regards to the contributions they 
were making, using the classifcation proposed by Wobbrock and 
Kientz [137] (see Figure 2). The majority of contributions are of 
empirical nature. In total 73 (74%) publications contribute either 
an empirical study that tells us about how people use a system (44 
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publications) or an empirical study that tells us about people (29 
publications). 39 publications (38%) contribute an artifact or system. 
We included functional systems (e.g. [124, 129]) and interface or in-
teraction prototypes (e.g. [9, 48]) under this category and excluded 
physical design kits (e.g. [72, 111]). Only few publications make 
methodological (2, 2%), theoretical (4, 4%), dataset (1, 1%), or system-
atic literature review (3, 3%) contributions. Eight publications (8%) 
contribute an essay or argument. 

(N=99 publications, multiple contributions per publication possible) 

0
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20
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40

50

empirical (system) empirical (people) artifact method theory dataset literature review essay

total blockchain cryptocurrency

Contribution Type

Figure 2: Contributions types of publications in our sample. 

3.3 Used Methods 
We analyzed the research methods used across the included papers 
(see Figure 3). We grouped the used data collection methods into 
six categories (several studies combined methods). 
• Quantitative data analysis includes the analysis of secondary 

data such as log data (e.g. [41]), content analysis of forums and 
websites (e.g. [77]), or app reviews (e.g. [133]). 

• Interviews include interview studies as primary source of data 
collection (e.g. [50, 51, 70, 115]) as well as interviews comple-
menting evaluations of systems (e.g. [38, 79, 123]). 

• Questionnaires include data collection through questionnaires 
as primary source of data collection (e.g. [2, 79]) as well as com-
plementing other forms (e.g. [11, 143]). 

• Lab studies include studies conducted in a lab environment in 
which rich data (e.g. screen-, video-, audio-recordings) could 
be collected. For example, usability studies (e.g. [8, 48, 104]) or 
heuristic evaluations through experts (e.g. [65]). 

• Field studies, in contrast, include studies that are conducted 
in the natural environment of users. For example, ethnographic 
studies (e.g. [61, 62]) and deployed mobile applications (e.g. [11]) 
or systems (e.g. [40, 122]). 

• Workshops include design research methods engaging groups 
of people in an efort to elicit design knowledge about people, 
specifc systems, or speculative imaginaries (e.g. [37, 68, 111]). 

The most used methods for data collection are interviews (25, 25%), 
lab studies (24, 24%), and questionnaires (18, 18%.) 51 publications 
report use of a single data collection method whereas 24 publica-
tions made use of method triangulation [105] by combining two 
or more types. For example, Tallyn et al. combined the analysis of 
log data and interviews during a feld study deployment of an au-
tonomous cofee machine [122]; Bidwell et al. used questionnaires 
and log data in a longitudinal feld study to evaluate automated 

(N=99 publications, multiple methods per publication possible) 
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Figure 3: Method types used by publications in our sample. 

conditional giving [11]; Jabbar et al. used interviews and ethno-
graphic observation to understand blockchain assemblages [62]. 
Looking at generative methods, there are several eforts to elicit 
design knowledge about blockchain systems in workshops, many 
of which make use of novel design kits [72, 88, 90, 111]. Most pub-
lications contributing artifacts – either in the form of interface pro-
totypes or functional systems – present systems using blockchain 
to implement application-specifc use cases (22 publications, e.g. 
conditional giving [129], energy trading [116], or last mile delivery 
[123]) or support tools (nine publications, e.g. visual smart contract 
construction [125], or tools for transaction analysis [75]). 

4 MAJOR THEMES 
After providing an overview of blockchain research in the HCI 
community, we present and discuss salient themes that emerged as 
we reviewed the papers. We identifed 6 major themes: (1) the role 
of trust, (2) understanding motivation, risk, and overall perception 
of cryptocurrencies, (3) explorations surrounding the usability of 
cryptocurrency wallets, (4) engaging users with blockchain, (5) us-
ing blockchain for the implementation of specifc use-cases, and (6) 
designing support tools for blockchain systems. Figure 4 visualizes 
the included publications over time per theme. 

4.1 Trust in a Trustless System 
A central feature of blockchain systems are their trustlessness – i.e. 
the fact that decentralized actors can agree on a common valid state 
of the systems without the need to trust a central entity or each in-
dividual actor within the system. Several HCI publications address 
trust and the trustworthiness of blockchain and cryptocurrency sys-
tems. This strand of research particularly challenges the assumption 
that blockchains are trustless and argues to adopt a sociotechnical 
perspective [25, 26, 53, 76, 82, 84, 116] as trust in algorithms cannot 
entirely substitute trust in humans [85]. Investigating the role of 
trust and how to design trustworthy systems is viewed as partic-
ularly important to understand the adoption or non-adoption by 
users [26, 131]. Figure 5 provides a visual overview. 

4.1.1 Factors Influencing Trust in Blockchain Systems. Sas and 
Khairuddin were the frst to integrate trust and blockchain in the 
context of HCI [70, 114, 115]. Drawing from established models 
of trust, they discuss the roles of technological trust, social trust, 
and institutional trust and conclude that established models fail to 
adequately address decentralized systems. They propose a research 
framework for HCI to explore trust along three layers and highlight 
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Figure 4: Overview of publications per major theme over time. 

users, merchants, miners, exchanges, and governments as relevant 
stakeholder groups for Bitcoin [114]. In the context of Bitcoin they 
defne technological trust as people’s trust in Bitcoin technology ex-
perienced before, during, and after engaging in online transactions, 
social trust as the trust that Bitcoin stakeholders develop between 
each other, and institutional trust as the trust of governmental in-
stitutions in Bitcoin technology ([114], p. 340). In subsequent work 
they explore both users’ [115] and miners’ trust perceptions [70] 
through qualitative interviews. The remaining papers subsumed 
under this theme primarily address end-users as stakeholder group. 
An exemption is the work by Voskobojnikov et al. who surveyed 
204 non-users to investigate factors infuencing the adoption of 
cryptocurrencies. Their results show that trust is a critical factor 
afecting adoption intention [131]. 

While Sas and Khairuddin’s framework has found limited adop-
tion among the sampled papers, we use it in the following to or-
ganize the trust building factors identifed by research. Looking at 
factors that can be attributed to technological trust, we fnd several 
publications. Using a quantitative research design, Wallenbach et al. 
fnd that immutability and the traceability of information positively 
infuence the trust in the technology. In contrast, the anonymity of 
a blockchain has a negative infuence [134]. These results confrm 
the tension arising from having an open and decentralized, yet 
anonymous system, reported by Sas and Khairuddin [114]. Ooi et 
al. identify technical protections, transaction procedures, and secu-
rity statements as determinants of perceived trust for Bitcoin [102]. 
Looking at social trust, Heidt identify trust in code, in data, in a 
project’s vision, and systemic trust in the interplay between these 
factors to be relevant for design [53]. Craggs et al. emphasize the 

role of interpersonal trust in cryptocurrency communities, particu-
larly interpersonal trust in other users and interpersonal trust in the 
maintainer of the network [26]. Additionally, several papers report 
the negative efect of illicit activities [115, 131] on trust in cryp-
tocurrency systems. We did not identify any publications focusing 
on the trust relationship governmental institutions have towards 
cryptocurrencies or other blockchains. However, we noticed that 
a lack of trust in established institutions is a common theme men-
tioned by cryptocurrency users when asked why they are drawn 
to the space (e.g. [50, 71, 76, 79, 115]). Also dubbed "the paradox of 
unregulation", there are qualitative accounts arguing both for and 
against regulation of cryptocurrenies as a means to foster trust in 
cryptocurrencies [51, 70, 115, 132]. 

4.1.2 Trust Challenges. Grounded in the multifaceted factors iden-
tifed to infuence trust, scholars highlight diferent challenges. 
Between merchants and buyers, users face the risk of dishonest 
traders [115] as only one side of the transaction is recorded on 
the blockchain. The pseudonymous nature of transaction poses a 
challenge to establish trust over time. To mitigate this challenge 
social strategies are suggested (trade with authorized exchanges, 
socially authorized traders, reputable traders, or de-anonymized 
traders) and researchers call for technical advancements (e.g. to 
support two-way transactions and reversible transactions) [115]. 

We found that across several publications a lack of knowledge 
and experience of blockchain technology by most users is men-
tioned as reason for missing trust [20, 76, 82, 142]. Users with 
limited understanding have difculties establishing (technological) 
trust [82]. For the adoption of centralized payment systems the 
reputation of the provider plays an important role (see e.g. [44] 
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Figure 5: Overview of publications assigned to the Trust in A Trustless System theme. 

for Apple Pay). In the case of cryptocurrencies there is no central 
authority to trust. Because of that social elements gain importance, 
elevating, for example, the role of communities [116]. Knittel et 
al. report at the example of the Reddit r/bitcoin forum that the 
ideology within the community reduces interpretive complexity 
and supports collective imaginaries of a positive Bitcoin future [76]. 

On the technological side of the spectrum, trust in data remains 
an unsolved challenge. While data on the blockchain is immutable, 
the correctness of the data written on the blockchain cannot be 
verifed easily (also known as oracle problem) [20]. Trust in rep-
utable intermediaries to connect the real-world with the blockchain 
is thus necessary [20]. 

Finally, Bitcoin miners face additional trust challenges, specif-
cally related to the fair distribution of mining rewards when con-
tributing their mining power to a mining pool [70]. Beyond this we 
did not fnd other research addressing miners or validators. 

4.1.3 Designing Trustworthy Systems. Several publications imple-
ment interfaces or functional systems to facilitate trust in blockchain 
systems. Lee et al. explore how a chatbot is used both as an ob-
ject and mediator of trust and highlight the arising sociotechnical 
trust gap. At the example of the chatbot they argue that trust in a 
known technology (i.e. a chatbot interface) can mediate trust in an 
unknown technology (i.e. cryptocurrency) [82]. 

Drawing on the results of their quantitative study, Voskobojnikov 
et al. recommend to focus designing for situational normality to 
establish trust: Crypto-assets providers should mimic established 
payment systems users are already familiar with and provide stable-
coins (cryptocurrencies that track the value of existing fat cur-
rency) to lower the entry barrier [131]. Some scholars recommend 
the use of trust-supporting design elements in interfaces, such as 
trust-labels issued by known institutions such as exchanges [131], 
governments [142], or blockchain consortia [142]. 

4.2 Cryptocurrency: Motivation, Risk, and 
Perception 

The second salient theme surrounds the exploration of the experi-
ences and perceptions of cryptocurrency users. It is noticeable that 
publications in this cluster overwhelmingly focused on cryptocur-
rency users, not blockchain users. The large majority of publications 

focuses on Bitcoin and generalizes to cryptocurrencies. Figure 6 
provides a visual overview. 

4.2.1 Motivation. Several studies investigate the underlying mo-
tivation of why people are interested to engage with cryptocur-
rencies. While there is no established taxonomy, similar themes 
have been reported across studies. Froehlich et al. group users’ 
motivation into fnancial interest, ideological interest and technical 
interest [50]. Abramova et al. present quantitative results separated 
by user groups, with fnancial gain and interest in the technology 
being the most important self-reported motives across all groups 
[2]. Similar motives are reported by Sas and Khairuddin [71, 115]: 
the oncoming monetary revolution, empowerment associated with 
the use of a decentralized cryptocurrency, perceived material value, 
and an economic rationale. Krombholz et al. report curiosity and the 
decentralized nature as motivators [79]. Voskobojnikov et al. take a 
diferent approach and investigate motivations and reasons against 
cryptocurrency adoption [131]. Contrary to qualitative reports by 
Gao et al. [51], they only fnd an indirect negative efect of self-
efcacy on adoption intention. Among non-users, association with 
illicit activities, a lack of regulation, and the belief that Bitcoin’s 
value has peaked were also reported to hold them back [132]. 

4.2.2 Behavior and Perception. Several studies attempt to increase 
knowledge on how cryptocurrency users are behaving and how 
their perception in turn infuences behavior. There are multiple qual-
itative and quantitative studies reported. Common methods include 
questionnaires (e.g. [2, 79]), interview studies (e.g. [50, 51, 115]), 
and content analysis of forums and other data sources (e.g. [41, 76]). 
Quantitative studies provide insight into the demographic compo-
sition of cryptocurrency user base. Table 2 provides and overview. 
There are samples from diferent continents available. While the 
specifc ratio shifts between studies, there are substantially more 
male participants than female ones. This skew is acknowledged by 
most authors, but we were not able to fnd any attempt explaining 
why women are less prevalent. The reliability of these demographic 
variables should be taken with a grain of salt as all studies adopt a 
targeted sampling procedure. 
Several studies report general usage behavior related to cryptocur-
rencies. Most do not distinguish between diferent cryptocurrencies 
or types of tokens; those that do limit their focus almost exclusively 

160
A 58



Blockchain in HCI: A Systematic Review DIS ’22, June 13–17, 2022, Virtual Event, Australia 

2014 2015 2016 2017 2018 2019 2020 2021

Cryptocurrency: Motivation, Risk, and Perception

ACM IEEE Springer Other blockchain focus cryptocurrency focus Icon size corresponds to the number of citations. Selected publications highlighted.

Abramova et al. [2]

Krombholz et al. [79]
Froehlich et al. [50]Gao et al. [51] Krafft et al. [78]

Khairuddin et al. [71]

Figure 6: Overview of publications assigned to the Cryptocurrency: Motivation, Risk, and Perception theme. 

Table 2: Sample demographics of cryptocurrency users 
across quantitative empirical studies. 

Ref Year N Geography Age (µ ) Gender (m/ f) 

[2] 2020 200 US – 75% / 25% 
[2] 2020 195 US, Canada, Europe – 80% / 15% 
[102] 2020 109 Asia – 97% / 3% 
[26] 2020 125 Europe, Americas – 88% / 12% 
[79] 2017 990 US, Europe 28.5 85% / 10% 
[117] 2014 134 – – 95% / 5% 

Notes. All studies adopted a targeted sampling strategy. 

on Bitcoin. Users typically own more than one cryptocurrency 
[2, 79] and use diferent types of wallets in parallel [50] – a recent 
analysis of Abramova et al. shows that 80% have more than one 
type of wallet to manage their cryptocurrency [2]. Krombholz et al. 
provide additional insight into backup behavior [79]. With a mixed 
methods approach Busse et al. examine payment cultures in four 
countries (US, Germany, Iran, China), fnding higher penetration 
of cryptocurrencies in western countries [14]. 

While Bitcoin is titled a currency, researchers have raised the 
question whether it is actually being used like one [89]. While Sas 
and Khairrudin report that most participants use Bitcoin primarily 
as store of value [115], Gao et al. fnd support for both investment 
and currency [51]. Froehlich et al. distinguish between use as money 
(i.e. as medium of transaction) and use as asset (i.e. as store of value 
or investment) and argue for designers to focus on either one use 
case to build more usable applications [50] . 

Knittel et al. provide a deep qualitative analysis of the r/bitcoin 
community on Reddit7 [76, 77]. They fnd that forum users sub-
scribe to a "True Bitcoiner" ideology, consisting of three core beliefs: 
(1) viewing Bitcoin’s technology as more trustworthy than its people, 
(2) rejecting ‘corrupt’ social hierarchies related to money, and (3) the 
importance of accumulating or "HODLing" quantities of Bitcoin as a 
strategy to create an ideal future ([76], p. 1). With a similar approach 
Jahani et al. try to disentangle processes of collective sense making 
related to emerging cryptocurrencies in forums [63]. Most Bitcoin 

7https://reddit.com/r/bitcoin (last-accessed 2022-02-18) 

users are not mining Bitcoin themselves [51, 79]. Khairuddin and 
Sas provide qualitative insights into the practices of Bitcoin min-
ers, considering individual and collective approaches (solo-miners, 
collaborative mining pools, data-centers) [70]. 

Kraft et al. investigate how peer-infuences afect user behavior 
on cryptocurrency exchanges. With a novel experimental approach 
they fnd that already low-value transactions afect buying behavior. 
They hypothesize about the role of user interface design elements 
(e.g. price history, tickers charts, price direction indicators) on col-
lective behavior [78]. Being one of the few studies focusing on 
Ethereum, Faqir et al. analyze the efect of gas price surges on user 
activity in decentralized autonomous organizations (DAOs). De-
spite major surges in transaction fee costs in the analyzed time 
frame, they fnd only a minor infuence on user activity [41]. 

4.2.3 Risks, Security, and Privacy. Connected to the overall per-
ception of cryptocurrencies are the questions which risks users 
are exposed to, how they perceive them, and how they ultimately 
deal with them. These questions are particularly interesting in the 
context of blockchain systems, as many security-related tasks are 
shifted to the end user. 

The most recent and arguably the most rigorous work surround-
ing risk perceptions and security behaviors of cryptocurrency users 
is presented by Abramova, Voskobojnikov, Beznosov, and Böhme 
[2, 131, 132]. Particularly, their CHI 2021 publication [2] is worth 
mentioning for three reasons. First, they connect to and synthesize 
15 prior empirical studies ofering an excellent starting point for 
new scholars in this feld. Second, they thoroughly ground their 
study in theoretic underpinnings (the Protection Motivation The-
ory [112], the Theory of Planned Behavior [4], and the Technology 
Acceptance Model [27, 83]). And third, they combine a broad and 
deep sampling strategy to collect their data. Based on their survey 
results, they identify three distinct clusters of crypto-asset users – 
cypherpunks, hodlers, and rookies. 

Risks. Engaging with cryptocurrencies requires users to deal 
with diferent risks. Abramova et al. surveyed cryptocurrency users 
about their perceived risk of being extorted, theft of private keys, 
loss through own mistakes, vulnerabilities of wallets, and vulnera-
bilities of exchanges [2]. Sas and Khairuddin highlight users’ risks 
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surrounding lost passwords, malicious attacks, dishonest trading 
partners, and failure to recover from human error or malice [115]. 
Building on their work, Froehlich et al. synthesize three essential 
risk categories: (1) the risk of human error, (2) the risk of betrayal, 
and (3) the risk of malicious attacks [50]. Across studies self-induced 
human errors are frequently reported (e.g. [2, 47, 50, 79, 87, 132]). 
Examples include forgotten passwords [115], forgotten storage loca-
tions, lost private keys, wrongly sent transactions [50], or ill invest-
ment decisions [2]. Risks of betrayal result from users misplacing 
trust in a third party [50], such as exchanges that fail to adequately 
protect their customers cryptocurrency. Examples for malicious be-
havior are also well documented: dishonest traders [115], extortion 
[2], theft [2, 79], and vulnerable wallets or exchanges [2]. 

Interestingly, Voskobojnikov et al. fnd no signifcant efect of 
perceived risk on adoption intention. They reason that both users 
and non-users are most-likely aware of the most common risks 
[132]. Mai et al. fnd that while users are indeed able to explain a 
broad spectrum of risks, they often have incomplete or inaccurate 
mental models of how cryptocurrencies work [87]. Frequent miscon-
ceptions concern key management (who generates a key, how are 
transactions signed, that private keys should not be exposed) [87], 
what cryptocurrency addresses are [49, 87], transactions and fees 
(particularly how fees and transaction speed relate) [49, 50, 87, 133], 
and anonymity as well as security aspects [79, 87]. 

Security and Privacy Personas. Risk and security perceptions 
likely difer between individuals and it is reasonable to assume 
that cryptocurrency users are not a homogeneous group [2]. While 
studies try to distinguish between non-users [51, 131], beginners 
[48, 49], and cryptocurrency users [79, 102, 115], Abramova et al. are 
the frst to defne a typology of cryptocurrency users using an em-
pirical approach [2]. They build on the concept of privacy personas 
[31, 80], a model distinguishing users based on their motivation 
and knowledge about security and privacy into fve personas [31]. 
Froehlich et al. frst connected privacy personas with user behavior 
in the cryptocurrency domain, suggesting that both knowledge 
and motivation about secure behavior would infuence their risk 
perception. For example, fundamentalists (high knowledge, high 
motivation) would perceive a low risk of human error and value 
self-managed wallets over custodial ones. At the opposite side of 
the spectrum, the marginally concerned (low knowledge, low mo-
tivation) would prefer custodial wallets as they would perceive a 
higher risk of human error [50]. Abramova et al. applied hierarchi-
cal clustering on a sample of 395 participants and identifed three 
robust clusters of users – cypherpunks, hodlers, and rookies. These 
personas difer in their security and privacy behavior. For example, 
cypherpunks rather opt for self-managed systems, whereas hodlers 
and rookies need to decide between custodial or self-managed 
wallets [2]. Their work may provide a valuable starting point for 
researchers who want to obtain a deeper understanding of user 
groups in cryptocurrency. Along with their analysis they also pub-
lished the survey instrument they used to collect their data. 

4.3 Cryptocurrency: Wallets 
Wallets are the entrypoint to engage with blockchain applications 
and the cryptoeconomy at large. 

We identifed 16 publications which deal with the user experience 
or usability of wallets. Most publications present empirical results 
generated by evaluating one or several existing cryptocurrency 
wallets or exchanges [5, 8, 49, 64–67, 94, 109], or collected data 
through questionnaires [2, 79] and interview studies [50]. While 
most publications highlight challenges, usability issues, and pro-
vide recommendations to address them, hardly any implement 
and evaluate the proposed improvements. Surprisingly, only three 
publications contribute generative design artifacts: Froehlich et al. 
develop and evaluate onboarding fows to improve two wallets for 
beginners [48], Chen et al. present a prototype of an augmented 
reality cryptocurrency wallet [18], and Dlamini present a wallet for 
low cost mobile phones [30]. Beyond cryptocurrency wallets, we 
were surprised to fnd only one article focusing on decentralized 
applications (dApps) on the web [81]. Figure 7 provides a visual 
overview. 

4.3.1 Wallet Usability. Several publications attempt to categorize 
wallets. Krombholz et al. initially present fve categories related to 
key management and introduce the term "Coin Management Tool 
(CMT)" as synonym for wallet [79]. Froehlich et al. follow suit and 
distinguish between two categories: Custodial wallets, where a third 
party takes care of key management for users and self-managed 
wallets (also called non-custodial wallets [133]), where the user is 
in full control of and has full responsibility over key management 
[50]. Moniruzzaman et al. distinguish between mobile, hardware, 
paper, and web wallets [94]. In a similar fashion Voskobojnikov 
et al. distinguish software, mobile, hardware, paper, cloud, multi-
signature, and brain wallets as well as exchanges [133]. Empirical 
studies reveal that most users have several types of wallets [2, 50, 
79]. Custodial wallets are generally believed to be less secure, but 
more convenient to use for beginners [50, 133]. Scholars recommend 
the use of software wallets which are connected to the internet for 
use cases with frequent interactions, and more secure self-managed 
wallets for the long term storage of larger amounts [39, 50, 79]. 
Studies in our sample address custodial wallets [48, 49, 67, 109], 
self-managed wallets [5, 50, 133], decentralized exchange [64–66], 
or do not explicitly distinguish between them [2]. 

Wallets on desktop devices [5, 67, 109] and on mobile phones 
[18, 30, 48, 64–66] are looked at. Two studies address both desktop 
and mobile devices [49, 94]. One study looks into the usability and 
security of a hardware wallet [5]. There are several studies which 
focus explicitly on beginners or new users [8, 48, 49, 67]. Addi-
tionally, some studies engage with participants without any prior 
experience [64–66]. Surprisingly, we have not found any studies 
that evaluate the usability of wallets longitudinally. Table 3 pro-
vides and overview of typical tasks used to evaluate cryptocurrency 
wallets in lab studies. 
While cryptocurrency wallets at large have not been attested great 
usability [5, 8, 49, 59, 64, 67, 94, 133], there are also a few examples 
suggesting that it is not impossible to develop usable cryptocur-
rency wallets: The best performing wallet in the heuristic evalua-
tion of Moniruzzaman et al. has a task success rate of 97.3% [94]. 
Froehlich et al. report a SUS score [13] of 70 for one evaluated 
custodial wallet [49] and are able to improve the perceived usability 
of another wallet by designing an onboarding process [48]. 
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Figure 7: Overview of publications assigned to the Cryptocurrency: Wallets theme. 

Table 3: Typical tasks during usability evaluations of wal-
lets. 

Task Reference 

Creating a new account (including verifcation) [8, 49, 64, 65] 
Creating a new wallet [8, 49, 65–67, 94] 
Depositing money and/or buying cryptocurrency [49, 64–66, 94, 109] 
Receiving or sending cryptocurrency [8, 64–66, 109] 
Purchasing goods with cryptocurrency [8, 49] 
Reviewing the portfolio value [8, 48, 49, 65, 66] 
Backing up and restoring the wallet [8, 94] 

4.3.2 Generalizable Design Insights. Most publications present us-
ability evaluations specifc to the wallets they analyze [5, 18, 30, 64– 
67, 94, 109]. Only few publications aim at producing generalizable 
design insights about cryptocurrency wallets [2, 8, 48–50, 133]. For 
scholars new to the feld, the most complete overview of usability 
challenges of cryptocurrency wallets is probably found in the works 
of Froehlich et al. [49] and Voskobojnikov et al. [133]. 

Froehlich et al. present the results of a qualitative user study with 
34 novice users who engaged with custodial wallets for the frst 
time. Using three diferent wallets, they identify several challenges 
that new users face when frst interacting with cryptocurrencies 
and group them into three categories: user interface challenges, 
fnance challenges, and cryptocurrency challenges [49]. The work by 
Voskobojnikov et al. complements these fndings. They analyze app 
store reviews of self-managed wallets, identifying 6,859 reviews 
relating to user experience issues. Their thematic analysis suggests 
that both new and experienced users struggle with a range of issues: 
Confrming results from a similar analysis of fnance apps [59], 
mobile cryptocurrency apps at large still sufer many shortcomings 
related to user experience [133]. Voskobojnikov et al. distinguish 
in their analysis between General UX Issues and Domain Specifc 
UX Issues that are closer related to cryptocurrencies. We adopt this 
perspective to collate the design challenges and recommendations 
across the reviewed papers in the following. 

4.3.3 General User Experience Issues. Across the analyzed papers 
there are many issues and shortcomings that are not unique to cryp-
tocurrency wallets. While not unique, they become more severe 

given the direct involvement of money and the irreversible nature 
of cryptocurrency transactions [49, 133]. For example, Voskobo-
jnikov et al. report a case where poor interface design resulted in 
direct monetary loss when a user sent a transaction multiple times 
[133]. Performance issues, freezes, crashes, outdated protocol imple-
mentations, and blocking user interfaces are being reported by app 
reviewers [132]. Diferent issues related to the structure and func-
tionality of user interfaces are being reported across publications: 
Poor layout and structure of the interface [5, 49], ambiguous system 
status or inaccurate information [49, 133], and a general lack of 
guidance [49, 87, 133]. Additionally, issues pertaining to technical 
jargon [87, 94], confusing iconography and naming [49, 64, 133], 
typos [133], color schemes [133], and ill-designed error messages 
[49] are common. Another issue reported by Froehlich et al. in 
the context of custodial wallets concerns the extended sign-up or 
verifcation process, often required by regulation [49, 133]. They re-
port that anti-money-laundering (AML) and know-your-customer 
(KYC) procedures often feel invasive for users, are error prone, dis-
rupt the user experience through context and device switches, and 
sometimes lead to confusion about the legitimacy of an app [49]. 

The prevalence of these issues suggests that the below average 
usability of cryptocurrency apps (e.g. reported by [49, 59]) might 
only partly related to technical aspects of cryptocurrencies. This 
consequently means that many of these issues can be addressed by 
following established design guidelines [49, 133]. 

Voskobojnikov et al. emphasize the importance of error recovery 
[98, 133] and advise practitioners to design for situational normality 
by mimicking existing online banking or payment systems users are 
already familiar with [133]. Other scholars draw similar examples to 
existing fnance applications [49, 64]. Additional recommendations 
include designing for transparency and control [87, 116], focusing 
on the promotion of cryptocurrenies’ benefts [67], supporting 
users’ learning experience [49, 116] and designing for fun use [51]. 

4.3.4 Domain Specific User Experience Issues. The second cate-
gory of issues directly relates to the cryptocurrency domain. Issues 
under this category result either from the user interface and appli-
cation design or from misconceptions of users. While the former 
can be addressed through better design, misconceptions can only 
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be addressed by fnding ways to educate users. Unfortunately, mis-
conceptions about cryptocurrencies appear to be quite frequent 
[87, 133]. Studies with non-users and beginners have shown that 
cryptocurrencies are difcult to get started with [8, 49], also re-
ferred to as the onboarding problem [52]. Scholars attribute the 
steep learning curve, to the technology’s embedded complexity 
[116] and complicated metaphors that often do not match users’ 
expectations [49, 50, 132]. For example, several publications report 
confusion about the term "wallet" – drawing from their experience 
with physical wallets user expect diferent functionality [49, 50, 79] 
or they connect the term to other concepts such as the native iOS 
wallet app [49]. 

Addresses. Cryptocurrency addresses are another frequent cause 
for confusion among new users. Beginners regularly associate the 
term with e-mail addresses [49, 133]. Given that they are in essence 
long alphanumerical strings, it is not surprising that users fnd 
them difcult to handle [49] and hard to remember [64]. Almutari 
et al. show that this makes them vulnerable to man-in-the-middle 
attacks as they are difcult to compare [5]. 

Cryptocurrency Valuation. Several issues relate directly to cryp-
tocurrencies’ valuation. The high price volatility is reported to be 
problematic for everyday use [51, 115], particularly when making 
transaction and diferent platforms use diferent exchange rates 
[49, 133]. The often high exchange rates of cryptocurrencies (i.e. 
one Bitcoin being worth tens of thousands of US dollars) make them 
difcult to deal with. Users think in fat currency when transacting 
[49], making it necessary to convert prices back and forth. When 
making purchases at everyday price points, the corresponding cryp-
tocurrency value is a small sub-comma amount (i.e. 50 EUR would 
be 0.00089 BTC) that is hard to deal with [49]. Interestingly, all of 
these issues are being addressed on a technical level by so-called 
stable coins. To our knowledge, there is no published work that 
looks into the usability of stable coins. 

Transactions. Being central to cryptocurrency wallets, many is-
sues are reported relating to transactions. Interfaces that do not 
immediately show transactions after being sent, leave users in con-
fusion about the state of the transaction [49, 64]. The status of pend-
ing transactions if often misunderstood [49, 133]. Resulting from an 
inaccurate mental model of how blockchains work [87], users often 
expect transactions to be reversible [115, 133]. With the majority 
of studies being conducted with Bitcoin, participants frequently 
report that they perceive transactions to be slow [49, 64, 115]. 

Fees. Fees emerged as another problematic and widely reported 
area: Many users have an incomplete or inaccurate understanding 
of fees [49, 87]. The relation between fees and transaction speed 
is unclear [87, 133], users often do not expect that they have to 
pay fees [49], and they are perceived as too high [133]. Wallet op-
erators may charge additional platform fees making it even more 
complicated to understand fee structures [49, 64, 133]. Confguring 
transactions with too low fees can cause transactions to be stuck 
and not processed by miners and most interfaces do not ofer the 
option to overwrite stuck transactions [133]. While some scholars 
recommend to simplify fee selection interfaces by providing expres-
sive categories (i.e. "slow – low fees", "default", "fast – high fees" 

[87]), app reviews also show that some users take issue if they can-
not confgure fees themselves [133]. Fees calculated automatically 
based on heuristics were reported to be unexpectedly expensive if 
sent at unfortunate points of time [49]. 

Ecosystem Integration. Frequent tasks in the evaluation of cryp-
tocurrency wallets involves the purchase of goods [8, 49]. While 
users would like to use them as a means of payment [50, 51], there 
is still a lack of mainstream adoption, making it difcult to fnd 
merchants [51]. Payment integrations that exist are perceived as 
problematic [49]. Froehlich et al. highlight the difculties of using 
Bitcoin for online purchases when on a mobile device: While many 
wallets ofer features to scan addresses displayed as QR code, this 
feature becomes useless when the QR code is displayed within 
the browser on the mobile device itself. Paired with missing short-
cuts and broken links this makes it necessary to manually copy 
addresses and values back and forth [49]. They consequently argue 
for the necessity of better ecosystem integration to create a seam-
less checkout process [49], mimicking payment systems users are 
already familiar with [49, 133]. 

Key Management. Self-managed wallets largely expose the un-
derlying technology and many users perceive dealing with key 
management as a burden and bad usability [50]. Some wallets gen-
erate key pairs without the knowledge of the user. While this can 
be perceived positively by users who do not want to deal with key 
management, it might be a restriction for others [94]. Given the of-
ten inaccurate understanding about key management [87], it might 
be negative in the long run to shield users of self-managed wallets 
from this. For example, many beginners do not know about the 
importance of their backup phrases [87] and users often struggle 
with recovery mechanisms of self-managed mobile wallets [133]. 
Given that irrecoverable keys are a frequent reason for cryptocur-
rency loss [79], scholars suggest diferent approaches. Mai et al. 
suggest to force users to input parts of their backup phrase to prove 
that they saved it [87]. Abramova et al. emphasize the importance 
of wallets to transparently communicate about key management, 
particularly about storage practices such as encryption [2]. 

User Groups. Across publications it is apparent that many wal-
lets try to provide one-size-fts-all solutions [2, 50, 133]. How-
ever, both qualitative [49, 50, 133] and quantitative [2] studies pro-
vide evidence that cryptocurrency users are not a homogeneous 
group, but difer in their behavior and their needs. Scholars recom-
mend to build wallets tailored to the needs of specifc user groups 
[2, 49, 50, 133] and for diferent use cases [50]. Relevant dimen-
sions for segmenting users have been identifed in their security 
and privacy behavior and their afnity towards key management 
[2, 50]. To fatten the learning curve and enable beginners to get 
started, wallets should guide users through their cryptocurrency 
journey and create Aha! moments early on [48]. By allowing them 
to personalize their experience through user profles [2], they can 
gradually progress from simple to more complex topics. The im-
portance of educating users throughout this process is emphasized 
by many scholars [48, 49, 67, 116, 133], particularly to resolve mis-
conceptions. This way, users might start with custodial wallets 
[50], learn about key management, and graduate to self-managed 
wallets [50, 133] 
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Figure 8: Overview of publications assigned to the Blockchain: Engaging Users theme. 

4.4 Blockchain: Engaging Users 
Several papers in our review focus on engaging participants in 
workshops and design activities surrounding blockchain applica-
tions. These speculative formats make use of physical design kits 
or participatory design activities to either facilitate understand-
ing about blockchain or elicit user-centered requirements for the 
development of systems. Figure 8 provides a visual overview. 

4.4.1 Engaging with Blockchain. With blockchain being perceived 
as "black box technology" [88], we found several publications report-
ing workshops and methods to engage a broader audience in the 
exploration of the technology. Khairuddin et al. presented BlocKit, 
a teaching kit based on materials such as clay, paper and padlocks 
in order to demonstrate usage and materialize virtual concepts via 
physical objects [72]. Other researchers have used LEGO blocks 
and role-playing games featuring pizza-shaped learning materials 
to educate about blockchain-based systems [90, 111]. Reporting 
results from three workshops, Manohar and Briggs demonstrate 
how creative methods are useful to enable critical refection and 
knowledge exchange about blackbox technologies. They argue that 
design workshops ofer a useful bridge between disciplines and are 
a valuable resource to inform future oriented design implications 
[88]. Nissen et al. present GeoCoin, a functional location-based 
application for learning and speculative ideation with smart con-
tracts, through which users explore urban debit and credit zones. 
Building on this experience, they invited participants to engage 
in the exploration and design of further use cases in a subsequent 
workshop format [100]. Finally, Kera et al. present a design fction: 
They use "anticipatory prototyping" to explore autonomous gover-
nance and combine a technical prototype with the artistic design 
fction of Lithopia, a village governed by smart contracts. In this 
fctional village drones execute smart contracts based on the visual 
detection of certain actions among villagers by drones and satellites. 
The ultimately goal of the project was to explore and challenge 
promise of automated smart blockchain governance of participants 
and "onlookers" [68]. 

4.4.2 Participatory Design Activities. We also identifed multiple 
publications reporting participatory design activities with users. 
In contrast to the research summarized above, these papers aim at 

ideating specifc use cases or eliciting design requirements from 
participants and less at helping participants better understand 
blockchain technology. Elsden et al. asked participants about their 
experiences with donating money and collected ideas and opinions 
on conditional donations [38]. Together with Oxfam they addressed 
a similar question from the perspective of charitable organizations, 
and explored potential use-cases with employees [37]. Others have, 
together with rural and urban agricultural communities, explored 
blockchain use cases to level environmental and social inequalities 
in food supply chains [55, 107]. Beyond these examples, partici-
patory design approaches were used for exploring local energy 
trading systems [32], location-based blockchain applications [100], 
and smart-contract governed delivery scenarios [124]. 

4.5 Blockchain: Specifc Application Use Cases 
We identifed 39 articles in our systematic review that propose 
or evaluate specifc blockchain applications or use cases. Figure 9 
provides a visual overview. We categorize these articles according 
to the topology of blockchain applications by Elsden et al. [35]. 
Articles with overlaps across the categories were assigned based on 
the article’s main focus. An overview of our results can be found 
in table 4. 

Table 4: Proposed systems in the application-specifc use 
cases theme according to the typology by Elsden et al. 

Category Count Publications 

Underlying Infrastructure – – 
Currency 4 [40, 56, 60, 100] 
Financial Services 7 [11, 20, 38, 107, 116, 128, 129] 
Proof-as-a-service 7 [3, 37, 45, 61, 126, 136, 142] 
Property and Ownership 5 [9, 19, 42, 54, 101] 
Identity Management – – 
Governance 15 [1, 16, 17, 22, 32, 34, 36, 55, 62] 

[84, 91, 113, 122–124] 
Notes. Articles with overlaps across the categories proposed by Elsden et 
al. [35] were assigned based on the article’s main contribution. Elsden et 
al.’s paper [35] proposing the typology is not assigned as it discusses all 
categories equally. 
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Figure 9: Overview of publications assigned to the Blockchain: Specifc Application Use Cases theme. 

4.5.1 Underlying Infrastructure. With blockchain protocols and 
decentralized ecosystems being the focus of more systems and cryp-
tography oriented research, it is little surprise that this review found 
only a small number of articles focusing on underlying infrastruc-
ture technologies across research conducted in HCI. We identifed 
work that uses blockchain technology as enabling, underlying soft-
ware platform to create novel applications e.g. [1, 20, 38, 42, 129] and 
autonomous or semi-autonomous systems in the context of a net-
worked internet of things [16, 17, 122]. While it may be argued that 
these examples ft into the taxonomy of underlying infrastructure, 
most of the work went beyond the mere technical implementation 
by exploring fnancial models, socio-economic phenomena and 
civic engagement and governance. 

4.5.2 Currency. Originally invented as a "peer-to-peer electronic 
cash systems" [97], digital currencies are still the most prevalent 
use case for blocking technology. In addition, cryptocurrencies and 
custom utility tokens not only fnd widespread use to facilitate 
the exchange of value in the majority of use-cases we revived (e.g. 
[1, 16, 17, 20, 38, 42, 122, 129]), but form the underlying incentives 
for many to participate in the development and upkeep of the decen-
tralized blockchain networks [97]. Sections 4.2 and 4.3 have covered 
work on motivations, risks and perceptions of digital cryptocurren-
cies and wallets, hence these are not taken into consideration in 
this section. Specifc applications for currencies included an early 
point-of-sale (POS) system for a cofee shop to accept Bitcoin by 
Eskandari et al. [40], a browser plugin for tipping for educational 
resources [56], a prototype for mining cryptocurrency on mobile 
devices [60], and GeoCoin, an experimental platform enabling par-
ticipants to interact with location-based smart contracts [100]. 

4.5.3 Financial services. A large body of HCI work focusing on f-
nancial services using on blockchain technologies developed around 
charitable donations. Research conducted by Elsden et al., Trotter 
et al., and Bidwell et al. [11, 128, 129] explored the use of blockchain 
technologies and smart contracts to increase trust and transparency 
through higher levels of agency and control. The "Smart Donations" 
system enables donors to attach rules to their charitable gift and 
triggers pre-specifed pay-outs in response to real-world events that 
are validated through trusted third-party oracles [38, 128]. Trotter 

et al. outline domain considerations and challenges alongside a com-
prehensive reference implementation using smart contracts on the 
Ethereum blockchain. Notably, the authors decided to build a mobile 
application and custom user interface to abstract the underlying 
complexity of the Ethereum blockchain and highlighted challenges 
in the management and exchange of crypto-assets [129]. Their im-
plementation was later evaluated by Bidwell et al. in an in-the-wild 
study with 93 donors over 8-weeks. The study provides insights 
into the temporal qualities that emerge from smart contracts that 
preserved and enforced fnancial intentions from donors. The au-
thors suggest that sensitivity for time, when designing interactions 
with blockchains, could facilitate profound temporal orientations 
and meaningful user experiences [11]. Similarly, work by Chiang 
et al. demonstrate the potential of smart contracts as an automatic, 
impartial mediator to increase levels of trust among stakeholders in 
fnancial transactions. The authors fnd that for Mexican migrants 
living in the US, greater transparency and control around fnancial 
transactions and the fow of funds to their rural home communities 
facilitated by smart contracts can increase trust and cooperation 
between individuals and government institutions [20]. 

4.5.4 Proof-as-a-service. The use of blockchain technologies as a 
trusted digital data storage ofers a plethora of possible use-cases 
and applications. While many applications make use of trusted dig-
ital storage on the ledger, often to facilitate higher degrees of trust 
[1, 20, 42, 107, 129], this section specifc work developed around 
the theme of proof-as-a-service. Our review identifed applications 
for provenance in supply and distribution chains, as a trustworthy, 
immutable digital notary for both, digital and physical artifacts and 
as immutable, trusted data registers. 

We found many examples that investigated the application of 
blockchain technologies in supply and distribution chains. While 
some work has an emphasis on governance e.g. in agri-food [45, 
107] and energy markets [32, 91, 116], Jabbar et al. provide de-
tailed insight into the implementation of blockchain technology in 
the shipping industry [61]. Other work developed and evaluated 
a local courier service system based on smart contracts [123, 124]. 
Tharatipyakul and Pongnumkul [126] provide a comprehensive sur-
vey on user interfaces in blockchain-based agri-food provenance 
tracking applications. Their work categorizes means to collect 
(forms, scanning, and sensors) and visualize (text, tables, timelines, 
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graphs, and maps) provenance data. Their work reveals usability 
challenges and emphasizes the need to consider interface design to 
widen blockchain adoption in the future [126]. 

Examples for blockchain in digital notaries include a reference 
architecture for an academic certifcates registry [3] while [113] 
highlighted conficts deploying such a system within a higher ed-
ucation institution. Using the example of a system that collects 
and stores the history of cars over their life cycle, Zavolokina et al. 
discuss trust-enhancing design elements that interaction and user 
interface designers can use to increase trust in blockchain-based 
proof-as-a-service applications [142]. Wenceslao and Estuar pro-
pose a hybrid system using hashed links between of-chain and 
on-chain storage to support secure, tamper-proof storage and access 
control of (audio) recordings of medical consultations [136]. 

4.5.5 Property and Ownership. With immutable and trustless dig-
ital ledgers, combined with enforceable rules governed by smart 
contracts, blockchains support applications that aim to proof, man-
age and enforce rights related to author- and ownership of all types 
of digital and physical assets [9, 35, 42]. Despite its signifcant 
potential, so far, only little research has been conducted in this 
space8. Baytas and Fjeld provide a design provocation challenging 
the notions of permanence and disposability of digital and physical 
artifacts, exploring how the traditional concept of passed-along-
generations heirlooms can be transferred into the digital realm 
using blockchain technologies [9]. Chen and Ko suggest to use aug-
mented reality do materialize digital pets owned on the blockchain 
[18]. OLeary et al. address the problem of social loafng in the 
workplace through a secure, transparent, immutable and verifable 
system that captures ownership of an employees individuals intel-
lectual property [101]. Fedosov et al. explore distributed ledgers 
in digital sharing economy services through a blockchain-enabled 
peer-to-peer lending system. Their "Just Share It" system enables 
individuals to share equipment (e.g. tools, sports gear, toys), aiming 
to disintermediate interactions, increase trust among peers and 
mediate claim management if borrowed items were damaged [42]. 

4.5.6 Identity Management. Self-sovereign identity management 
(SSI) is a well-known and widely researched use case that gained 
signifcant attention across academia [43, 96, 119], industry9 and 
governments10. The European Union Agency for Cybersecurity 
recently released a comprehensive review of SSI [99] and pilot test 
of SSI technologies are currently being carried out in Germany11. 
Amid this cross-sector interest in self-sovereign identity manage-
ment, our review has not yielded relevant research conducted in 
HCI to address interaction design challenges for identity manage-
ment. The roleplay game, PizzaBlock, by Rankin et al. [111] touches 
on decentralized identity management for charity volunteers, al-
beit with a focus on educating non-technical users. Our fndings 

8We are aware of recent research in the HCI community around the use of non-fungible 
tokens (NFTs) e.g. [46]. However, this research was conducted outside the time frame 
of this systematic review (see section 2) and has hence not been included in this review. 
We expect and encourage more work around the category of ownership and possession 
in the near future. 
9https://www.typehuman.com/project/australian-red-cross (last-accessed 2022-02-18)
10https://idunion.org/ (last-accessed 2022-02-18) 
11https://www.bundesregierung.de/resource/blob/998194/1898282/ 
b5d50f1f53d99ee067edfcf43b2ecd31/digital-identity-neu-download-
bundeskanzleramt-data.pdf (last-accessed 2022-02-18) 

highlight a research gap that should be actively addressed by the 
HCI and interaction design community in the future. 

4.5.7 Governance. Elsden et al. highlight smart contracts’ abil-
ity to facilitate distributed decision making and governance [35]. 
This section builds on their defnition and provides an overview of 
HCI research that explores disintermediated control mechanisms, 
including semi-autonomous and autonomous systems and decen-
tralized autonomous organizations (DAOs). Themes that emerged 
in our qualitative analysis of prior work included socio-technical 
challenges around autonomous human-machine interactions, new 
forms of organizational governance and community engagement. 

Lustig discusses visions of decentralized autonomous systems 
and identifes three possible frames through which to interpret 
imagineries about autonomous systems: (1) as physical objects, (2) 
as mathematical rules, or (3) as artifcial mangers [84]. Tallyn et. al 
are the frst to report the design of a blockchain-enabled system 
with the autonomously acting cofee machine BitBarista, which 
besides selling cofee was also capable of rewarding users for main-
tenance tasks such as replenishing beans or emptying cofee grinds 
[122] using Bitcoins. This idea was developed further by Cardenas 
and Kim which explored the design choices and social implications 
for fnancial robot-human agreements. Initial work presented roBU, 
a prototype robot that was able to provide fnancial incentives to hu-
mans helping the robot to archive targets (e.g. attending university 
classes and traveling around the world [16]. Later work included 
interactions with virtual robotic agents and more sophisticated 
confgurations, e.g. an autonomous ride-sharing service [17]. 

Use-cases around organizational governance cover a broad scope. 
Several studies have discussed the use of decentralized smart con-
tracts in the context of energy markets. Scuri et al. conducted 
human-centered research into self-governing, decentralized energy 
trading which provides insights into peoples perceptions, needs, 
motivations and proposes design guidelines for P2P energy trading 
platforms [116]. Doebelt and Kreußlein base their qualitative re-
search on a similar use case exploring the needs and expectations of 
both consumers and considering gamifcation to facilitate engage-
ment across the community. Notably, they conclude that energy 
supply through peer-to-peer communities should be considered as 
an additional rather than an alternative to the existing grid sup-
ply [32]. Early work by Meeuw et al. presents frst results of user 
interface evaluations for autonomous peer-to-peer micro-grids [91]. 

Work by Rooksby and Dimitrov highlights the friction of de-
ploying new forms of decentralized governance in established or-
ganizational structures by deploying a DAO within their university 
[113], while Abadi et al. aim to improve student engagement and 
participation through a decentralized student peer-trading platform 
with reputation system [1]. Other work explores the potential for 
socio-economic development and governance of rural communities 
through smart contracts. Pschetz et al. explore the use of decen-
tralized governance in the context of smallholder farmers in the 
Caribbean. The authors highlight that the challenge is not in the 
actual money and commodity transactions but in the design of the 
terms and enforcement mechanisms implemented in smart con-
tracts. [107]. This is developed further by Heitlinger et al., who 
discuss the possibilities of dehumanizing food systems through an 
algorithmic management on the blockchain. 
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Figure 10: Overview of publications assigned to the Blockchain: Support Tools theme. 

4.6 Blockchain: Support Tools 
We identifed multiple publications which present support tools. 
While publications in the previous section used blockchain as de-
sign material to build systems, the ones presented here are aux-
iliary tools for blockchain [35]. The majority of publications in 
this category is not published in ACM, but in IEEE and Springer. 
Salient subtopics concern interactive tools to analyze and make 
sense of blockchain transaction data, as well as development sup-
port tools for smart contracts. Other prototypes include StockSense, 
a wrist-worn vibrotactile display that signals its users cryptocur-
rency market movements [104] and Brokerbot, a multiplatform 
cryptocurrency chatbot [82]. Figure 10 provides a visual overview. 

4.6.1 Transaction Analytics and Visualization. Transactions on most 
blockchain-based networks are public. However, due to the sheer 
number of transactions and their pseudonymous design it is hard 
for novices and experts alike to make sense of the data in front 
of them, which is usually only provided in the form of text [141]. 
Transaction analytics tools aim to transform this data into a more 
human-friendly format. Yue et al.’s BitExTract enables its users to 
gain a better understanding of transactions between large Bitcoin 
exchanges. Several researchers focus on systems to better visualize 
connections between Bitcoin addresses. By ofering advanced flters 
and analytics they aim to support law enforcement or make inter-
actions simpler for users [120, 141, 145]. Tovanovich et al. present 
an extensive review about visualization of blockchain data by sur-
veying existing applications and academic literature [127], which 
ofers an excellent overview of state-of-the-art approaches. 

4.6.2 Development Support Tools. Another set of publications is 
dedicated to the improvement of smart contracts development – 
particularly, to lower the entry bar for developers with less technical 
expertise through low-code tools. Tan et al. present a prototype 
for a visual smart contract construction system that allows non-
programmers to develop smart contracts [125]. 

Pursuing a similar objective, Weingärtner et al. aim to make 
smart contract development more accessible for non-computer ex-
perts. They present a graphical programming language for the de-
velopment of legal smart contracts and, in a brief evaluation, collect 
indicative evidence that people without programming knowledge 

can use it [135]. Hossain et al. develop a graphical user interface 
for the Multichain, a cross-chain router protocol, to make it acces-
sible for people from non-technical backgrounds. Their evaluation 
showed higher efciency, better user satisfaction, and an increased 
overall usability when compared to the original command line 
interface [57]. 

5 DISCUSSION 
Our systematic literature review provides an overview of HCI re-
search on blockchain and cryptocurrencies. We aim to synthesize 
academic work that has evolved around the experiences, socio-
technical challenges, and the design knowledge about blockchain 
applications. In the following, we draw on recent developments 
within the wider cryptocurrency and blockchain space to discuss 
overlaps and diferences of the progress observed between research 
and practice. 

5.1 Recent Developments in the Blockchain 
Ecosystem 

The blockchain ecosystem has experienced fast-paced growth over 
the last decade [29]. While until recently, Ethereum was the only 
widely used permissionless blockchain platform supporting decen-
tralized applications, today, several new blockchains for decen-
tralized applications have reached maturity [118]. Ethereum and 
Bitcoin remain the largest ecosystems, yet newcomers like Solana, 
Polkadot, and Cosmos boast vibrant developer communities with 
more than 500 monthly active contributors. Many of these emerging 
blockchains (e.g. Solana, Polkadot, Terra) even exhibit faster ecosys-
tem growth than Ethereum [118]. What distinguishes many of these 
new blockchains from Ethereum is a host of diferent technical inno-
vations aimed at overcoming current limitations, particularly speed, 
transaction throughput, and expensive fees. Much of the challenge 
of improving the transaction throughput of a blockchain is related 
to the so-called blockchain scalability trilemmma. In essence, it is as-
sumed that for any particular blockchain its scalability, security, and 
decentralization are dependent features. An improvement to either 
one of these properties will negatively afect at least one of the oth-
ers [95]. While Ethereum, with its sizeable decentralized ecosystem, 
seems to struggle to deploy the required infrastructural changes 
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to overcome its current limitations, the upcoming challengers act 
more agile. The ongoing emergence of several blockchain systems 
in parallel can thus be traced back to an opportune moment to 
challenge the Ethereum ecosystem and to diverging approaches to 
balance the scalability trilemma in doing so. 

Many believe that this new generation of blockchains, now pro-
viding transactions at instantaneous speed and low transaction 
costs, will herald the third stage of the web. Web 1.0 allowed users 
on the internet the possibility to read content. Web 2.0 introduced 
the option to write, and thus enabled rich interactive internet ap-
plications. Powered by blockchain, web3 now adds the possibility 
to own, create, and distribute digital assets. Many practitioners 
believe this read-write-own paradigm will enable a new class of 
internet applications with a signifcant potential for innovation 
[10]. First indications of this paradigm shift are the emergence 
of decentralized fnance (DeFi) and non-fungible tokens (NFTs), 
which by now account for over two-thirds of transactions on the 
Ethereum blockchain [130] and are a driver for user adoption of 
Ethereum [24]. 

Juxtaposing the development of the blockchain and cryptocur-
rency ecosystem with the available research analyzed in this review 
reveals several gaps. While many of the issues identifed by past HCI 
research are now being addressed through emerging blockchain 
platforms and technological improvements, formal validation is 
outstanding. For example, stablecoins address price volatility, and 
new application blockchains, enabled by novel consensus algo-
rithms, provide high transaction throughput with low-cost fees. 
The Ethereum Name Service12 (ENS) maps alphanumerical wallet 
addresses to human-readable names, allowing users to easily share 
their wallets. Emerging gateway services like Infura13 bridge the 
gap between blockchains and the web for developers. However, 
until now, HCI research has overwhelmingly focused on only two 
large blockchain platforms, Bitcoin and Ethereum. This leaves a 
gap in understanding the full potential of these new technologies, 
particularly how we can build interactive, usable, secure, and user-
centered blockchain applications. 

While some work designed and discussed dedicated mobile ap-
plications (e.g. [9, 100, 107, 129]), the majority of decentralized 
applications (dApps) runs in the web browser. Being the de-facto 
gateway to web3, browser-based wallets such as Metamask14 fa-
cilitate the interaction with dApps. However, we have not found a 
single study looking into browser-based wallets, leaving a critical 
gap in understanding their role for interaction with decentralized 
applications. This is particularly relevant as the emergence of web3 
is accompanied by phenomena challenging human interaction and 
collaboration on the internet. DeFi, NFTs, and decentralized au-
tonomous organizations (DAOs) are the most widespread examples 
that have driven recent user adoption. To date, only little research 
has been conducted around DeFi and NFTs. While research started 
exploring specifc use cases for DAOs from a technical perspective, 
we have only identifed a single paper that examined the specifc im-
pact of infrastructural limitations (i.e. fees) on user participation in 
DAOs. We know little about how people within these decentralized 
organizations manage the socio-technical challenges arising from 

12https://ens.domains/ (last-accessed 2022-2-18) 
13https://infura.io/ (last-accessed 2022-02-18) 
14https://metamask.io/ (last-accessed 2022-2-18) 

the tension between pseudonymity and the need to collaborate and 
trust each other. 

Arguably, it is time for HCI to move beyond Bitcoin, chart into 
new waters, and explore the increasingly diverse ecosystem of cryp-
tocurrencies and distributed ledger technologies15 as a whole. The 
technical advances in the feld ofer a plethora of opportunities to 
use blockchain as a design material to experiment with novel forms 
of interaction design and craft rich and interactive experiences. 

5.2 Future Research Agenda 
This discussion and its preceding literature review highlight the 
importance of HCI in the ongoing development of blockchain ap-
plications. Over the past 8 years, a diverse research body has been 
established through the works of many scholars. To conclude this 
paper, we present fve research avenues the HCI and interaction 
design community may address in the future. 

5.2.1 A beter understanding of Blockchain Users. Existing research 
shows that blockchain and cryptocurrency users are an increasingly 
heterogeneous group with diferent motivations, needs, skills, and 
experiences. With frst works untangling the user base of cryptocur-
rency existing [2], there remains more work to better understand 
and segment users. Particularly, the recent emergence of web3, 
most prominently through DeFi and NFTs, has likely drawn in new 
users with diferent motivations and expectations than the early 
Bitcoin adopters. For example, "Twitter NFT" has emerged as a 
subculture with its own language (e.g. "gm", "probably nothing", 
"WAGMI") [108]. Likely the ideology connecting people within this 
group is quite diferent from the "True Bitcoiner" ideology reported 
by Knittel et al. [76, 77] and HCI should continue to aim for a better 
understanding of the economic context under which people become 
involved with web3. Contesting borders between the digital and 
physical world, we have seen examples of virtual groups of people 
organizing themselves into DAOs to achieve common goals. For 
example, Constitution DAOs attracted more than 19,000 members 
in an efort to buy a rare copy of the US constitution [110]. Build-
ing on the existing research body about trust, future scholars may 
explore how these decentralized pseudonymous groups organize 
themselves, build trust, and maintain it over time. 

With diversity and inclusion being longstanding values within 
the HCI community, another topic to address is the question of why 
there is such a gender imbalance in the blockchain space. Multi-
ple authors recognize this imbalance in the demographics of their 
papers, yet none of them attempted to fnd an explanation. With or-
ganizations like Global Women in Blockchain16 aiming to empower 
women to engage with the technology, change is happening, and 
numbers are slowly growing [86]. Being champions of diversity, we 
urge the HCI community to take an active role in identifying the 
reasons that hold women back from engaging with the technology 
and make an efort to change that. 

15For practitioners and researchers with interest in designing and building with 
blockchain, we can recommend the following article providing an overview of the 
unique capabilities of recent blockchain protocols and platforms: https://medium. 
com/coinmonks/unhyped-comparison-of-blockchain-platforms-679e122947c1 (last-
accessed 2022-04-19)
16https://globalwomeninblockchain.org/ (last-accessed 2022-2-18) 
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5.2.2 Generative Interaction Design for Wallets. Our review shows 
that existing research has investigated the perception and usability 
of various cryptocurrency wallets in both qualitative and quan-
titative studies. Many scholars highlight challenges and propose 
implications for design – however, these remain largely untested. 
We identifed only three publications [18, 30, 48] implementing 
wallets or prototyping interfaces. Given that wallets are essential to 
interact with cryptocurrencies and dApps, future interaction design 
research is challenged to fll this gap. The ultimate outcome of this 
strand of research could be a set of validated design heuristics and 
guidelines specifc to cryptocurrencies, as suggested by Voskobo-
jnikov et al. [133]. Against the backdrop of an increasingly diverse 
blockchain ecosystem, it is likely necessary to explore wallets for 
diferent use cases and on diferent devices to develop these heuris-
tics: Hardware wallets for secure long term storage, exchanges and 
online wallets for quick access and trading, mobile wallets for pay-
ments, and browser-based wallets for interaction with dApps on 
both desktop and mobile devices. 

Assuming a growing integration of blockchain into the web, 
more and more information will be tied to a specifc address. It will 
be important to design and evaluate educational concepts helping 
users to update their mental models and overcome misconceptions 
that otherwise could lead to costly mistakes. To make use of the 
full benefts promised by blockchain technology, users need to 
manage their keys on their own. While certainly not desired by 
all users, exploring ways to safely transition from custodial to 
self-managed wallets will be important to reduce losses for users 
who want to. Even though some papers mentioned the positive 
innovation cryptocurrency has brought to key management (e.g. 
mnemonics, private keys encoded in 12-word phrases) there was 
no study in our sample that actively explored this design space. 
Interaction design can take an active role in developing concepts 
for key management that nudge users towards secure behavior and 
provide usable security. 

5.2.3 Moving beyond Bitcoin. Bitcoin has laid the foundation for 
cryptocurrency and blockchain adoption, so it is not surprising 
that the majority of existing research focuses on the use of Bitcoin. 
However, the cryptocurrency and blockchain space is diversifying 
with new generations of blockchain platforms, which are being 
increasingly adopted by users, developers, and the market [118]. 
This can also be seen in the gradual decline of Bitcoin’s dominance 
[28]. We argue that future research should be confdent to move 
beyond Bitcoin and adopt state-of-the-art blockchains both as a 
research subject and platform for new designs and innovation. 
Doing so two directions will be particularly interesting. 

First, we suggest to evaluate whether emerging technologies 
are able to fulfll their promise to overcome the performance and 
scalability issues identifed by literature across the domain. Due 
to the current focus on technology that was introduced some 6-
10 years ago, some of the issues pertaining to cryptocurrencies 
might be less prevalent or even solved through advancements in 
the technology today. In particular, the challenges around scalability 
and fees could be revisited to update the sector’s understanding. 

The second direction is to explore and prototype with the in-
creasingly specialized set of blockchains as design material: De-
centralized application platforms – e.g. layer-1 platforms such as 

Polkadot, Solana and Cosmos and layer-2 blockchains like Polygon, 
Avalanche, Terra, or Bitcoin Lightning – ofer novel opportunities 
for interaction design. Development tools for smart contract devel-
opment have matured over the past years, making it easier to design 
and build smart contracts and decentralized applications. With their 
promise for faster transaction speeds at lower costs researchers and 
designers can chart the design space for truly interactive blockchain 
applications. 

5.2.4 Engaging with Web3 and Decentralized Applications (dApps). 
An increasing number of decentralized applications is being adopted 
by users [24]. This large variety of new applications ofers vast op-
portunities for HCI to research fundamental socio-technical mecha-
nisms connected to blockchain technology. With new technical and 
mental models being developed, it is a promising space for service 
and interaction designers. 

Measured by the gas fee burn rates, today around two-thirds of 
transactions on the Ethereum blockchain can be attributed to either 
NFTs or DeFi, having superseded the mere monetary transfers 
[130]. While these application areas have been exhibiting increased 
adoption by users in recent years, this trend has not been refected 
in the amount of research being carried out within HCI. In the case 
of DeFi, the design of interfaces and support tools could have a 
substantial infuence on user behavior (c.f. [78]). More dynamic, 
intelligent interfaces could, for example, guide users to make better 
decisions on complex transactions within decentralized exchanges 
to avoid transactions being delayed or even intercepted. Elsden 
et al. [35] envisaged the opportunities of digital ownership on 
blockchain. With the emergence of NFTs this became a reality. 
NFTs ofer an opportunity to further explore the meaning of digital 
ownership and could revolutionize how digital content creators 
design, create, trade, and own digital assets. At the same time, NFTs 
sparked discussion about the value and uniqueness of digital items 
that can be easily copied. Nevertheless, more and more people are 
willing to pay for them and thus derive some beneft from owning 
them. 

With the majority of decentralized applications being consumed 
through the web browser, there is a need to better understand 
the role of gateway services. Decentralized applications on web3 
frequently do not connect to the blockchain directly but through 
centralized services like Infura. The role of reintermediation of a 
disintermediated system raises questions about how to maintain 
power balances, privacy, and the integrity of data visualized in 
the actual user interfaces that have so far not been addressed by 
research. 

5.2.5 Identity on the ledger. Despite the large public interest, our 
fndings highlighted a signifcant research gap in HCI around self-
sovereign identity management (SSI). SSI has the potential to man-
age identities in a simple, uncomplicated, trustworthy, and self-
reliant way. We would like to encourage the HCI and interaction 
design community to explore research avenues in this direction. 
Comparable to an identity document like a passport, web3 opens 
up opportunities to create virtual identities and reputation that 
counter-balance the trust challenges [114, 115] in an otherwise 
pseudonymous system. Aimed at overcoming the need for isolated 
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accounts on every web platform, Sign-In-With-Ethereum17 allows 
developers to use the wallet address of a user to authenticate them. 
While benefcial from the standpoint of privacy and security from 
a user’s standpoint – gone is the need to share e-mail addresses 
or enter passwords – this arguably raises questions for website 
operators on how to deal with the loss of information that today is 
often at the core of internet business models. 

Blockchain-based identity extends beyond technical aspects and 
opens up fundamental questions about how human identity can 
be expressed in an increasingly digital world. The Ethereum Name 
Service is the most widely used tool that allows users to connect 
their wallet address to a human-readable name, comparable to how 
domain name services (DNS) map names and IP addresses. This 
seemingly superfcial abstraction allows users to establish a share-
able and permanent identity to which they can link their online 
personas. By doing so, they can build a reputation through trans-
actions connected to their addresses that is public to see and easy 
to verify by others. This phenomenon can already be seen in the 
context of web3: People are starting to use NFTs as a form of hu-
man expression and self-identity on social media. They present 
themselves through online personas disconnected from their real 
identities, set NFTs as profle pictures, use them as avatars in video 
calls (see e.g. huddle01.com18), or use the transaction history con-
nected to their wallets as source of reputation (see e.g. POAPs19). It 
remains to be seen in how far self-sovereign identity can prevail 
against the centralized services that govern the internet today. For 
HCI, there is an opportunity to chart the designed space of digital 
identity, connecting the underlying technological constraints with 
the fundamental human need for the expression of one’s identity. 

6 CONCLUSION 
This paper presents a systematic literature review of blockchain and 
cryptocurrency research in HCI. Our analysis includes 99 relevant 
papers published between 2014 and 2021. We identify six salient 
themes: 1) the role of trust, (2) understanding motivation, risk, and 
perception of cryptocurrencies, (3) the usability of cryptocurrency 
wallets, (4) engaging users with blockchain, (5) using blockchain 
for application-specifc use-cases, and (6) designing support tools 
for blockchain. We summarize the generated design knowledge, 
discuss open challenges, and juxtapose the current research body 
with the changing landscape of emerging blockchain technologies 
to chart the space for future HCI research. We encourage HCI 
researcher to better understand blockchain users, take an active 
approach to designing wallets, adopt new blockchains as design 
material, engage with web3 and decentralized applications, and 
explore digital identity. We hope that this paper provides a valuable 
overview of the current state of blockchain and cryptocurrency 
research in HCI and that it can act as road map for researchers and 
practitioners moving forward. 
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Table 5 (continued): Overview of all publications included in the review. 
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ABSTRACT
Cryptocurrencies have the potential to improve financial inclusion.
However, the technology is complex to understand and difficult to
use. Human-Computer-Interaction (HCI) can play a vital role in
improving accessibility by identifying and overcoming challenges
that hold users back. However, most HCI studies have focused
only on Bitcoin and Ethereum so far. Newer blockchains promise
transaction speeds comparable to traditional payment systems, en-
abling the use of cryptocurrencies as a medium of exchange for
everyday transactions. To explore the viability of cryptocurrency-
based point-of-sale solutions through a human-centered lens, we
used Bitcoin Lightning to implement a payment system and eval-
uated it in a mixed-methods study. Our results show that Bitcoin
Lightning is a usable alternative to traditional solutions and that
friction aggregates at the interface to existing payment systems, i.e.
when purchasing Bitcoin. We discuss qualitative insights and derive
implications for deploying cryptocurrencies as payment solutions.
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• Human-centered computing → Human computer interac-
tion (HCI); • Applied computing → Digital cash.
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1 INTRODUCTION
Cryptocurrencies have gained growing interest in the last years
[11] and are increasingly pushing into the mainstream. Recent in-
dustry reports indicate that more than 300 million people own
cryptocurrencies [9] and adoption rates are to continue as fast as
early Internet user growth [8]. While previously often understood
as investment opportunity [1, 16, 29], the introduction of Bitcoin as
legal tender in El Salvador has paved the way for cryptocurrencies
to be used as a medium of exchange [41]. Despite this growth cryp-
tocurrencies are not without critique. The high energy-demand of
proof-of-work blockchains has become a point of recent discussions
[10, 18] and cryptocurrencies are still perceived as an opaque and
technically complex topic that is connected to many misconceptions
and confusion.

The Human-Computer-Interaction (HCI) community has rec-
ognized its responsibility in making the technology accessible to
all users by helping to overcome technical obstacles that would
otherwise exclude people with less technical experience from partic-
ipating in the growing crypto-economy [3, 14, 15]. HCI researchers
have set out to identify and address human-centered challenges con-
nected to cryptocurrency and blockchain systems (e.g. [1, 14, 46]).
While cryptocurrencies are shown to be hard to understand [28]
and difficult to use [15, 45, 46], the existing research body also seems
to lack behind current developments in industry [17]. To date, the
majority of HCI research focuses on Bitcoin [31] and Ethereum
[5], whose technical architectures are constrained by comparably
slow transaction speeds or high transaction fees. For example, one
block on the Bitcoin blockchain takes on average 10 minutes to be
mined [31], making it rather impractical for point-of-sale use cases.
Newer layer-1 blockchains, like Solana [48], or layer-2 solutions,
like Bitcoin Lighting [34] or Polygon [33], promise to improve these
technical limitations by providing transaction settlements at near
real time speeds and low transaction costs. These new systems thus
provide properties comparable to traditional payment networks,
while at the same time offering the advantages of an open ecosystem
for anyone to participate in and build on top of it.

However, they yet have to find their way into HCI research.
To our knowledge, there are no studies available implementing
these state-of-the-art cryptocurrency payment systems to evaluate
them for point-of-sale use cases. This leaves a gap in understanding
whether these systems deliver on their promises and are a viable
alternative to established payment systems. With this work we
close the gap: We implemented a point-of-sale system on top of
the Bitcoin Lightning network and evaluated it in a mixed method
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study during which N=31 participants conducted 202 payments
using the system.

Our analysis shows that Bitcoin Lightning worked well as a
payment settlement layer, and users perceived the usability of the
system as satisfactory during use. We identified a stark contrast in
the perceived ease-of-use between the setup and initial configura-
tion of wallets and the continued use during the study. Using the
system was perceived as relatively easy. However, during setup pro-
cedure, in particular purchasing Bitcoin and charging the Lightning
wallet were points of struggle for many new users. These results
hint at the importance of improving the initial user experience at
the interface between existing payment systems and cryptocurren-
cies. We conclude with a discussion of adoption consideration for
using and Bitcoin Lightning as settlement layer for point-of-sale
cryptocurrency systems.

Contribution Statement: This paper makes two main contribu-
tions: We present (1) a reference implementation for a point-of-sale
system integrating Bitcoin Lightning as settlement layer, and (2)
contribute an empirical evaluation of the system through a user-
centered lens. Based on these results we discuss current limitations
and implications for cryptocurrency-based payment systems.

2 BACKGROUND & RELATED WORK
Bitcoin was introduced in 2008 as "peer-to-peer electronic cash" [31].
While it has exhibited remarkable growth over the past decade, its
adoption was driven primarily by its use as an investment and store
of value, not as a means of transaction. While users would like to use
it as a form of payment [15], merchants accepting cryptocurrency
have remained scarce.

2.1 Cryptocurrency in HCI
In recent years, the Human-Computer-Interaction community has
taken interest in understanding how users perceive and use cryp-
tocurrencies. Scholars explored the motivation and perceptions
of users [15, 26] and non-users [19, 44] alike to understand how
cryptocurrencies are being used. Froehlich et al. report that while
users are motivated by financial interests, they would also like
to use it for purchases but lack opportunities to do so [16]. Ad-
ditionally, usability issues [1, 15, 45, 46] seem to hold back the
adoption of cryptocurrencies: Across studies they are described to
be complicated to understand and get started with [3, 15], subject
to misconceptions [28], slow in transaction speed [15, 22, 38], and
expensive in fees [46]. Many of the issues highlighted by existing
research – particularly slow transactions and high transaction fees
– have been addressed by more recent projects, such as Solana
[48], Polygon [33], or Bitcoin Lightning [34] at a technical level.
These improvements offer an opportunity to revisit the question of
whether cryptocurrencies can become a viable alternative to exist-
ing payment systems. Especially, the recent introduction of Bitcoin
as legal tender in El Salvador [41] shows the relevance of the subject
and draws open questions for the adoption of cryptocurrencies for
everyday payments. While HCI literature indicates the usability
of Bitcoin is worse than those of credit cards [3], adoption in El
Salvador appears to progress nonetheless. Unfortunately, verified
reports from El Salvador are sparse and little is known about the
real usability of systems built on Bitcoin Lightning.

While an emerging body of research reports on the usability of
cryptocurrencies and cryptocurrency wallets brings forward valu-
able insights [1–3, 14–16, 20, 22–25, 30, 36, 46], these studies are
not without limitations. Existing studies investigating the usability
of purchasing goods with Bitcoin [3, 15] are limited to a laboratory
context. For example, Alshamsi and Andras compare the usability
of Bitcoin with the usability of credit cards in an between-subject
setup with 22 cryptocurrency beginners and 33 credit card users [3].
Froehlich et al. explore the challenges of first-time cryptocurrencies
users in-depth while making a purchase in an online shop with Bit-
coin [15]. In either case, the short observation period provides little
insight in whether cryptocurrencies would be viable for everyday
payments as repeated interaction with any system may get easier
as users become familiar with it over time.

We identified two projects concerning the use of cryptocurrency
for point-of-sale use cases – interestingly enough, both pertaining
to coffee. Eskandari et al. deployed an early version of a Bitcoin
sales terminal in a coffee shop in 2014 [12] and Tallyn et al. ex-
plored notions of machine autonomy with a Bitcoin-enabled coffee
machine in an office context [35, 42]. While Eskandari et al.’s work
takes a software engineering perspective and presents the require-
ment engineering process as well as lessons learned, they do not
report on users’ perceptions of the systems. They define usabil-
ity (user-friendly, time-efficient, fair exchange rates, availability),
deployability (low cost to run, enabling branching), and privacy
(no information leakage, maintaining payee’s privacy, maintaining
payer’s privacy, confidential payment lists) as core requirements.
To avoid the average block time of 10 minutes, their system accepts
0-confirmation transactions instead of waiting until the transaction
is included in the blockchain. While this allows to facilitate point-of-
sale transactions with Bitcoin without waiting, it effectively makes
the system susceptible to attacks through double-spending [13].
Tallyn et al.’s work, on the other hand, is interesting as it goes into
depth, exploring machine autonomy during a 1-month field study
in office environments. The focus of their work, however, lies less
on using Bitcoin as payment infrastructure, but on the influence
of machine autonomy on everyday activities in shared community
spaces. From a technical view, they do not specify how they address
the slow transaction times of the Bitcoin blockchain [35, 42].

2.2 Bitcoin Lightning
Bitcoin Lightning [34] is a payment protocol built on top of the
Bitcoin network that settles transactions through a network of bi-
directional payment channels. This offers several advantages over
Bitcoin without compromising security the same way accepting
0-confirmation transaction would: near instant transaction speed,
low transaction costs, and a significantly higher throughput [34]. It
is particularly interesting in the context of point-of-sale payment
systems as it provides an infrastructure layer that fulfills the core
requirements. To our knowledge, there is no research in the HCI
field exploring the use of Bitcoin Lightning.
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From a technical perspective1 Bitcoin Lightning can be described
as a payment channel network built on top Bitcoin [47]. This ar-
chitecture, in essence, allows participating nodes to carry out any
number of transaction off-chain. Only the initial transaction to
create a payment channel and the final transaction to close it are
written to the blockchain [34].

The simplest element of the Lightning network is a payment
channel between two Lightning nodes. Any two nodes can open
a channel by committing an initial amount of Bitcoin to the chan-
nel. The initial creation of the channel is stored on the Bitcoin
blockchain in the form of a special multi-signature transaction. By
doing so, both parties can now send each other transactions by
updating their balances and committing new transactions. Newer
transactions invalidate previous ones. If the channel is closed –
either bilaterally or unilaterally – the latest transaction is writ-
ten back to the blockchain and reimburses the final balances to
the respective owners [34, 47]. To make a payment between any
two nodes in the network, it must be routed through a series of
payment channels. For this, the Lightning network broadcasts all
known channels between nodes. In contrast to Bitcoin, transac-
tions cannot be sent directly to the receiving node. Instead, the
receiver first needs to generate an invoice, which is valid for only a
limited amount of time. The sender then determines a valid route
through the network and a chain of payments is created. The sent
transaction is secured by a cryptographic secret contained in the
invoice. Only once the transaction reaches its final destination, can
the participating channels finalize their channel transactions and
redeem their funds [34, 47].

Bitcoin Lightning’s design goals emphasize fast transactions
at low cost. In practice, however, the network’s typology plays
a significant role on whether these promises can be met. With
the Lightning network launching into Beta in 2018 and growing
increasingly fast since then [21], first empirical research is emerging:
Based on a longitudinal measurement study, Zabka et al. find that
channel endpoints rarely cheat and behave fair. At the same time,
the majority of channels in the Lightning network appears to be
inactive [49]. Waugh et al. attempted to investigate the network’s
availability and reliability to route transactions in practice. In late
2019 they conducted a series of payments to different nodes within
the network using amounts equivalent to USD 0.01 to USD 100.
They report that while routes to almost all nodes can be constructed,
routing payments in practice "fail much too often, in particular when
sending larger payments in excess of USD 50" [47].

2.3 Summary
In the context of this paper, we build on several learnings from
previous work. There is an emerging body of HCI research sur-
rounding cryptocurrencies. However, there are only few studies
exploring its use as a payment system. Those studies have focused
only on Bitcoin so far. Over the past years cryptocurrency projects
improving over the original design of Bitcoin have started to reach
maturity, promising to solve many of the challenges described in
literature (i.e. high fees, slow transactions). Bitcoin Lightning is one
1For an in-depth description of the technical architecture and the cryptographic
mechanisms of the Lightning network, please refer to the original whitepaper by Poon
and Dryja [34] and consult the resources on https://lightning.network/ (last-accessed:
2022-04-21).

such protocol aimed at enabling low-cost and near instant trans-
actions through an off-chain payment channel network. On paper,
this makes Bitcoin Lightning an ideal payment layer for everyday
point-of-sale transactions. However, we lack empirical evidence
in how far these promises can be met in practice. The goal of this
paper is to fill this gap by building a functional point-of-sale system
with Bitcoin Lightning and evaluating it in a real-world context.

3 IMPLEMENTATION: PAYMENT SYSTEM
In this section we present design considerations, the architectural
approach, and the implemented point-of-sale system.

3.1 Design Rationale
Our overarching rationale for building the system was to under-
stand in how far Bitcoin Lighting is a viable option to be used as
underlying payment layer for everyday point-of-sale transactions.
The system described in the following could be equally realized by
integrating existing proprietary payment providers such as PayPal2
or Stripe3. The unique advantage cryptocurrency-based systems
may offer in the future is their open ecosystem: Open systems that
allow equal participation of people without restriction are benefi-
cial to closed proprietary systems as they enable competition and
innovation. Therefore, our goal in implementing a payment system
with Bitcoin Lightning is not to directly compare it with existing
more mature alternatives. Instead, we want to explore whether core
properties of Bitcoin Lightning offer an acceptable experience to
users when deployed as a functional point-of-sale system. With
this objective in mind, we prioritized the use of state-of-the-art
services and libraries during the implementation. The developed
system should thus reflect a realistic deployment merchants can
hope to achieve with service providers available at the moment.

3.2 Actors & Use Cases
Payment systems are typically used by two actors facilitating a
transaction to exchange goods. Our system includes two actors:
The customer is interested in making a purchase. The merchant
interested in selling goods. We distinguish three use cases for how
Bitcoin Lightning may be used during a checkout process: (1) in an
online environment, (2) during a checkout process in a traditional
brick-and-mortar store, and (3) during a self-service checkout pro-
cess, such as vending machines. Table 1 details the different use
cases and their flow of events.

3.3 Requirements
From the described use cases, we derive several functional and
non-functional requirements. These requirements describe the en-
visioned behavior of the system, independent of its actual imple-
mentation [4].

3.3.1 Functional Requirements. We identify several functional re-
quirements describing the system regarding the interactions with
its surrounding environment, including the user [4].

2https://paypal.com/ (last-accessed: 2022-04-05)
3https://stripe.com/ (last-accessed: 2022-04-21)
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Table 1: Use cases for Bitcoin Lightning for different types of checkout experiences.

Online Checkout Offline Checkout Offline Self-Service Checkout

Customer Customer, Merchant Customer

1. The customer opens the website of an online
shop and adds one or several products to the bas-
ket.

1. The customer selects one or several products in
the shop and brings them to the checkout counter.

1. The customer scans a QR code with their smart-
phone to open the website and adds one or several
products to the basket.

2. The customer starts the checkout procedure,
enters their shipping address, and selects Bitcoin
Lightning as method of payment.

2. The merchant registers each product and, once
completed, uses the wallet that is integrated in
the shop system to generate a Lightning invoice.

2. The customer reviews the products in the bas-
ket, confirms the selection, and is presented with
a Bitcoin Lightning invoice encoded in a URL.

3. The customer is presented with a Bitcoin Light-
ning invoice on the website and uses their mobile
wallet to scan the QR code of the invoice.

3. The customer reviews whether the products
were accounted for correctly, opens their wallet,
scans the QR code of the invoice, and confirms
the transaction.

3. The customer clicks on the URL to open their
wallet or copies the invoice manually and then
opens the wallet. After reviewing the transaction,
they confirm it.

4. The customer confirms the transaction in the
wallet. After a few seconds, the wallet and website
show a confirmation.

4. After a few seconds, the customer and the mer-
chant receive a confirmation of the transaction in
their respective wallets.

4. After waiting a few seconds, the customer is
presented a confirmation of the success of the
transaction in their wallet.

5. The website redirects to a new page showing
an order confirmation.

5. The customer takes their purchase and leaves. 5. The customer takes their purchase and leaves.

Notes. The entry condition for all three use cases is that both customer and merchant have a configured Bitcoin Lightning wallet with sufficient funds.

• FR1: Inventory Management. The system should provide a
way for the merchant to add, remove, and keep track of their
inventory of products.

• FR2: Order Management. The system should provide a way
for the merchant to keep track of the orders made by customers
and which status the orders are in.

• FR3: Analytics and Reporting. The system should provide the
merchant with a way to analyze past sales.

• FR4: Storefront Interface. The system should provide an in-
terface for customers to interact with / select products.

• FR5: Transaction Processing. The system should provide a
way for merchants to issue Bitcoin Lightning invoices, to process
incoming transactions, and associate them with orders.

• FR6: Bookkeeping. The system should provide a way to keep
track of transactions for bookkeeping.

• FR7: Wallet and Key Management. The system should pro-
vide a way for the merchant to manage their wallet and their
private keys.

• FR8: Currency Conversion. The system should provide the
merchant with a way to convert cryptocurrency into fiat cur-
rency.

• FR9: Payout. The system should provide the merchant with a
way to pay out their revenue to the traditional finance system,
such as bank accounts.

• FR10: Mobile Wallet. The system should provide the customer
with a way to pay with Bitcoin Lightning.

3.3.2 Non-Functional Requirements. We additionally identify non-
functional requirements that further "describe aspects of the system
that are not directly related to the functional behavior of the system"
[4] and contribute to the quality perceived by the user [7].

• NFR 1: Security. The systems should provide adequate security
measures to both the merchant and the customer. Private keys
should be stored encrypted. The system should provide ways to
back up or recover keys.

• NFR 2: Privacy. The system should maintain the privacy of
both the merchant and the customer. Transactions should not be
visible to anyone who is not involved in them.

• NFR 3: Usability. The system should provide a usability com-
parable to existing point-of-sale system. Two aspects crucial
to achieve this are affordable fees and near-instant transaction
speeds. Additionally, the interaction flow during payment should
be simple and quick to complete.

• NFR 4: Availability. The system should be able to process trans-
actions without any major interruptions.

3.4 System Overview
Based on the functional requirements and the overall use cases,
we decompose the system into four major subsystems with clearly
defined responsibilities and interfaces: the shop system, the pay-
ment processor, the customer’s mobile cryptocurrency wallet,
and Bitcoin Lightning as settlement layer. Figure 1 provides a
high-level overview of the subsystems and their interaction.
Shop System: The shop system bundles all functionality related to
the management of products and the interaction between merchant
and customer (FR1 - FR4). Merchants keep track of their inventory,
manage outstanding orders, and review their order history. To
customers, it provides a storefront to select products and initiate
the checkout process.
Payment Processor: The payment processor bundles all func-
tionality related to the processing and management of transactions
(NFR5 - NFR9). It provides an interface to the shop system to initiate
the payment process for an order, return the status of the respective
transaction, and keeps a ledger of past transactions. Specific to
Bitcoin Lightning, it provides an abstraction layer to deal with key
management (NFR1) and the interaction with the Bitcoin Lightning
network, such as the generation of invoices for specific orders. Ad-
ditionally, it provides services for conversion of cryptocurrency
to fiat currency and to transfer available funds to traditional bank
accounts.
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Figure 1: An overview of the subsystems.

Mobile Wallet: The mobile wallet (FR10) provides the customer
with the necessary functionality to manage their Bitcoin Lightning
funds and make payments with them. This includes the creation
of the Bitcoin Lightning wallet as well as tasks concerning key
management (NFR1), channel management, transaction processing,
and a history of past transactions. The customer uses their wallet
to open Bitcoin Lightning invoices – i.e. by clicking on a URL or
scanning a QR code – and confirming and settling them via the
Bitcoin Lightning network.
Bitcoin Lightning: The Bitcoin Lightning network provides the
agnostic payment layer through which transactions are routed and
settled (see section 2.2). By design it provides privacy (NFR2) for
the involved parties as payments are settled off-chain.
An advantage of the described architecture is that the decompo-
sition into separate subsystems leads to high cohesion within the
subsystems and low coupling between them. For example, the pay-
ment processor provides an abstraction over the actual type of
payment used to settle a transaction. This means that alternative
payments beyond Bitcoin Lightning could be integrated without
affecting the shop system. Merchants could also decide to switch
their shop system while keeping their payment processor, not
affecting the transaction history and bookkeeping. The interface
between the payment processor and the customer’s wallet is
provided as a standardized Bitcoin Lightning invoice. This gives
customers free choice which actual wallet to use instead of being
locked in to the proprietary solutions of centralized payment pro-
cessors. Thus, users have the option to choose the right wallet for
them, with differing degrees of self-managed to custodial options
available on the market4.

4The following blog article provides an overview of different architectures of contem-
porary Bitcoin Lightning wallets for the interested reader: https://www.veriphi.io/en/
blog/lightning-wallet-architecture (last-accessed: 2022-04-21)

3.5 Implementation: Self-Service Checkout
We realized the described system with an Offline Self-Service
Checkout use case (see Table 1) in mind while keeping our imple-
mentation open for future extensions. As described in our design
rational, we wanted to keep the implementation close to a real-
world deployment merchants can achieve with service providers
available today.
Shop System: Targeting a self-service checkout use case in an
offline environment, we simplified the shop system to its minimum.
We printed QR codes encoding URLs redirecting to check out web-
sites of the respective products. This approach is comparable to
using QR codes to PayPal accounts to collect payments. While sim-
ple, this system fulfills the needed requirements to evaluate the
overall system.
Payment Processor: We integrated Opennode5 as Bitcoin Light-
ning payment processor. Opennode is one of the leading services
for processing payments with Bitcoin and Bitcoin Lightning. It met
the requirements we needed for the payment processing subsystem,
allowed for quick integration, and future extensibility of the system
as it offers a rich set of API endpoints as well as integrations to es-
tablished shop systems such as Shopify6. Our design choice to select
a payment processing service instead of running our own Bitcoin
Lightning node has several reasons: First, considering our design
rationale it is not realistic to assume that most merchants have the
required technical knowledge or resources to deploy, manage, and
integrate a full Bitcoin Lightning node on their own. The more
likely scenario is that they would look for services that provide the
needed functionality and plug into their shop system without much
extra effort. Second, using a professional payment processing ser-
vice has advantages considering the network architecture of Bitcoin
Lightning. Their nodes are likely to be better connected within the

5https://www.opennode.com/ (last-accessed: 2022-04-21)
6https://www.shopify.com/ (last-accessed: 2022-04-21)
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Figure 2: Interaction flow for making a purchase using the implemented payment system for the self-service checkout flow.

payment channel network and thus, we expect that transactions
can be routed more reliably and more quickly.
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Figure 3: Interface of the mobile Bitcoin Lightning wallet
(based on bluewallet.io).

Mobile Wallet: To be able to holistically explore how users would
interact with the system, we also deployed a mobile wallet. After
evaluation of different open source projects, we created a fork of
the popular Bitcoin Lightning wallet BlueWallet7, and modified
it to be able to collect usage logs. We were careful not to change
the app interface to provide a realistic baseline of the experience
users can expect today when using Bitcoin Lightning. Figure 3
provides an annotated overview of the mobile wallet interface. The
modified app provided users with a non-custodial Bitcoin wallet and
a custodial Bitcoin Lightning wallet. Following a similar reasoning
as for choosing to use a payment processor, a custodial wallet
provider is likely better connected within the Bitcoin Lightning
network. Thus, it provides less risk of transactions not being able
to be routed to their destination.

7https://bluewallet.io/ (last-accessed: 2022-04-21)

3.6 Interaction Flow
Following the defined non-functional requirements, our aim was
to create a simple and quick checkout process. Figure 2 provides
an overview of the interaction flow between a customer and the
system during the checkout process. Figure 4 provides screenshots
of the implemented user interfaces during the checkout process.
The entire process takes five steps: The entry-point to the self-
service payment is provided as a QR code linking directly to the
checkout website, presenting the product. After (1) scanning the QR
code, the customer (2) selects the desired quantity of the product, (3)
selects the desired payment method (Bitcoin or Bitcoin Lightning),
and then (4) opens the invoice in their wallet where they (5) confirm
the transaction. As a consequence of the decoupled subsystem
design, step 2 to 4 are completed in a web browser and only the
final step is completed in the wallet of the customer. As the user
walks through this checkout process, the Bitcoin Lightning invoice
is generated dynamically through the Payment Processor and the
Bitcoin Lightning Network. The process is completed, once the
transaction is settled through the Bitcoin Lightning network. One
caveat, evident from the process is the need to generate the invoice
dynamically. It can be generated only after the customer selected
the required quantity of the product. It is not possible to provide a
permanent invoice that can be reused.

4 EVALUATION
To evaluate the system, we conducted a two week-long mixed-
method study in March 2022. Prior to the start, we obtained approval
from the ethics board of our university (ID: EK-MIS-2020-018). 31
people participated in the study. Participants first completed a setup
study comprising the initial setup of their wallets and first usage
of the system, comparable to laboratory studies used in previous
studies (e.g. [3, 15]). Once the system was set up, they used it over
the course of two weeks to purchase drinks and coffee in an office
environment. The overall goal of the evaluation was to understand
whether the developed system met the requirements to be used as
point-of-sales systems.
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Figure 4: User interfaces for the realized interaction flow for purchasing one product for the self-service checkout.

4.1 Participants & Context
We conducted the study at a research and educational institute
associated with a German university. We recruited participants
from the staff and a cohort of students in the associated program.
Unlike in a traditional university setting, all participants worked full
time (Monday - Friday) and in presence at the institute, resembling
the context one would find in typical offices spaces. We recruited
in total 31 participants. The participants’ educational background
varied from undergraduate to postgraduate degrees in computer
science and engineering (15), business administration (11) and other
study backgrounds (5). Participants were between 20 and 34 (mean
of 24.55) years old. 61.3% were male and 38.7% female.

4.2 Data Collection
We combined several methods to obtain a rich understanding during
the evaluation. Figure 5 provides an overview of the study procedure
and the collected data.

4.2.1 Methods. Throughout the study, we collected data from var-
ious sources and combined several methods to do so. During the
setup study, we used an adopted think-aloud protocol. Participants
were assigned in groups and recorded one another while complet-
ing the tasks and sharing their thoughts aloud. After each task we
collected data with questionnaires including open and closed ques-
tions. At the end of each week, we collected additional data with
questionnaires including open and closed questions. We comple-
mented the structured data collection with ethnographic methods.
We occasionally observed participants as they were using the sys-
tem and inquired about their experiences. Finally, we collected
usage logs from the mobile wallet and the payment processor.

4.2.2 Apparatus. Our apparatus comprised the implemented sys-
tem described in section 3.5, an instruction guide for the tasks
during the setup study, and several questionnaires. Table 2 provides

an overview of the different measures collected with question-
naires. We collected demographic data (age, gender, educational
background). We used the Single-Ease-Questionnaire (SEQ) [40]
as a quantifiable measure to proxy the perceived usability of the
system. Users were asked to rate on a scale from 1 (very easy) to
7 (very difficult) how they perceived the respective task (during
the setup study) or using the system over the past week (in the
weekly questionnaire) – i.e., "How difficult or easy did you find using
Bitcoin Lightning as payment system?". As recommended [39], we
followed with an open question asking participants "What made
you choose this number?" to elicit qualitative insight. Similarly, we
used one item out of the User Experience Questionnaire (UEQ) [27]
to measure the perceived speed of the system by asking users to
rate it on a scale from 1 (fast) to 7 (slow). Additionally, we collected
task completion rates, the number of times participants used the

SETUP STUDY
(task 1, task 2, task 3)

WEEK 1

WEEK 2

think-aloud

questionnaires

PROCEDURE DATA COLLECTION

questionnaire

observation

log data

questionnaire

observation

log data

Figure 5: Overview of the study procedure and the collected
data.
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system over the past week, and queried for encountered problems,
positive moments, and suggestions for improvement with open
questions.

Table 2: Overview of the data collected with questionnaires.

T1 T2 T3 W

demographics multiple •
task completion y/n • • •
SEQ scale (1-7), text • • • •
fast vs slow scale (1-7) • •
no. times used number • •
open questions text • •

4.2.3 Procedure. Our evaluation is comprised out of two phases:
The initial setup study and the subsequent usage of the system over
the course of two weeks. During the setup study, participants had
to complete three tasks: (T1) create a bitcoin wallet and buy bitcoin,
(T2) create a bitcoin lightning wallet and transfer bitcoin onto it,
and (T3) make a first purchase with the wallet. Participants formed
groups of two, recording each other with smartphone cameras while
following a think-aloud protocol. After completion of each task,
participants individually filled the respective task questionnaire.
We chose these tasks because they represent the first steps users
would need to take to use Bitcoin Lightning as a means of payment.
After completion of all three tasks, we distributed EUR 40 in Bitcoin
to the participants as compensation for participating in the study.

Over the course of the next two weeks, participants were free to
purchase coffee (EUR 0.5) and an assortment of beverages (EUR 1.5)
with the deployed system. At the end of each week, a questionnaire
was distributed to participants to inquire about their experience.

5 RESULTS
We collected in total 116 qualitative statements, including 236 rel-
evant coded statements. Complemented by quantitative measure-
ments, we present the results of the evaluation of the system. Table
3 provides an overview of the quantitative metrics describing the
usage behavior and the perception of the system.
Our point-of-sale system offered participants the opportunity to
purchase beverages and coffee using Bitcoin Lightning as a payment
method. In total 896 app sessions and 202 payments were conducted
by participants over the course of the study. The majority of app
session happened within the first week, whereas the majority of
transactions happened in the second week. The difference in app
sessions can be explained by the additional interaction needed
during the setup procedure. On average, each participant made 3.0
purchases during the first week and 4.21 purchases in the second
week (min=0, max=10 for both weeks).

5.1 Ease of Use
We observed a stark contrast in the perceived ease-of-use during
the setup study and the subsequent use. In particular, the purchase
of Bitcoin (T1) and transfer to their Bitcoin Lightning wallet (T2)
was perceived as cumbersome and frustrating by many participants.
In part, this is reflected in the task completion rates (c.f. T1, T2, T3)
and the difference in SEQ scores (c.f. T1, T2 vs T3, W1, W2).

Table 3: Overview of the collected quantitative metrics dur-
ing the evaluation.

T1 T2 T3 W1 W2

task completion quest. 57% 91% 95% – –
SEQ quest. 3.00 3.10 2.30 2.35 2.42
fast vs slow quest. – – 3.95 3.74 3.88
mean times used quest. – – – 3.00 4.21
total transactions logs – – – 86 116
total app sessions logs – – – 706 190
mean session time logs – – – 59s 34s
Notes. The high number of app sessions in W1 can be attributed to
the initial setup procedure. Testing with ANOVA, the difference in
SEQ scores between T1, T2, T3, W1, W2 are not statistically significant
(F (4, 110) = 1.495, p = 0.209). Likewise, the difference in fast-slow
scores between T3, W1, W2 are not statistically significant (F (2, 64) =
0.082, p = 0.921).

43% of participants could not complete the first task, purchasing
the equivalent of EUR 40 in Bitcoin 8. In the majority of cases, the
cause was related to payments for the purchase of Bitcoin being
declined by the banks or credit card issuers of the participants
or issues during the Know-Your-Customer (KYC) id verification.
One participant described their experience, "The onboarding went
well and was easy, until the transaction got blocked by the bank.
After unblocking the credit card, we retried the transaction and the
card got blocked again". It was surprising to see that this was not
an isolated issue, but affected multiple participants across several
German banks. Another participant stated, "For me, it did not work
with BANK1 and BANK2 credit cards. Although the id verification
process was successful, the transaction did not work. I tried it several
times with no success." (bank names redacted). For other participants,
purchasing Bitcoin was halted by the KYC process. For example,
"when trying to purchase Bitcoin, I was supposed to receive an email
to confirm my identity within 60 seconds. Even several hours later,
it has not arrived.". While many participants had issues during the
process and found it tedious, there were also some for whom it
worked well, e.g. "The money transfer was easily done by Apple Pay."
or "I have transferred coins from another wallet, so the process was
very easy.".

Looking at the ease-of-use after the setup, there was a notable de-
crease in perceived difficulty once participants had a set-up Bitcoin
Lightning wallet. SEQ scores decreased from 3.00 and 3.10 (T1, T2)
to 2.30, 2.35, and 2.42 (T3, W1, W2). The collected qualitative data
and our observations back up the SEQ measures: Participants found
it overall easier to use the system for payments than to initially
configure and fill their wallets. For example, participants stated,
"Having the transaction go through for the first time was quite fun, es-
pecially after the boring and time-intensive setup.", or "After the first
successful payment, it is pretty straightforward.", or "Once everything
is set up, the payment itself is very simple and fast.".

In addition, the collected data contained comments related to
different aspects of the user experience that are not directly related

8If participants were not able to finish task 1 (e.g., because their credit cards were
declined) we sent them the compensation for participating in Bitcoin after task 1, so
they could continue the study.
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to Bitcoin Lightning. Examples include the load performance of
the app, the structure of the user interface, or the interaction flow
during the checkout process. For example, we received comments
complementing the user interface and others criticizing it to be "not
very intuitive". While most of the reported issues in this category can
be addressed by iteratively improving the system in line with design
guidelines and software engineering best practices, one criticized
aspect cannot without implementing an entirely different payment
layer: Several participants argued that the checkout process is too
complicated, involving too many redirects, and they would rather
"scan the QR code directly in the wallet and pay". The underlying
architecture of the Bitcoin Lightning network requires invoices to
have an expiry date. Thus, they can only be generated dynamically
once the final payment amount in known, making a static invoice
for now infeasible.

5.2 Perceived Transaction Speed
We measured the perceived speed of the system by surveying par-
ticipants in the questionnaires after the setup study, after week one,
and after week two (1=fast, 7=slow). The mean ratings provided
by participants revolved around the center of the scale, slightly
tipping to the ’fast’ side (T3=3.95, W1=3.74, W2=3.88). Based on
the recorded usage logs, we can further see that app sessions on
average took 53.86 seconds. The average session length decreased
from 59.29 seconds in week one to 33.67 seconds in week two. Look-
ing at the second week in particular, we can see that the app was
used in 61% of cases to make payments: 190 app sessions resulted
in 116 transactions. Our observations as well as participants com-
ments in the weekly survey are in line with these measurements,
indicating that the overall checkout process takes around 30 to
60 seconds beginning to end. With regards to whether this speed
was acceptable to participants, we received both supportive and
opposing comments. On the positive side, participants stated, "It is
quick and easy.", "It only took like 30s!", and "The transaction went
through really quick!". Others perceived this as too slow: "It should
be faster!", "It is a bit annoying that it always takes around 10 seconds
for the payment to go through.", or "Sometimes there’s a lag in the
transaction, and it takes a little longer than I’d like for the payment
to complete".

One additional aspect captured during our contextual observa-
tions was a notable increase in transaction speed during the second
half of week two. One participant reported, "The app seems to work
quicker, or maybe this is only a feeling after getting used to it.". We
observed that during the first week, transactions would take be-
tween 10-20 seconds to complete after an invoice was scanned and
confirmed in the wallet of a user. This suddenly changed during the
second week, at which point transactions across all users would
take only around 4-6 seconds. This change was particularly no-
ticeable as the user interface of the deployed mobile wallet would
previously time out after about 20 seconds and ask users to check
back later. After that point, the wallet provided a confirmation of
the transaction’s success and automatically closed the screen. This
change did not go unnoticed: One participant remarked, "Lightning
transactions are now completed within seconds and a confirmation of
the transaction is shown.", and another one, "Transactions worked
smoothly, the payment process got faster.".

5.3 Transaction Fees
Another relevant aspect for deploying point-of-sales systems affect-
ing users’ adoption are transaction fees. Overall, two types of fees
were charged during the study in the current implementation: First,
the payment channels involved in forwarding a transaction in the
Bitcoin Lightning network can announce fees. Every channel can
announce fees with a fixed component and a variable component.
Consequently, the calculation of the exact network fee for a specific
transaction depends on the amount transferred and the channels
through which it is routed. In addition, the implemented payment
processor, Opennode, charged a 1% fee for every incoming transac-
tion. This 1% fee, however, is not visible on the customer’s side, as
it is deducted from the incoming payment the merchant receives.
Thus, as with other cryptocurrencies, only transaction fees relating
to the network have to be paid by the sender, i.e. the customer.

In line with these expectations, we observed that the full cost for
transactions were slightly higher than the charged price (in EUR)
due to the network fees. Typically, the price would be 1-2 cents
over the purchase price, meaning 1.51 or 1.52 EUR for a drink sold
at 1.5 EUR, and 0.51 or 0.52 for a drink sold at 0.5 EUR at the time
of sale. Participants did not specifically complain about the size
of the fee charged for transactions. However, they identified the
need to pay fees as a clear disadvantage over alternative solutions.
For example, one person described the fees as simply "unpleasant"
and another one stated, "One thing I don’t like is the transaction fee,
which wouldn’t occur if we would simply use Paypal.".

Bitcoin price volatility was another aspect that surfaced in our
dataset. Depending on the Bitcoin-EUR exchange rate at a specific
time, a different amount of Bitcoin would be charged to equal the
fixed product prices in EUR. Looking at the recorded transaction
data, there was a 15 point difference between the lowest (90.6%) and
highest price paid for a transaction (105.6%) when compared to the
mean (100%). Some participants expressed that they experienced
this volatility negatively. For example, one participant said when
asked whether they could imagine using Bitcoin Lightning in the
future, "The Bitcoin price would have to be more stable, I want my
coffee to be the same price every day.".

The user interface in the wallet allowed participants to view their
available funds and past transactions in either Bitcoin, Satoshi9, or
Euro. If set to Euro, past transaction values were shown based on
the current exchange rate, e.g. at EUR 1.52, 1.58, or 1.36, not the
exchange rate at the time of purchase. From a users’ perspective, it
was thus not really possible to distinguish easily between the paid
price and the associated transactions fees. This further irritated
participants. One explained, "It is irritating that the value of the
payment in the past is changing as well. I would rather like to have
a fixed amount of money, as this reduces risk for me as a user and
additional stress of not knowing how much I can buy in the future.".

5.4 Reliability
Over the entire course of the study, we observed that transactions
could be successfully routed most of the time. We asked all partici-
pants to report any error messages they would receive throughout
using the app when making payments. We received only one report

9One satoshi refers to the smallest denomination of bitcoin, equivalent to 100 millionth
of a bitcoin
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of a transaction failing connected to issues with the Bitcoin Light-
ning network, due to an (apparent) “lack of inbound capacity of the
receiver along the payment channel route". However, by scanning the
invoice again, the participant could almost immediately send their
payment at the second try. However, throughout the setup study,
we observed that for many participants the mobile wallet would
return API Errors. These errors were not caused by the Bitcoin
Lightning network, but the API of the custodial Bitcoin Lightning
wallet on the user’s side. If that happened for a user, their wallet
would not be able to send Bitcoin Lightning transactions for around
15 minutes. One participant explained, "I was confused by an API
error that didn’t allow me to transfer from bitcoin to lightning. But
after some time it worked fine.". These errors were in effect due to
exceeded rate limits against the custodial wallet API, and largely
subsided within the first week.

6 DISCUSSION
In this paper, we present the implementation of a point-of-sales
system built on Bitcoin Lightning and its evaluation in a mixed-
methods field study. Our evaluation shows that it worked reliably
throughout the study, and users had no major problems using the
system for payments once they had a configured wallet. However,
it also showed that the initial process of setting up the wallet and
getting started is difficult for many users. This discussion aims
to reflect on these results and highlight implications for future
research and practice.

6.1 System Performance
Considering the overall results collected during our evaluation, we
find that the system provided an acceptable experience. Through-
out the observed period, transactions were reliably settled over the
Lightning network. While the transaction speed was slow-moving
at the beginning of the study, its increase in the second half of week
two points to the advantage of utilizing central nodes within the
network to improve performance. Most users deemed the trans-
action fees of 1-2 cents acceptable, as only few participants com-
plained about them. This said, all of these aspects – perceived
usability, transaction fees, and transaction speed – leave room for
improvement. Especially during the setup study, several problems
and challenges surfaced that underline the conclusions made by
previous work (e.g. [14, 15, 20]): There is a need to improve the
onboarding experience of new users – an aspect where the HCI
community is uniquely positioned to contribute to. Additionally,
we observed that the interface to established systems like banks or
identity verification providers remain a major cause of friction [15].
Upcoming regulations surrounding cryptocurrencies could both be
a catalyst for addressing these issues, or lead to more restrictive
measures. While the achieved transaction speed of 4-6 seconds is
in itself comparable to existing systems, the interaction flow it is
embedded in was perceived as complicated by users. While perma-
nent invoices are not technically feasible for now, a recent proposal
aims to change this by extending the Bitcoin Lightning protocol
[37].

6.2 Adoption Considerations
Reflecting on our experience developing the system, we found that
the decision of using a payment processing services made it rel-
atively easy to integrate and accept Bitcoin Lightning payments.
We argue, that merchants without much technical expertise would
be able to implement such solutions, i.e. through plugins to popu-
lar shop system such as Shopify. One downside of using a service
provider instead of running a dedicated Bitcoin Lightning node
is that a merchant would arguably not exploit the full benefit of
decentralization and would have to pay fees to the service provider.
Dealing with these tradeoffs between the independence of decen-
tralization and scale effects of using centralized services connects
to the emerging phenomenon of reintermediation [17, 43] seen in
many blockchain related applications. Taking a business perspec-
tive, the question for merchants remains whether accepting Bitcoin
Lightning or other cryptocurrencies is economically beneficial and
sustainable in the long run. As new payment solutions generally
face a cold start problem [6], it remains questionable whether users
are motivated to change from established solutions to Bitcoin Light-
ning if both choices are offered. From the customer’s perspective,
except for edge cases, there is little to no advantage using Bitcoin
Lightning at the user experience level compared to centralized so-
lutions. Today systems like PayPal appear to offer a better value
proposition: free transactions for individuals, wide acceptance, fiat
currencies without price volatility, and a buyer protection. While
many of these features are not yet available, we believe that the cur-
rent state of the technology allows for them to be built on top of the
open ecosystem that Bitcoin Lightning (or other cryptocurrencies)
offers.

6.3 Limitations and Future Work
This paper provides a first evaluation of Bitcoin Lightning for an
offline point-of-sale use case. Our study is not without limitations
and leaves room for future research. Our study ran for only a short
time and was tested with a small basket size (typically EUR 0.5 to
EUR 1.5). A benchmark study of the Lightning network [47] showed
grave differences in network reliability depending on the size of
a transaction. Exploring scenarios with higher item values would
be interesting not only to understand the technical limitations of
Bitcoin Lightning, but also whether users would expect features
such as cash-backs common with many credit card providers today.

Additionally, our evaluation focused primarily on the system
performance and did not explore participants’ experience using
Bitcoin Lightning in depth. Particularly during the adoption of
new technologies, users may be motivated to engage due to more
than pure functional benefits. Building on recent ethnographic
research on centralized alternative currencies [32], future work
may disassemble the social experiences of everyday cryptocurrency
use (e.g. around trust, anonymity, decentralization, volatility and
perceived environmental impact) in more detail.

Thus, there are exciting opportunities for HCI scholars to ex-
plore lived user experience during the adoption of cryptocurrency
based payment systems over longer periods of time and in dif-
ferent contexts. Particularly the recent real-world deployment of
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Bitcoin-Lightning in some regions around the world offers inter-
esting opportunities to study the use of cryptocurrencies in the
field.

7 CONCLUSION
This paper presents design considerations and a reference imple-
mentation for a point-of-sale (PoS) system using Bitcoin Lightning
as underlying payment layer. The evaluation of the system in a
mixed methods study shows that low-value transactions can be
reliably routed via the Lightning network, and users found mak-
ing payments reasonably easy once they had a configured wallet.
Setting up the wallet and initially acquiring Bitcoin was, however,
prone to different challenges, highlighting the need to research on
how to decrease entry barriers to cryptocurrencies. We examine the
performance of the system with regards to ease-of-use, speed, trans-
action fees, and reliability and discuss implications for adoption of
cryptocurrency based payment systems.
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ABSTRACT
There is an increasingly diverse range of smart-contract blockchains
on which decentralized applications (dApps) are built. However,
HCI research has so far failed to address them, focusing primar-
ily on Bitcoin and Ethereum. This is problematic as these new
blockchains come with an increasingly diverse set of properties
that influence the usability of dApps for end-users. For blockchain
interface design guidelines to be valuable for practitioners, they
need to acknowledge the heterogeneity of blockchains. However,
evaluating novel interface concepts across different blockchains is
resource-intensive as each blockchain has to be integrated manu-
ally, slowing down research. To address this challenge, we propose
a system to support interface experimentation for blockchain appli-
cations. The system allows researchers and developers to connect
interfaces to a unified API simulating different blockchains and
facilitates the configuration, distribution, and evaluation of online
experiments. A preliminary evaluation showed promising results.
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• Human-centered computing → Human computer interac-
tion (HCI); • Applied computing → Digital cash; • Informa-
tion systems → Digital cash; • General and reference → Ex-
perimentation.
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1 INTRODUCTION
There is an increasingly diverse landscape of blockchain application
platforms to develop with [10]. While a few years ago Ethereum
was the only smart-contract blockchain available, today alterna-
tives like Cosmos, Solana, Polkadot, or Polygon have emerged and
gained traction among developers [15]. At the same time, extant
interaction design research on blockchain and cryptocurrency has
overwhelming focused on Bitcoin and Ethereum, neglecting other
chains [10]. This gap is problematic as these new blockchains offer
developers fundamentally different properties – for example w.r.t.
transaction speed, throughput, and fees – which in turn influence
how end-users can interact with the built decentralized applications
(dApps). Taking the researchers’ perspectives it is not difficult to
see how this gap has formed: Prototyping and evaluating interfaces
for different blockchains requires substantial resources, as each
blockchain needs to be manually integrated. This consequently
makes it costly to experiment with interface concepts on several
blockchains and, as a field, has kept us from understanding the
heterogeneous effects different blockchain properties may have on
application design.

Let’s take the design of interface elements for the communication
of transaction stati as an example: Previous literature documents
that users find transactions hard to understand and misconceptions
are frequent (see e.g. [9, 11, 14, 16]). For designers and develop-
ers this begs the question, how to best design interface elements
that communicate the status and expected completion of a trans-
action clearly and unambiguously. The non-deterministic nature
of blockchains – validating nodes can independently decide which
transactions to include in the next block – makes this a non-trivial
task. The completion of a transaction may depend on the frequency
at which blocks are created, the current state of the network, and
the amount of fees allocated for the specific transaction. These
properties are all connected to the infrastructure provided by the
underlying blockchain a dApp is built on. For example, even simple
transactions may take between tens of minutes (e.g. Bitcoin), a
few minutes (e.g. Ethereum), and a few seconds (e.g. Bitcoin Light-
ning or Solana) depending on the blockchain. Design guidelines
for such interface elements would thus need to acknowledge the
heterogeneity of blockchains and their properties to be valuable
for practitioners.

Consequently, to create such guidelines for blockchain interfaces,
it is necessary to design interfaces and evaluate them across differ-
ent blockchains. To address this challenge, we propose a system
to support interface experimentation for blockchain applications.
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The proposed system allows researchers and developers to connect
their interfaces to a unified API that simulates different blockchains
and provides a management interface to configure, distribute, and
evaluate online experiments. We present an early implementation
of the system and report the results of a preliminary study with
N=160 participants on Amazon Mechanical Turk (mTurk).

2 PROTOTYPE
We developed a system to support rapid interface experimenta-
tion for blockchain applications. In the following we lay out the
requirements, its architecture, and implementation.

2.1 Use Case and Requirements
We illustrate the envisioned use case by contrasting an as-is-scenario
with a visionary-scenario [4]. The system has two actors: the inter-
face developer and the study participant.

Table 1: Use-Case: As-Is-Scenario and Visionary-Scenario

Situation

Dora is an interface developer for a mobile social payment app that supports
multiple cyrptocurrencies. By analyzing comments on the app store she
notices that some users complain that transactions are sometimes taking
too long to complete or even get stuck. After conducting desk research and
some user interviews she realizes that new users often do not understand
the connection between fee-amount and transaction speed and thus face
difficulties to select the right fee. She decides to prototype different input
elements and test them with users before suggesting changes to the produc-
tion app. She wants to understand which input elements help users select
the appropriate fees and is interested in understanding whether different
cryptocurrencies require different input elements.

As-Is-Scenario: Dora implements the different input elements on different
branches of the Github repository. After collecting qualitative input from a
small sample, she wants to test the different interfaces in an online experi-
ment. Due to cost constraints she cannot distribute real cryptocurrency to
participants. Instead, she decides to mock the sending of transactions and
fees. For each cryptocurrency she starts implementing realistic behavior
mocking the fees and transaction speed for the specific experiment she
has in mind. After completing the implemention, she deploys the app and
creates a document outlining the task instruction for the participants. In
another tool she creates a questionnaire. Finally, creates four tasks on Ama-
zon mTurk, each linking to a different version of the app and distributes
her experiment.

Visionary-Scenario: Dora prototypes four input elements on a new branch
of the Github project. She integrates the API of the blockchain experimen-
tation system. Based of the programatic assignment through the API the
respective input element is rendered. To mock sending transactions, she
uses the unified interface of the API. She sends the respective cryptocur-
rency, the amount, and selected transaction, and additional transaction
details and the API returns the status of the transaction. After completing
the implementation she switches to the web-interface of the experimen-
tation system. She configures the study procedure, adds a questionnaire
step and an experimentation step with an appropriate task description. She
configures the simulated cryptocurrencies and tested input elements. With
the generated link she distributes the experiment via Amazon mTurk.

From the described use case we derived several functional require-
ments [4] for the system:

• R1 Blockchain Simulation: The system should allow the simu-
lation of different blockchains and their core properties. It should
provide an common interface to simulate transactions on the
supported blockchains to decouple interface implementation and
evaluation from the specific blockchain implementation.

• R2 Experiment Management: The system should support the
configuration and management of experiments. It should be con-
figurable with respect to which cryptocurrencies and which inter-
face variations are part of an experiment and manage subsequent
randomized assignment of participants.

• R3 Rapid Dissemination: The system should enable a fast dis-
semination of experiments. Task descriptions for participants
and questionnaires should be integrated into the experimenta-
tion system to allow for fast distribution.

2.2 Conceptual Architecture
We decomposed the proposed system into several components with
specific responsibilities. Figure 1 provides an overview of the con-
ceptual architecture. The experimentation system comprises three
subsystems: The Blockchain Simulator bundles blockchain sim-
ulation functionality and exposes an REST API that integrates with
the interface prototypes of the Developer. The Experiment Con-
figurator provides a management interface for the Developer
to configure and monitor their experiments. The Study Dissemi-
nation subsystem manages the distribution of the experiment to
Participants in accordance to the configuration of the experiment.

The decompostion in subsystem has several advantages. First,
decoupling functionality allows composability and re-use. For exam-
ple, experiments could be easily repeated with different interfaces
by duplicating experiment configurations. Second, it allows for
maintainability and extensibility. By exposing only a limited inter-
face to other components, the underlying implementation can be
changed or improved in the future. For example, new blockchain
simulations could be added without affecting existing experiments
or the simulation of a specific blockchain could be implemented in
a more advanced way.

2.3 Implementation
We implemented the proposed system in a first prototype. We
realized the experimentation system using NodeJS1, ExpressJS2 and
MongoDB3. The implemented system supports an abstraction layer
to simulate the Bitcoin and Ethereum blockchain and allows for the
integration of additional blockchains in the future. Figure 2 shows
a low-fidelity interface prototype and the actual realized interface
of the experimentation system.

The interface of the Experiment Configurator shows three
main pages (see navigation bar on the left). The Blockchain page
shows the blockchains that can be simulated. The Questionnaires
page shows an overview of existing questionnaires and allows to cre-
ated new ones. Finally, the Experiments pages shows an overview
of the created experiment, allows to create new ones, and configure
existing ones. The configuration of an experiment comprises chain-
ing different tasks together, i.e. questionnaire tasks or experiment

1https://nodejs.org/ (last-accessed: 2022-05-21)
2http://expressjs.com/ (last-accessed: 2022-05-21)
3https://www.mongodb.com/ (last-accessed: 2022-05-21)
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Figure 1: Conceptual overview of the prototyped system.

BLOCKCHAINS

EXPERIMENTS

QUESTIONNAIRES

CONFIGURE EXPERIMENT
Step 1: Questionnaire Task

ADD STEP

Demographic Questionnaire
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Interfaces: [Interface A, Interface B]
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Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do 
eiusmod tempor incididunt ut labore et dolore magna aliqua.

Figure 2: The interface of the Experimentation System: A low fidelity prototype (left) and the realized implementation (right).

tasks. Experiment tasks require specific configuration: identifier
for the respective interfaces, which blockchain simulations to use,
and the task descriptions that are shown to participants.

3 EVALUATION AND RESULTS
To evaluate the system we designed and ran an initial experiment
with it. The experiment evaluated four types of input elements (free
input, select, dropdown, slider) for sending transactions with two
cryptocurrencies (Bitcoin, Ethereum) in a between-subject online
experiment. The main purpose of running the experiment was to
test designed system under realistic conditions.

3.1 Experimental Setup
We used a between-subject design to compare different interface
elements for selecting fees when sending a transaction in an online
experiment with n=160 participants who we recruited from Amazon
mTurk. There were 8 experimental conditions (4 input elements
times 2 cryptocurrencies). We recruited in total 160 participants
who were randomly assigned to one condition by our system. The
instructions for the experiment were provided within our system
and could be accessed by participants using a dedicated button at

all times. Additionally, participants had to fill a questionnaire after
completing the user study.
Procedure: During the study participants were provided with
three task descriptions asking them to consider a specific scenario
under which they should send a cryptocurrency transactions. The
task description contained cues about the expected speed at which
the user would like the transaction to complete to induce inter-
action during the fee selection process. For example, "Please send
10€ to your colleague Tim [...] He made it clear that he needs the
money within 30 minutes.". Participants conducted these transac-
tions with a mobile wallet interface presented in the browser. At
the start of the study they were randomly assigned to one of the
conditions, which remained the same during the study. The wal-
let interface integrated the developed system and displayed the
respective interface elements.
Collected Data and Hypotheses: We collected several metrics
and variables to understand system performance and users’ percep-
tion. We were specifically interested in the perceived usability,
time needed for the fee selection, and the selected fee value.
Our hypotheses for all collected output variables were that there
would be a difference between cryptocurrencies and input elements.
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Figure 3: Illustrations of the different input elements used to select the transaction fee during the experiment.

3.2 Results
In total 160 people participated in the experiment. The median age
was 32 years. 57 (35.6%) were female, the other 103 (64.4%) were
male. 76.9% reported being from the USA. Two thirds of participants
had previously made a cryptocurrency transaction. Overall, the
analysis showed that the system could successfully be used to collect
experimental data, did not suffer performance issues, and supported
the intended use cases. We observed that in 15.6% of tasks were
not completed correctly. Common mistakes included incorrectly
entered receiver addresses or transaction amounts, also reported in
literature (see e.g. [7, 14]).

Table 2: Overview of the collected metrics (arithmetic
mean).

Usability Time Values
free input 64.55 39.9 sec 0,0668 ETH
select 56.59 15.0 sec 0,0178 ETH
dropdown 60.43 9.7 sec 0,0247 ETH
slider 69.79 11.9 sec 0,0178 ETH

BTC 60.33 18.9 sec 67,13 sat/byte
ETH 64.81 19.1 sec 0,0283 ETH

Total 62.48 19.0 sec –

Usability: Overall, the mean SUS score [3] was 62.48, which is
below average usability compared to general consumer apps [13]
and comparable to existing cryptocurrency apps [8, 9]. Regard-
ing input elements, usability was highest (69.79) for the slider. A
Kruskal-Wallis test showed significant difference between input el-
ements. The respective Dunn-Bonferroni post-hoc analysis showed
differences are only significant between slider-select (p=0.006). A
Mann-Whitney-U-Test did not find statistical significant differences
between cryptocurrencies.
Time: The average time to select a fee was between 9.7 and 39.9
seconds depending on the input element. The free input element re-
quired the most time. A Welch’s Anova showed difference between
groups. A post-hoc pairwise Games-Howell test showed statisti-
cally significant differences between free input-dropdown (=0.024)
and free input-slider (p=0.028).
Fee Value: A Kruskal-Wallis test showed statistically significant
differences in selected transaction fee value by input element for
Ethereum (p<0.001) but not for Bitcoin. For Ethereum, pairwise
post-hoc comparisons show statistically significant differences for
slider-free input (p=0.006), select-free input (p=0.001), dropdown-
free-input (p=0.002).

4 DISCUSSION
Overall, the preliminary evaluation of the developed system showed
promising results. The implemented system could fulfill the ini-
tial requirements and facilitate a blockchain interface experiment
including configuration, simulation, and distribution. We did not
encounter any technical problems or load issues during the experi-
ment. While mTurk has established itself as popular platform for
microtasks and research [12], we observed that some participants
attempted to cheat the system – i.e. they they just tried to enter
bogus data and click through the prototype as fast a possible. This
behavior is in line with previous findings (see e.g. [1]) discussing
data quality of mTurk.

4.1 Limitations & Future Work
The results presented in this paper are not without limitations. The
implementation of the proposed system is an early version with
room for future development. The evaluation presented primar-
ily serves to demonstrate the feasibility of the approach. Future
evaluations of the system should aim to understand whether using
the system enables researchers and developers to improve their
workflow in a more holistic ways. The experimental comparison
of input element was conducted with a small sample and tentative
findings presented here should be complemented by qualitative
research in the future to support interface designers.
Future System Development: The described system is early tech-
nical work. To unlock its full value for researchers and developers it
will require a larger set of blockchains to be available for simulation.
While there new generations of blockchain have become available
for developers to build on, a recent literature review shows that
there is a research gap in HCI concerning studies that go beyond
Bitcoin and Ethereum [10]. A second point for future development
concerns the level of sophistication at which blockchain transac-
tions can be simulated. While simulation of simple transactions
enables interface experimentation with regards to sending and re-
ceiving cryptocurrency, a larger design space can arguable found
in the area of smart contracts and dApps [5, 10]. Thus, a way to re-
alistically simulate transactions calling smart contracts on various
blockchains may be beneficial for more complex blockchain experi-
ments. From a technical point-of-view, this could be achieved by
integrating more sophisticated systems to simulated the underlying
blockchain (see e.g. [2, 6]). Another opportunity would be the pos-
sibility to not just simulate blockchains, but replay specific states
of the blockchain. This would allow testing hypotheses related to
cryptocurrency valuations and network congestion.
Future System Evaluation: With researchers and developers
being the primary users of the system, future evaluation should test
whether the system delivers value to them. This includes questions
related to their user experience integrating the API and running
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the experiments with the system as well as more objective measure
like the time and resource savings generated through use of the
system. Additionally, future evaluations should analyze whether
data gathered via mTurk fulfills the required standards for scientific
research in this context and, if not, implement additional services.

5 CONCLUSION
This paper presents a system to support interface experimentation
for blockchain applications. In a preliminary evaluation it shows
promising results for reducing the time and effort needed to conduct
experiments with novel users interfaces. We would like to engage
with the HCI community at NordiCHI to discuss how the system
could be extended to support researchers, designers, and users
beyond experiment driven evaluation of novel interfaces. In line
with the conference’s themes we would like to explore how users
could be empowered to participate not just in the evaluation but
the design process itself.
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Abstract. Blockchain technology is believed to have a potential for in-
novation comparable to the early internet. However, it is difficult to
understand, learn, and use. A particular challenge for teaching software
engineering of blockchain applications is identifying suitable use cases:
When does a decentralized application running on smart contracts offer
advantages over a classic distributed software architecture? This ques-
tion extends the realms of software engineering and connects to funda-
mental economic aspects of ownership and incentive systems. The lack
of usability of today’s blockchain applications indicates that often ap-
plications without a clear advantage are developed. At the same time,
there exists little information for educators on how to teach applied
blockchain application development. We argue that an interdisciplinary
teaching approach can address these issues and equip the next genera-
tion of blockchain developers with the skills and entrepreneurial mindset
to build valuable and usable products. To this end, we developed, con-
ducted, and evaluated an interdisciplinary capstone-like course grounded
in the design sprint method with N=11 graduate students. Our pre-
/post evaluation indicates high efficacy: Participants improved across all
measured learning dimensions, particularly use-case identification and
blockchain prototyping in teams. We contribute the syllabus, a detailed
evaluation, and lessons learned for educators.

Keywords: blockchain application development, design sprint, capstone
course, interdisciplinary, case study

1 Introduction

Cryptocurrency and blockchain technology has gauged the interest of researchers
and practitioners alike. Over 65 million Bitcoin wallets [2], and over 15.500 cryp-
tocurrencies [6] exist. Ongoing development efforts aim to advance blockchain
technology further. Smart-contract blockchains established themselves among
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the most active projects – e.g. Ethereum, Solana, Cardano, and Polkadot list
among the ten highest-valued projects [6]. Supporters view the technology as
transformative [8] and data from Coinbase’s shareholder letter indicates growth
rates comparable to internet user adoption in 1998 [5]. Particularly the ability to
read, write and own is perceived as a paradigm shift enabling a new generation
of internet applications, and with it, the so-called Web3 [1].

However, research from the field of Human-Computer-Interaction (HCI) re-
veals that existing blockchain applications suffer from usability issues (e.g [11–
13, 17, 34]), are difficult to understand [12], and home to frequent misconcep-
tions [23]. One cause for this is that many blockchain applications address use-
cases that do not derive clear advantages for the user from using blockchain
technology. While scholars in software engineering have started exploring con-
cepts for education (see e.g. Xu et al. [35] and Labouseur et al. [21]), we argue
that an interdisciplinary approach is necessary to address these issues. For the
next generation of blockchain developers to be able to truly build valuable and
usable products, they need to be able to evaluate blockchain use-cases w.r.t
technical feasibility (engineering), value-creation (entrepreneurship), and user
experience (human-computer-interaction).

To address this gap, we developed, conducted, and evaluated an interdisci-
plinary capstone-like course with N=11 graduate students. During a 5-day pe-
riod, the participants ideated, developed, implemented, and deployed a smart-
contract trading-card game, allowing users to collect and trade researchers as
non-fungible tokens (NFT). The course curricula builds on the design sprint
framework [19]. It is, to our knowledge, the first course combining blockchain
application development in an interdisciplinary setting. Our evaluation shows
that the course is well-perceived by participants and enables participants to
distinguish use cases (not) suited for the technology. We distill lessons learned
for educators and discuss the benefits and advantages of an interdisciplinary
approach to teaching.

2 Background & Related Work

Our work draws from several strands of research, most notably from design sprint
methodology as framework for designing our course.

2.1 The Potential of Blockchain and Web3

Together with Bitcoin [25] the world was introduced to the technology powering
it – the blockchain – in 2008. Since then developer activity has been steadily
growing [7] and many projects were started to improve the original design.
Ethereum, started in 2013 was the first blockchain that enabled the develop-
ment of decentralized smart contracts [3]. Newer projects – e.g. Cosmos, Solana,
Polkadot – have come forward to overcome Ethereum’s limitations, particularly
speed and transaction throughput. This new generation of blockchains, provid-
ing transactions at instant speed and low transaction costs, is believed to bring
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along the third stage of the web: Web 1.0 offered internet users the possibility
to read content. Web 2.0 added the possibility to write, enabling rich interactive
internet applications. Web3 now adds the possibility to own digital assets on the
internet. Practitioners believe this read-write-own paradigm will enable a new
class of internet applications with a sizable potential for innovation [1, 13].

2.2 Blockchain Applications and Their Usability

Cryptocurrencies and blockchain started to become a topic of increasing inter-
est in the research community [13]. A recent literature review, reveals that the
usability of blockchain and cryptocurrency applications was shown to be prob-
lematic [13]. Users face many threats [10], cryptocurrencies are hard to under-
stand, and misconceptions (e.g. keys, fees, and anonymity) are common [14,23].
Even though onboarding can support users’ meaning-making process [11], first-
time users struggle with the complexity of the technology [12]. Particular the
identification of use-cases in which blockchain can truly provide value seems
to be difficult [15]. Trying to address this, there are some approaches outside
the university context trying to engage laymen in participatory design activi-
ties [18,29,31]. While other technology domains have been exploring novel teach-
ing concepts spanning across disciplines (e.g. Kopeć et al. presented insights from
a VR hackathon [20]) we did not find any for blockchain.

2.3 The Design Sprint Framework

To develop our course we used the design sprint framework as a theoretical ba-
sis [19]. Related to design thinking [30], it formalizes a user-centered product de-
velopment process. While design thinking does not define clear boundaries with
regards to resources and time [32], the design sprint framework integrates the
different aspects of design thinking into a five day program. One sprint is com-
posed of five phases – map, sketch, decide, prototype and test – each completed
in one day [19]. We identified a few research publications using the framework
at university, however, non related to blockchain. Sarooghi et al. propose the de-
sign sprint as process model to integrate design thinking into entrepreneurship
education [33]. Larusdottir et al. present the a two-week long user-centered de-
sign course [22] and highlight the importance of balancing ”talking and doing”.
Sari and Zulaikha adopted the framework to include more prototype develop-
ment time in UX design courses and evaluated the approach in a longitudinal
study [32].

2.4 Summary

Blockchain technology, particularly smart contract development in the context
of Web3, offers the potential to build new types of applications surrounding the
notion of ownership. While research has started to explore blockchain teaching,
no teaching concepts integrating software engineering, entrepreneurial thinking,
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and user-centric methods have been reported so far. This is problematic as use-
case identification for blockchain applications is a core challenge that requires
a multidisciplinary perspective. The design sprint framework offers a starting
point to integrate these aspects and design a blockchain application development
course at university-level that equips students with the skills to create both useful
and usable blockchain applications in the future.

3 Course Description

Our goal was to integrate technical, entrepreneurial, and human-centered ele-
ments into an applied blockchain application development course in an effort
to enable students to identify problems and find valuable solutions. The result-
ing course heavily relies on collaboration and interaction between students of
different disciplines, with the objective to empower participating students to:

– identify and evaluate use cases for blockchain applications
– apply user-centered methods to define product requirements
– prototype and develop a functional decentralized application

The course differs from typical software engineering courses in its focus on inter-
action and collaboration between disciplines. It differs from typical hackathon
formats by providing a structured syllabus providing guidance throughout the
course.

Fig. 1. We present a case study of an interdisciplinary course on blockchain and smart
contract application development at a German university. The image shows impressions
of the course (left) and of final presentation (right).

We used the design sprint [19] as theoretical starting point to design the course.
We added a kickoff session two weeks prior to its start, in which participants were
introduced to the blockchain, were assigned into teams, and received homework
assignments. The second phase was a 5-day-long hackathon-like course adapting
the design sprint method which finished with the public launch of the proto-
type. Figure 1 provides impression of the course (printed with permission of the
participants).
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Fig. 2. The procedure of the overall
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Fig. 3. The team assignment: At the kick-
off each participant is assigned to one
functional and one ideation team.

3.1 Participants & Team Assignment

We recruited N=11 graduate students at our university. The syllabus was shared
in advance for interested students to sign up and receive 2 ECTS for successful
participation. We did not require participants to have prior knowledge about
blockchain. The final sample consisted of four students enrolled in computer
science or data science majors and four business administration majors. The
average age was 24 years. One participant identified as female, ten as male.

At the kickoff, participants were assigned to functional teams (product de-
sign, marketing, software development) based on educational background and
personal preference. The most experienced student in each functional team was
selected as team-lead to organize communication between teams. To evaluate use
cases, participants were additionally assigned to cross-functional ideation teams,
each responsible to cover a different problem space (c.f. Fig. 3).

3.2 Course Structure & Procedure

The structure of the course is inspired by the design sprint framework [19], which
defines a 5-day process for user-centered prototype development. We adapted the
original method to fit our educational goals: We introduced a kickoff event and
an up-front homework assignment, combined the map and sketch stages into one
day to accommodate an additional prototyping day, and launched a functional
prototype at the end of the week (c.f. Fig 2).

1. Kickoff Workshop: Participants were introduced to the course structure
and received an introductory lecture about blockchain. In a moderated ses-
sion they ideated for broad problem spaces addressable with blockchain in
the ”university” context. The final clusters were each assigned to one ideation
team for further evaluation as homework assignments.

2. Homework Assignment: Each ideation team had to evaluate and prepare
three cluster-specific problems addressable with blockchain. Additionally,
each functional team had to prepare a presentation on state-of-the-art prod-
uct design, marketing, or software development approaches for blockchain.
Hence, the homework integrated the map phase of the design sprint.

3. Design Sprint Hackathon: The hackathon took place between October
11th and 15th 2021. During the first two days, participants worked primarily
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in their ideation teams. Once prototyping started on day three, teams or-
ganized primarily around their functions, albeit collaborated flexibly when
necessary. Each day stand-up meetings were held before lunch and dinner. A
backlog of tasks was tracked with sticky notes. As support five experts from
industry and academia were accessible throughout the week.
(a) Monday – Map and Sketch: The functional teams generated a task

backlog for the week. The ideation teams presented their ideas and used
the day to evaluate and decide on three candidate ideas by the evening.

(b) Tuesday – Decide: The ideation teams further detailed the ideas. In
functional team meetings ideas were evaluated w.r.t. feasibility and im-
pact. After feedback from industry experts, the final idea was selected.

(c) Wednesday – Prototype: Organized by functional teams, participants
started product design, partner acquisition, and prototype development.

(d) Thursday – Prototype: In addition to the ongoing development user
testing of the early prototype and preparation of the launch event started.

(e) Friday – Test and Launch: The prototype was tested, finalized, de-
ployed, and launched. The hackathon concluded with a demonstration of
the functional prototype in front of an in-person and livestream audience.

4 Results & Evaluation

In total 11 graduate students participated in the course. 55% participated in a
blockchain related course at university before, two in a blockchain hackathon.
73% participants owned one or several cryptocurrencies. Participants rated their
interest in blockchain technology with ideological aspects (mean 4.455), fol-
lowed by technological curiosity (mean 4.364), and financial opportunities (mean
3.636). For example, P6 stated: ”I am interested in blockchain because I’m always
curious about new technologies and trying to see what benefits they can bring”.

4.1 Developed Blockchain Application

Over the course of the week, the students narrowed their idea pool from initially
nine down to one final idea and implemented it. Figure 4 shows two screenshots
of the final prototype: Profini, ”The Professors’ Panini”, is a card trading plat-
form inspired by the children trading game. It features university professors and
researchers as tradable NFT cards. The idea arose from the increasing distance
participants felt between professors and students as university education became
virtual during the COVID-19 pandemic. The cards are meant to humanize the
academic faculty, increase their visibility, and foster interaction with students.
The prototype implemented the trading card logic in a smart contract, deployed
on the Polygon blockchain [27]. The frontend uses ReactJS [9] and integrates
with web3.js [4] to access the smart contract. The prototype was launched with
a public event at the final day with in-person attendance and via livestream. In
total 25 researchers could be collected at launch. By connecting a Metamask [24]
wallet on the website users could purchase booster packs, each containing three
random cards. Owned cards can be sent directly to other wallets or traded on
marketplaces such as OpenSea [26].
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Fig. 4. Screenshots of the final prototype – Profini. The web application (left) showing
available and owned NFT trading cards after connecting the Metamask wallet. Owned
trading cards can be traded on Opensea (right).

4.2 Learning Outcomes

To evaluate the educational impact we conducted a pre-/post assessment. Nu-
merical values were collected on Likert-Scales from 1 (Totally Disagree) to 5
(Totally Agree). We introduced the questionnaires before the start of the week
and the day after its completion. The first questionnaire also collected demo-
graphics, previous experience, interest in the blockchain space, and motivation
to participate in the course. The second questionnaire also evaluated partici-
pants’ overall perception of the course. Both evaluated the following dimensions:

1. perceived potential of blockchain technology

2. perceived difficulty to engage with blockchain technology

3. perceived skills and abilities related to blockchain application development

4. perceived intention to engage with blockchain technology in the future

Perception of Blockchain The course had a measurable effect on the students’
perception of blockchain technology. Table 1 and 2 provide an overview. After
the course participants were on average more convinced that blockchain will have
a positive societal impact (+0.273), less doubtful of its technological potential
(-0.364), and more confident about its future adoption (+0.818). The course also
had the desired effect on the perceived difficulty to use (-0.364), learn (-0.091),
and prototype with (-0.455) blockchain technology.

Table 1. The perceived perceived po-
tential of blockchain technology before
and after the course.

measure Pre Post Change

positive impact on society 3.909 4.182 +0.273
limited technological potential 2.818 2.455 −0.364
future use by everyone 3.727 4.545 +0.818

Table 2. The perceived difficulty to
use, learn, and interact with blockchain
technology before and after the course.

measure Pre Post Change

difficult to use 3.636 3.273 −0.364
difficult to learn 3.273 3.182 −0.091
difficult to prototype with 3.273 2.818 −0.455
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Skills and Abilities We evaluated nine skills and abilities around blockchain
use and development. Along all of them the course had a positive impact, though
some improved more than others. Table 3 provides an overview. While gen-
eral tasks (create and use wallet, send and receive cryptocurrency, interact with
dapps, find learning resources) were rated rather high to begin with, they showed
improvement driven by learnings from the less experienced participants. While
participants’ confidence to identify suitable use cases for blockchain technology
increased by 0.455 points, they felt even more confident (+0.909) to spot those
use cases where blockchain would not bring benefits. Students’ confidence to
prototype with blockchain on their own remained the lowest score before and
after the course (2.818 and 2.909) while their confidence to prototype with a
team increased by 0.455 points to 4.273.

Future Engagement After the course students felt motivated to continue in-
teracting with the technology. Table 4 provides an overview. There is a notable
increase (+0.455) in the intention of students to engage with online blockchain
communities. The intention to buy cryptocurrencies (+0.273), interact with
smart contracts and Web3 applications (+0.273), and enroll in further blockchain
education (+0.182) increased less pronounced.

Table 3. The self-rated skills & abil-
ities related to blockchain applica-
tion development before and after the
course.

measure Pre Post Change

explain blockchain 4.000 4.364 +0.364
create wallet and buy 4.636 5.000 +0.364
send and receive crypto 4.636 5.000 +0.364
interact with dapps 4.182 4.818 +0.636
eval suitable use cases 3.818 4.273 +0.455
eval nonsuitable use cases 3.636 4.545 +0.909
find learning resources 4.364 4.455 +0.091
prototype alone 2.818 2.909 +0.091
prototype with team 3.818 4.273 +0.455

Table 4. Questions about planned
future interaction with different
blockchain related aspects before and
after the course.

measure Pre Post Change

engage blockchain com 3.636 4.091 +0.455
enroll in blockchain edu 4.182 4.364 +0.182
buy cryptocurrency 4.545 4.818 +0.273
interact with web3 4.545 4.818 +0.273

4.3 Overall Course Evaluation & Student Perception

To understand participants’ experiences we asked several questions about the
overall course perception in the post-course questionnaire. To quantify their
overall perception of the course, we asked them to indicate on a scale from 1 to
10, ”If we offered this course again, how likely would it be that you recommended
it to your friends?”. The Net Promotor Score (NPS) [16] calculated from their
answers is 81.818, which can be considered ”world-class” [28]. To elicit qualita-
tive feedback we asked two open questions, ”What are the main learnings for
yourself?”, and ”If there was one thing you could change, what would it be?”.
The reported learnings turned out to be quite unique to each participant. They
included technical aspect (i.e. how to develop a smart contract), use-case specific
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aspects (i.e. when it makes sense to decentralize), method related (how to use
user story maps), or process related (how important communication between
teams is). There was, however, a clear indication what participants would like
to change. Seven participants (63%) suggested to re-allocate one day from the
earlier ideation phases to prototyping and implementation.

5 Discussion

Our study set out to shed light on whether an interdisciplinary course would
be an appropriate format to teach university students about blockchain appli-
cation development. We found that the design sprint framework offers a sound
theoretical underpinning for creating such a course. Our assessment further in-
dicates a high efficacy of the approach: Across all measured learning dimensions
participants’ perception improved.

5.1 Educational Impact

Our evaluation shows a positive educational impact of the course across all mea-
sured dimensions. Particularly, teaching goals that benefit from interdisciplinary
exchanges – e.g. prototyping with a team (+0.455), identifying suitable (+0.455),
and identifying not suitable (+0.909) use cases – improved substantially. We at-
tribute much of the learning effects to the applied and interdisciplinary environ-
ment created by the course structure. Provided with autonomy, equipped with
diverse skills and abilities, and different degrees of knowledge on blockchain tech-
nology, students were encouraged to quickly learn from and teach one another.
As such, they were required to collaborate closely to solve problems together and
compromise with one another to overcome conflicting viewpoints. These results
are naturally limited by the small sample and the study design. Future research
should evaluate the impact at larger samples, over longer time, and with appro-
priate control groups. Nonetheless, we believe that the syllabus and evaluation
are valuable for educators to design applied blockchain education in the future.
Beyond blockchain, our case study shows that the design sprint method is a
useful framework for creating applied teaching concepts bridging gaps between
disciplines.

5.2 Lessons learned

We share four key lessons learned from the field study:

1. Diverging from the traditional design sprint timeline can increase
sense of achievement. While the design sprint provided a good theoretical
basis to design the course, in future we would allocate more time to the
development of the prototype to give students the opportunity to engage
with the technology in more depth. To enable a sense of achievement we
recommend to aim at creating a functional prototype by the end of the week
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and have participants organize a launch event around it. To allow for more
time for the actual development, we suggest to conduct the map step entirely
before the start of the week and begin implementation one day earlier.

2. Interdisciplinary team compositions can promote a more holistic
understanding. We observed a beneficial effect of students being from dif-
ferent study programs, as their diverse experiences fostered discussion, col-
laboration, and facilitated a more holistic understanding. The course em-
powered students in their skills and abilities to explain blockchain (+0.364),
create a wallet and buy crypto (+0.362) or interact with dapps (+0.636). We
believe that the exchange within an interdisciplinary peer group was a sig-
nificant factor for the positive development, as the wide range of knowledge
fostered a broader understanding of blockchain through peer-learning.

3. Domain constraints can provide necessary focus for use-case ideation.
Restricting the initial brainstorming to the university context was an im-
portant frame to guide students’ ideas. This constraint allowed students to
focus their ideation and allowed practicing to differentiate useful use cases
(+0.455) from not useful use cases (+0.909) in a specific domain rather than
on a theoretical level. Ideally, contextual constraints are set beforehand by
the organizers, for which some experience with both the domain and the
technology is beneficial.

4. Decision autonomy can enable joint problem solving. As organizers,
we took on a moderating role – managing the process and refraining from en-
gaging in decisions. The respective teams entirely owned goal setting, project
management, and direction of their product. This autonomy enabled active
discussions and empowered students to learn from and teach one another to
overcome challenges. As a result, students felt more comfortable prototyp-
ing with blockchain. Yet, the effect was greater for prototyping with team
(+0.455) as opposed to prototyping alone (+0.091), which supports our idea
of joint problem solving being valuable.

6 Conclusion

This work contributes (1) the syllabus of an interdisciplinary blockchain appli-
cation development course integrating engineering, entrepreneurial, and user-
centered elements, (2) a detailed evaluation of its learning outcomes, (3) and
lessons-learned for educators. We found that the design sprint framework offers
a sound theoretical underpinning for creating such a course. Our assessment
further indicates a high efficacy of the approach: Across all measured learning
dimensions participants’ perceptions improved. We report the syllabus of the
course for other educators to benefit from it and discuss lessons learned for fu-
ture iterations. We believe that the course design can serve as a blueprint to
run engaging practice-oriented courses on blockchain application development.
For the wider community of engineering educators, the course can be adapted to
different engineering contexts (e.g. artificial intelligence) integrating technology
education with entrepreneurial thinking.
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with Goethe Institute: Lessons Learned from Organizing a Transdisciplinary VR
Hackathon. CHI EA ’21, ACM (2021), https://doi.org/10.1145/3411763.3443432

21. Labouseur, A.G., Johnson, M., Magnusson, T.: Demystifying blockchain by teach-
ing it in computer science: Adventures in essence, accidents, and data structures.
J. Comput. Sci. Coll. 34(6), 43–56 (apr 2019)

22. Larusdottir, M., Roto, V., Stage, J., Lucero, A., Šmorgun, I.: Balance talking and
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