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ABSTRACT
Existing virtual reality (VR) authentication schemes are either slow
or prone to observation attacks. We propose CueVR, a cue-based
authentication scheme that is resilient against observation attacks
by design since vital cues are randomly generated and only visi-
ble to the user experiencing the VR environment. We investigate
three different input modalities through an in-depth usability study
(N=20) and show that while authentication using CueVR is slower
than the less secure baseline, it is faster than existing observation
resilient cue-based schemes and VR schemes (4.151 s – 7.025 s to
enter a 4-digit PIN). Our results also indicate that using the con-
trollers’ trackpad significantly outperforms input using mid-air
gestures. We conclude by discussing how visual cues can enhance
the security of VR authentication while maintaining high usabil-
ity. Furthermore, we show how existing real-world authentication
schemes combined with VR’s unique characteristics can advance
future VR authentication procedures.

CCS CONCEPTS
• Human-centered computing → Human computer interac-
tion (HCI); • Security and privacy → Authentication.
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1 INTRODUCTION
The growing number of immersive virtual reality (VR) applications
in which users’ identity needs to be verified underline the need for
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Figure 1: We report on CueVR, a cue-based VR authentica-
tion system. We investigated the performance when using
two different input methods (i.e., Trackpad (B) and Motion
Controller (C)) and used PIN entry (Laserpointer (A)) as our
baseline. To enter “2” using the Trackpad, the user points
towards the blue side (digits 1, 2, 4, 5, 7) and presses “down”
on the Trackpad because the cue on “2” points downwards.
For Motion Controller (C), “2” is entered by moving the con-
troller downwards while pointing at the blue side.
usable and secure authentication in VR. Although plethora of user-
centered authentication schemes exist for desktop computers (e.g.,
[4, 5, 9, 34]) and smartphones (e.g., [2, 6, 15, 16, 28, 38]), only recently
the community began studying usable and secure authentication
schemes leveraging the interaction affordances possible in VR [11,
13, 14, 21, 23]. On the downside, current VR authenticationmethods,
such as PIN entry on a virtual display, are prone to observation
attacks by bystanders [14]. While researchers proposed several new
schemes to mitigate this, many suffer from slow entry times or high
error rates resulting in low usability.

We present the implementation and usability evaluation of CueVR,
an authentication scheme for VR that is highly secure against ob-
servation attacks by design and achieves reasonable usability with
authentication times between 4.151 s – 7.025 s, depending on the
input method. In CueVR, users authenticate by responding to vi-
sual cues displayed on a 10-digit keypad, using either one or two
handheld controllers. Cues are randomly assigned at every input,
meaning that observers would not know which cues the user is
responding to. This concept is often referred to as cue-based au-
thentication in the literature [17, 22, 23, 38]. Our work is the first
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to employ and evaluate the usability of system-generated cues
for authentication in VR. We evaluate the usability of CueVR in a
within-subject user study in which 20 participants authenticated us-
ing a traditional PIN pad (baseline) and two variants of CueVR: one
requiring using the controller’s trackpad to indicate input, while
the other requires moving the controller along its axis. Besides,
we compared one-handed and two-handed input. The results in-
dicate that authentication time using CueVR is in line with that
of previous VR authentication schemes, while being resistant to
observations by design. Authentications using the trackpad resulted
in much lower physical demand compared to controller movement
while mental demand, temporal demand, performance, effort, and
frustration were largely similar for both.

Requiring input depending on the visual cues displayed through
a head mounted display (HMD) means that observers will not know
which cues the user is responding to, making observation attacks
infeasible. For this reason, we focus on evaluating CueVR’s usability
in our user study and discuss potential attack vectors and how
CueVR performs against them. We also discuss how cue-based
authentication can be used in VR, which situations CueVR is ideal
for, and which situations we do not recommend CueVR for.

Contribution Statement. The contribution of our work is three-
fold: (1) We introduce the concept of cue-based authentication for
VR (CueVR). (2) We present an in-depth usability study in which we
evaluate CueVR, using two different input methods (Trackpad and
Motion Controller) and compare its usability against Laserpointer
input (a traditional 10-digit PIN pad baseline). (3) We discuss CueVR
in the light of previous real-world authentication schemes that rely
on cues for user authentication and conclude with a discussion
about CueVR ‘s security and how such a cue-based authentication
scheme can be transferred to other mixed reality (MR) systems.

2 RELATEDWORK
We review previous works in 1) the authentication research domain,
with a particular focus on cue-based authentication, and 2) works
that proposed novel knowledge-based MR authentication schemes.

2.1 Cue-based Authentication
There is a large body of authentication research that looked partic-
ularly into a user’s responses to cues, so-called cue-based authenti-
cation [17]. Roth et al. [32] relied on user responses to black and
white-colored cues. This resulted in an additional effort compared
to regular PIN entry, but both perceived and objective security were
higher [32]. In SwiPIN [38], users authenticated by responding to
cues in the form of arrows displayed on the digits of a PIN pad.
SwiPIN was developed for mobile devices. CueAuth [17] transferred
the SwiPIN concept to situated displays and experimented with
responding to cues using touch, mid-air, and gaze input. Another
cue-based authentication scheme for mobile devices is GazeTouch-
PIN [16], where users gaze left or right to confirm the PIN digit
selection based on a layout that is randomly selected. While the
aforementioned systems rely on visual cues, Bianchi et al. [3] in-
troduced a unimodal non-visual input technique for PIN entry that
is based on the human ability to accurately and rapidly count the
number of sequential cues. De Luca et al. [8] made use of tactile

cues to add an overhead of “lies” to users’ input and increase the
resistance against observations while maintaining high usability.

In summary, previous work showed that cue-based systems are
promising for user authentication and such systems may be useful
in many application areas (e.g., ATMs or ticket vending machines).
Researchers already looked into adapting and evaluating established
knowledge-based authentication systems for VR [14]. However,
despite the promising cue-based authentication research leveraging
cues for MR, such schemes have not received much attention so far
and little is known about how well they perform in VR.

2.2 Authentication in Mixed Reality
The different forms of Virtual and Augmented reality [31] cre-
ate an increasing need for authentication [1]. As a result, usable
security researchers spent significant effort in designing, devel-
oping, and evaluating novel schemes. There are two dominant
streams of research to authenticate users in MR: knowledge-based
(e.g., [11, 13, 14, 23, 29]) and using (behavioral) biometrics (e.g.,
[18, 19, 21, 24, 25, 35]). Behavioral biometric authentication systems
achieved promising results, but their accuracy drops significantly
when evaluated across different systems [25]. It has been argued
that biometrics should only be applied to enhance knowledge-based
authentication schemes rather than replace them [21, 27]. Pure bio-
metric authentication systems often require special hardware (e.g.,
bone conduction technology), and it is particularly challenging to
change such biometric passwords (e.g., when they are stolen [37]).
It is also worth mentioning that not all users are willing to share
biometrics [30] and that the security of biometric systems can often
be bypassed using a knowledge-based authentication approach. For
example, mobile device authentication systems (e.g., Face ID or
Touch ID) provide fallback options for when biometrics are not
available and argue that developers should not rely on biometric
authentication only. As such, we aim to improve knowledge-based
authentication for MR devices as there will (at least for the fore-
seeable future) always be a need for those, and it has also been
argued that there is a need for security mechanisms that can easily
be integrated into existing and upcoming MR systems [7].

One of the earliest MR authentication schemes was by Yu et
al. [40]. The MR schemes resulted in relatively long authentica-
tion times of ≈ 10.5 s for pattern lock and PIN, and ≈ 19 s for 3D
passwords. While the authors did not conduct a formal security
analysis, they argued that most people can observe pattern lock
and PIN authentication, whereas observing 3D passwords is more
resistant against observations [40]. Follow-up work by George et
al. [14] confirmed that existing authentication methods such as PIN
or pattern are observable by bystanders (18% of input was observed
successfully). Depending on the input method and virtual interface
size (e.g., pointing at a large screen is easier to observe than on a
medium-sized screen), authentication using traditional PINs and
lock patterns took between 2.57 s and 3.84 s. In a similar work by
Olade et al. [29], authentications using lock patterns resulted in
entry times of ≈ 1 s to ≈ 1.8 s, depending on the input method, and
20% – 40% of observations were successful when having access to
video recordings. As a result, researchers investigated how VR’s
unique characteristics can contribute to more usable and secure MR
authentications. George et al. [13] investigated the third dimension
for MR authentication and found that authentications using their
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system takes at least 8.58 s, with in-situ observation attacks being
successful 12.5% of the time and post-hoc attacks being not suc-
cessful at all. Funk et al. [11] showed how passwords composed of
spatial and virtual targets can improve user authentications’ in MR
environments with virtual passwords being fully resistant against
observations. Mathis et al. [23] showed how the use of coordinated
3D manipulation and pointing can lead to fast and highly secure
authentications, with 1.69 s – 4.92 s authentication times and shoul-
der surfing resistance between 96% and 99.55%, depending on the
input method (i.e., controller tapping, head pose, eye gaze).

In summary, previous systems had promising authentication
times and high usability, but were not fully resilient to shoulder
surfing (e.g., [14, 23]). It has also been shown that different input
methods (e.g., touch, eye gaze) can significantly impact the usability
and security of MR authentication schemes [23, 29]. While George
et al. [14] provided some first evidence of the transferability of
well-established authentication systems for VR, their investigation
did not involve cue-based authentication schemes which can, as
evidenced by previous authentication research in the real world (e.g.,
[8, 17]), contribute to more usable and secure user authentication.
Through our work, we fill this gap and investigate how cue-based
authentication performs in MR, and if different input methods
impact such a cue-based authentication system when used in MR.

3 CUEVR– CONCEPT & IMPLEMENTATION
We extend the concept of cue-based authentication [17, 22, 38] for
VR environments (see Figure 1). We chose this concept because it
uses PINs which are considered to be one of the most widely used
authentication schemes. Users are familiar with PIN-based authen-
tication, and our scheme can be easily integrated or replace existing
solutions. Moreover, our concept relies on visual cues displayed on
the virtual PIN-Pad, which make it resilient to observations. CueVR
addresses a threat model in which the attacker is observing the
user’s input. An attacker can easily approach the immersed VR
user since their visual and auditory perception is usually overlaid
with virtual content. Thus, an attacker can closely observe how the
user interacts and moves the controller but cannot access to the
randomly generated vital cues required for successful PIN entry.
Current VR systems ensure that the virtual environment can not be
screen cast during user authentication. This threat model has been
used a lot in previous work on VR authentication [11–14, 20, 21, 23].

In addition to adapting cue-based authentication for VR, we
implement different input methods: Laserpointer, Trackpad and
Motion Controller. Each can be used with one or two hands. Unlike
other approaches relying on additional hardware, e.g., eye track-
ers [17, 22], CueVR does not require additional hardware apart from
what is provided with most VR headsets: one (or two) controllers.

In CueVR, users enter 4-digit PIN codes on a PIN pad (consisting
of the digits 0-9), split into Blue (digits 1, 2, 4, 5, 7) and Orange
(digits 3, 6 , 8 , 9, 0), as shown in Figure 2. These color assignments
always remain the same. Each digit has one of five cues randomly
assigned to it. The cues consist ofUp, Down, Center (annotated with a
circle), Left, and Right. The five cues are randomly assigned to digits
of each color in a way that ensures every color-cue combination
being unique. We use 4-digit PINs in our evaluation to ensure
comparability with prior work [13, 14, 21, 23, 38]. However, CueVR
can support any PIN length. Entering each digit is divided into

three steps: (1) Choosing the side/color of the digit; (2) recognizing
the cue assigned to the digit; and (3) providing input based on the
cue. After entering a digit, all cues get randomly reassigned. Step
(2) is the same for all inputs, but the execution of steps (1) and
(3) varies depending on the input method and whether it is one
or two-handed input, which we explain in more detail below. For
adversaries to guess the correct PIN, they would have to observe (1)
the cues in VR which are not visible to anyone except the headset
user, and (2) the user’s input in response to the cue.

3.1 Laserpointer (baseline)
We treat Laserpointer as the baseline in our study because it resem-
bles traditional PIN pads and PIN entry [14]. Laserpointer is one of
the most widely used input techniques in VR [14] and in today’s
Oculus Quest. Since Laserpointer forms our baseline, there are no
cues used and the user only selects the digits to enter the PIN.

One-Handed Laserpointer. The Laserpointer includes a virtual pointer
that is always visible to the user during authentication. The user
casts the virtual beam on the PIN pad and selects the PIN by pressing
the trigger button (Figure 1A) using only one controller.

Two-Handed Laserpointer. Here, users utilize both controllers to
enter the PIN. Similar to one-handed input, the virtual beam is used
for pointing and trigger button is pressed for selection.

3.2 Trackpad
The second input variant of CueVR requires using the controller’s
trackpad to indicate input. As shown in Figure 2, the trackpad is
divided into five areas corresponding to the five cues. Trackpads (or
joysticks) are a common input method in many consumer VR head-
sets, such as HTC Vive, Vive Index, and Oculus Quest 2, and have
already been leveraged for reorientation in virtual environments
[39] and for different types of VR input [33, 36].

One-Handed Trackpad. The virtual beam of one controller is first
used to point at one of the sides to choose the color of the desired
digit. Then, the user presses one of the five areas on the trackpad
to indicate their response to the cue (see Figure 1B).

Two-Handed Trackpad. Unlike the one-handed Trackpad, the two-
handed Trackpad supports entry using both controllers. Each con-
troller has a colored beam associated with one of the two sides (right
controller: orange, left controller: blue). The user then presses one
of the five areas on the trackpad of the controller that corresponds
to the color of the digit they want to select.

3.3 Motion Controller
The third input variant of CueVR requires using the controller’s
motion to indicate input. As shown in Figure 2, five motions are
implemented to correspond to the five cues. Motions are performed
in three steps: (a) Pressing the Trigger button to indicate the start
of input; (b) moving the controller in a straight line either up,
down, left, right or forward to indicate input in response to the cue
displayed on the desired digit (see Figure 2); (c) releasing the trigger
button to end the motion and input the digit. Pressing and holding
the trigger during input is done to avoid unintended input.
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