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Figure 1: In this position paper, we discuss challenges for usable authentication in multi-device environments.

ABSTRACT

1

A plethora of “smart” devices pervades users’ daily lives and, more
precisely, their homes. While these devices provide a rich variety
of features and benefits to users (e.g., fostering automation), they
more importantly also collect, store and process sensitive user
data. However, suitable security and privacy mechanisms for such
devices are still scarce. In this position paper, we discuss challenges
of usable authentication in multi-device ecosystems.

An increasing number of devices pervades users’ everyday life and,
more precisely, their homes. Smart home devices come in various
form factors [11] and provide a plethora of features and benefits
to users, e.g., supporting home automation or sustainable energy
consumption (cf. [9] for an overview). To provide this functionality,
smart devices and associated services collect, store, and process –
potentially sensitive – user data, which opens a need for protection
(cf. Figure 1). Think about, e.g., a smart voice assistant that is connected to a user’s online shopping profile as well as to many other
services within the home. However, security mechanisms are rarely
implemented on smart devices on the consumer market [8]. If implemented, such mechanisms are of limited user experience [1, 2].
Think about, e.g., entering a secure password on a remote control
to log into a video streaming platform on the TV. To close this gap,
we argue that authentication in multi-device ecosystems should
seamlessly blend with how users naturally interact with the devices.
In this position paper, we first illustrate the need for authentication in smart home ecosystems and existing approaches. We
then discuss challenges of usable authentication in multi-device
scenarios and set out directions for future research.

CCS CONCEPTS
• Security and privacy → Authentication; • Human-centered
computing → Ubiquitous and mobile devices; Interaction techniques.
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INTRODUCTION

MOTIVATION & BACKGROUND

In this section, we first illustrate potential attacks and threats as
well as a few smart home scenarios, which make authentication
indispensable. We then discuss how authentication mechanisms
for multi-device ecosystems might look like.
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2.1

Attacks & Threats

Smart home devices are vulnerable to novel attacks and threats [14],
which becomes especially critical as we let those devices enter our
homes. Examples include, but are not limited to, remote network attacks or leakage of data captured by the devices [14]. Consequences
of attacks towards home setups are severe as attackers might not
only virtually, but also physically access our homes. Related work
highlighted two major types of adversaries that are specific to smart
homes, namely remote and inside attackers [5]. Inside attackers have
legitimate physical access to the home (e.g., household members or
temporary workers).

2.2

Authentication in Smart Homes

Within the home, many scenarios (should) require users to authenticate in one or the other way. Some of these scenarios involve one
or multiple devices within the home:
Coming Home. When coming home, users usually unlock the
door using a physical key. Subsequently, users have (physical)
access to all devices in their home system. A conventional,
physical attacker might get hold of a key or break the door
lock to gain this access.
Device Configuration. When using a single device, users might
need to authenticate towards this device to prevent illegitimate users from manipulating settings.
Moreover, many smart devices in users’ homes provide access to
external services that exist beyond the multi-device ecosystem and
require authentication.
Watching Series. When accessing their favorite streaming
service via a smart TV, users need to provide credentials. This
often requires users to enter a conventional password on the
TV’s remote control, which clearly is a frustrating experience.
As a result, this procedure is oftentimes required on first use
only, which is not optimal from a security perspective.
Alexa goes shopping. Voice assistants, such as Amazon’s Alexa,
allow placing orders. While purchases can be protected via
a voice PIN, this might be overheard and exploited by, e.g.,
family members [6] or guests.

2.3

Authentication Mechanisms for Smart
Devices

Albeit being necessary (cf. previous section), security mechanisms
on current consumer devices are scarce [8] and/or of limited user
experience [1, 2]. Oftentimes, desktop metaphors are being transferred [5] to smart devices – resulting in, e.g., entering passwords
on a TV’s remote control. While knowledge-based authentication
mechanisms are suitable for a one-user-one-device relationship,
they do not scale to multi-device ecosystems due to a) the immense
number of devices, accounts and passwords exceeding users’ memorability and b) many devices missing suitable input modalities
for conventional mechanisms, such as passwords. Furthermore,
knowledge-based mechanisms are prone to shoulder surfing [4]
or guessing attacks. Biometric mechanisms based on, e.g., users’
face or voice, or behavior, offer opportunities for a more seamless
approach, but are often used for personalization (e.g., customizing
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reminders) rather than for security purposes [5]. Moreover, voice
commands for authentication might be overheard by an attacker [6].
Prior research discussed whether authentication mechanisms in
multi-device environments should focus on one device, or rather
on the whole ecosystem [11]. While in some cases authenticating
towards only one device within the ecosystem might make sense
(e.g., authenticating at a smart fridge prior to a purchase), many
single devices do not provide suitable modalities and many use cases
within the home involve multiple devices at once. As an example,
for watching a movie, users might access their preferred video
streaming platform via their smart TV, but also have a particularly
preferred light, temperature and sound setup that should not be
accessed or manipulated by third parties.
Sample authentication mechanisms have been suggested, e.g.
identifying users by their operations with multiple devices [7].
While this currently requires workarounds, such as users wearing
a wristband to employ virtual sensing [7] or additional capacitive
sensing on existing devices [3], a future vision of this could be seamlessly integrated. As an example, an increasing amount of devices is
equipped with technology to recognize users’ interaction with them
(e.g., by means of touch or motion sensors). This could be leveraged
for explicit or implicit authentication. The former approach would
require users to explicitly enter a “secret” by interacting with multiple devices. The latter would identify users by the way in which
they interact with multiple devices.

3

CHALLENGES & DIRECTIONS FOR FUTURE
RESEARCH
3.1 Seamless Authentication in Multi-Device
Ecosystems
Authentication in multi-device ecosystems is challenging due to
several reasons. First and foremost, conventional mechanisms are
imposed to novel devices, leading to a mismatch between the devices’ affordances and the mechanisms’ input requirements. Secondly, conventional authentication mechanisms do not scale to
multi-device environments, as, e.g., remembering a secret for each
and every device or service would clearly exceed users’ memory
capabilities. While research suggests an increasing number of novel
mechanisms for ubiquitous devices [12], the existence of multiple
devices as well as multiple users is still poses a challenge. Lastly,
multi-device ecosystems are often multi-task environments. Originally, authentication in ubiquitous computing is a secondary task
(e.g., unlocking the phone before continuing with the main task,
calling a friend). However, interacting with multiple devices allows
for multiple tasks (e.g., controlling music, heating and lights at
once), in which authentication needs to fit in. This raises the question: How can authentication in a multi-device ecosystem blend with
users’ natural interaction to be usable as well as secure?

3.2

Privacy in Multi-Device Ecosystems

While security clearly is a challenge, preserving users’ privacy in
multi-device ecosystems is also not trivial. Firstly, interactions, such
as gestures, might be overseen or voice commands overheard. Secondly, multi-device ecosystems oftentimes involve multiple users
as well. Examples are co-inhabitants, family members, or guests.

Usable Authentication in Multi-Device Ecosystems

To prevent personal data being accessed by others, mechanisms to
set fine-grained permissions are necessary. Thirdly, users are oftentimes unaware of their data being collected by multiple devices.
Mechanisms to increase awareness have been suggested [10, 13].
Lastly, combining the data captured by multiple devices within
the ecosystem leads to entirely new information about users. For
instance, a lightning system in itself captures on/off states, but can,
together with, e.g., thermostat data and fridge content, reveal if
and how many users are currently present. This raises the question:
How can multi-device ecosystems be designed in such a way that they
protect users’ privacy, while preserving the primary user experience?

4

CONCLUSION

With this position paper, we address the workshop call for challenges for multi-device user experience, with particular focus on
authentication. We hope to stimulate a discussion at the workshop
as to how usable authentication in multi-device ecosystems can be
designed, and how users’ privacy can be protected in such scenarios.
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