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Abstract. Thermal cameras are becoming a widely available consumer tech-
nology. Several smartphones are already equipped with thermal cameras, and
integration with personal devices is expected. This will enable compelling applica-
tion areas for consumers, such as in-home security, energy-saving, non-invasive
ways of child care, and home maintenance. However, the privacy implications of
this technology remain largely unexplored. We close this gap with an interview
study (N=70). Specifically, we assess users’ perceptions with and without prior
understanding of thermal imaging. We showed one group of the interviewees
informative videos, pointing out opportunities and potential threats. Results show
that users are most concerned about their privacy in cases where thermal cameras
reveal information on their physiological state or invade their private space. Our
findings are valuable for researchers, practitioners, and policymakers concerned
with thermal cameras, as this technology continues to become widely used.
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1 Introduction

Thermal cameras have evolved from specialized and expensive hardware to small,
affordable consumer devices. Hence, they have the potential to become a technology
to which users have access in their daily life as they are being integrated with personal
devices, such as smartphones or wearables (e.g., glasses). This assumption is backed
by an analysis from Global Market Insight, reporting that the market size of thermal
imaging crossed USD 5.5 billion in 2017 and is forecasted to grow yearly by 8% between
2018 and 2024 [42]. The global number of shipped units is predicted to reach 4 million
by 2024. FLIR?, the world’s largest thermal imaging device maker, is selling thermal
camera add-ons for smartphones for less than $300. Furthermore, smartphones like the
Caterpillar Cat S61° already integrate thermal cameras.

4 https://www.flir.com/flir-one/
5 https://www.catphones.com/en-us/cat-s61-smartphone/
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Beyond specific, professional use cases, such as at airports detecting passengers
with fever or higher degree of temperature (cf. the COVID-19 outbreak) or firefighters
identifying dangerous areas, an increasing number of use cases in the consumer area
emerge. These include, but are not limited to, in-home security, personal safety, energy
efficiency, child and pet care, pest control, home maintenance, automotive care, and
leisure. Abdelrahman et al. investigate domestic use cases [11].

At the same time, thermal imaging does not come without privacy and security
implications. For instance, in 2001, the US Supreme Court decided that the use of
sensors by the police to detect marijuana plants growing inside a home violated civil
liberty, where the thermal cameras could reveal things beyond what a person standing
outside a home would not be able to see. For example, whether ’the lady of the house
might be taking her daily sauna and bath” [2]. Similarly, during the winter in 2011,
the city officials in Boston, Massachusetts, used aerial and street thermal cameras to
detect heat loss in houses, analyzing 20,000 thermal images per day. There it helped
optimize energy usage in the city. However, plans to involve residents to increase energy
efficiency led to strong resistance against the proposal, as the approach could potentially
reveal residents’ movements and behavior inside their houses. The program was put on
hold until the administration developed a privacy protection policy for homeowners [3].
Researchers started investigating the implications of thermal imaging on privacy and
security. For example, it was shown that thermal imaging could be used to extract PINs
from the heat trace [6], to identify people from the hand veins, and to reveal mental
states and behavior [20]. Yet, it remains largely unexplored how users perceive this
technology and which privacy concerns they might have. Closing this gap is the focus
of our work. To this end, we conducted an in-person semi-structured interview study
with a total of 70 participants. To obtain a holistic view, we interviewed both people
without in-depth understanding and people we demonstrated opportunities and potential
privacy threats before the interviews through video showcases. Our analysis shows that
participants from all groups are concerned about privacy in general, most notably about
the disruption of their private space, physical privacy, the privacy of their cognitive
state, and physiological privacy. Our investigation is complemented by discussing the
implications of our findings and identifying directions for future research.

Contribution Statement. Our contribution is twofold: First, we investigate users’ percep-
tion and privacy concerns towards thermal imaging while considering how understanding
and priming influence their perception. To this end, we conducted and analyzed 70 inter-
views, splitting participants into two groups (primed and unprimed). Second, we provide
an in-depth discussion of the implications of our findings. We found that users are most
concerned about the thermal camera capability of peeking into a person’s physiological
state and could potentially invade private space.

2 Background & Related Work

Our work builds on three strands of prior work: (1) thermal imaging, (2) users’ percep-
tions of sensing devices, and (3) privacy perceptions across different user groups.

2.1 Thermal Imaging
Thermal imaging operates in the infrared range of the electromagnetic spectrum (0.7 to
30 um), i.e., it senses wavelength beyond the ones visible to the human eye. Thermal
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cameras render thermal energy (heat) into false-color images to extract images that
can be seen by human eyes. The images, called ‘thermogram,’ are analyzed through
‘thermography’ tools. The first thermal camera was developed for military use. Later,
thermal cameras got adopted to many other use cases, for example, detecting icebergs,
automated machinery monitoring, analyzing structural integrity, firefighting, surveillance,
and managing power line safety. Thermal cameras are also used in the health sector, for
example, as a physiological monitoring tool to detect fever in humans and other warm-
blooded animals [4]. In the context of the recent COVID-19 outbreak, an extensive use
of thermal imaging could be observed at airports and train stations, to identify infected
people [5]. Until recently, thermal cameras were considered a relatively expensive
technology, with cameras’ prices reaching thousands of dollars. Hence, prior applications
were often limited to specific domains such as medical, military, and industrial settings.
However, with technology advances, affordable thermal cameras operating in the FIR
spectrum are becoming available, with costs being around a few hundred dollars. This
enabled a wide range of new applications and sparked much interest in the research
community. These include in-home security, personal safety, energy saving, pest control,
home maintenance, automotive care, and leisure.

Gade and Moeslund reviewed the use of thermal imaging, highlighting the potential
of using thermal imaging in different domains [26]. Abdelrahman et al. [11] investigated
potential use cases of thermal imaging in domestic setups. Researchers also explored
thermal reflection properties to introduce novel interaction technique [33, 39] or for
extending our visual perception [7]. Another example is remote physiological motor-
ing [28], where researchers looked at the changes in facial temperature to infer users’
internal states (e.g., cognitive load and emotions). From the last example, it already
becomes clear that thermal cameras allow sensitive information to be revealed. This
becomes even more apparent when looking at security threats. Abdelrahman et al. [6]
demonstrated that thermal cameras enable so-called thermal attacks, where thermal imag-
ing can capture heat traces left after touching the surface of a smartphone, allowing the
entered PIN or lock pattern to be retrieved. This raises the question of how users perceive
this technology — in particular regarding privacy. To close this gap, this work contributes
an interview study. As becomes apparent from prior work, there are many use cases and
opportunities, many of which are unknown to end-users. Hence, our exploration will
focus both on novice and knowledgeable users.

2.2 Perception of Camera-based Technologies

The privacy implications of sensing devices are of great interest to researchers [25, 32].
Cameras demand particular attention due to societal and legal expectations of privacy as
they seamlessly and unobtrusively capture users in the field of view. Koelle et al. investi-
gated the privacy perception of body-worn cameras [30] and data glasses [31] from both
a legal and a social perspective. They highlighted that despite body-worn cameras having
potential benefits, they still impose ethical pitfalls and might affect bystander privacy.
Widen extended this space by exploring the privacy concerns of smart cameras [45].
Unlike body-worn cameras and always-on cameras, a smart camera does not passively
record information. Instead, it recognizes visual patterns using algorithms. Widen plotted
a privacy matrix based on the users’ location and vantage point. Researchers discussed
the benefits, risks, and legalities of lifelogging [49] and concerns of dashcam video shar-
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ing [38]. Beyond cameras, Hassib et al. [27] investigated users’ perception of bio-sensing
and affective wearable devices and how they influence users’ privacy. Recent studies
investigated privacy concerns with drones [50], smartwatches [41], Internet-connected
toys [35], and autonomous vehicles [15]. Researchers also explored the perception of
the emerging field of Internet of Things (I0T) devices integrated into (smart) homes) [55,
47,53, 23], revealing concerns and challenges.

Several approaches exist to mitigate privacy concerns. Examples include attempts
to establish best practices among designers and developers when creating applications
that deal with sensitive data [13], approaches that try to filter the collected data [16],
or proposing solutions in the form of data management [17]. However, as Jacobsson et
al. [29] note, a prerequisite to creating meaningful approaches and strategies for privacy
protection is to understand users. However, there is no substantial work exploring
perceptions of end-users regarding thermal cameras and how their privacy concerns
could be mitigated. In this work, we investigate and report end-users suggestions of rules,
regulations, censorship for thermal camera usage in public. Thus, our work can serve as
a guideline for developer and policymakers.

2.3 Influence on Privacy Perception

Understanding privacy concerns is critical to determine end-users’ attitudes and behavior
regarding acceptance of a technology [18]. Privacy perception is influenced by different
factors, most notably culture [34], country of residence [14], age [46], gender [52] and
knowledge [37]. Users can be grouped by a wide range of characteristics beyond culture,
including users’ behavior, e.g., privacy minimalists, self-censors, and privacy balancers.
Wisniewskia et al. [48] categorized users into six profiles depending on their sharing and
privacy attitudes in Online Social Networks (OSNs) and offered design implications per
user group. Education, and knowledge play a critical role in privacy perception as well.
For example, previous work showed that educated people have more privacy knowledge
and, hence, are more aware of privacy practices and contemporary privacy and security
scenarios [44,40, 36, 21]. For instance, Culnan at al. [21] investigated the characteristics
of users who are aware of privacy preserving features, such as the possibility to have
names removed from mailing lists. Users who are unaware of this are less likely well-
educated, and are less likely concerned about privacy. Youn [51] reports that teenagers
were less prone to giving out personal information and conduced to engage in risk-
reducing strategies such as providing incomplete information, moving to alternative web
sites that do not ask for personal information if they are aware of information disclosure
online. Prior work highlights the challenge of holistically understanding privacy concerns
towards a novel technology and the consumer’s ability to enhance individual privacy
protection through the use of technology [43]. To account for this influence of the
understanding of thermal imaging as well as to better understand its implications, we
investigate privacy perceptions of thermal imaging among users with different levels of
understanding of the technology.

3 Research Approach

To understand privacy concerns towards thermal cameras, we designed an interview
study. To assess both the view of people with and without an in-depth understanding, we
conduct parts of the interviews with people whom we first presented video showcases






